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Introduction

EtherAuthority was contracted by Amplify to perform the Security audit of the Amplify
Protocol smart contracts code. The audit has been performed using manual analysis as
well as using automated software tools. This report presents all the findings regarding the
audit performed on April 23rd, 2022.

The purpose of this audit was to address the following:
- Ensure that all claimed functions exist and function correctly.

- Identify any security vulnerabilities that may be present in the smart contract.

Project Background

The Amplify Contracts have functions like createVaultToken, addLiquidity, reinvest,

redeem, mint, sync, skim, borrow, createCollateral, canBorrow, deployCollateral, etc.

Audit scope

Name Code Review and Security Analysis Report for
Amplify Protocol Smart Contracts

Platform Cronos / Solidity
File 1 BAllowance.sol
File 1 MD5 Hash 3037CD07486AC11E486706363A61705E
File 2 BDeployer.sol
File 2 MD5 Hash F5E9E9E044066B702061ED2F70F70886
File 3 BlnterestRateModel.sol
File 3 MD5 Hash 145CC218BC4156995B3C4340812BEFBA
File 4 Borrowable.sol
File 4 MD5 Hash D1C74897867CFC80CC68C50B7705EEF1
File 5 BSetter.sol
File 5 MD5 Hash COABE066647627566E97F1057538FF28
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File 6

BStorage.sol

File 6 MD5 Hash

013D8BD79C889528C8C75000DC4FAD36

File 7

CDeployer.sol

File 7 MD5 Hash

1CF3DD65C627C335C3FB431418A9A1F3

File 8

Collateral.sol

File 8 MD5 Hash

F76A7TE47A6F43BOSEACB228F6CA4758D

File 9

CSetter.sol

File 9 MD5 Hash

7A1C408CFD52CB44650026781726962C

File 10

CStorage.sol

File 10 MD5 Hash

930F31DC19A5E1B67C609EGE4626FD94

File 11

EleosERC20.sol

File 11 MD5 Hash

1E12219135BA114154FF3AEE3CE10707

File 12

EleosPriceOracle.sol

File 12 MD5 Hash

1A7CFC71811F512D1F737D8377B4CF1C

File 13

Factory.sol

File 13 MD5 Hash

4830BDCBD9ECC64D1E5649AAE3F 10535

File 14

PoolToken.sol

File 14 MD5 Hash

839D027AC3B62D900369467CE554B62F

File 15

Router02.sol

File 15 MD5 Hash

3725CD2EEE7EE6900621D9BFA2F042D5

File 16

VaultToken.sol

File 16 MD5 Hash

5EB119311125FC93EFC8DD6B7BA81CBO

File 17

VaultTokenFactory.sol

File 17 MD5 Hash

ES4EFOF2523535DC387AEB197B4242B7

Audit Date

April 23rd,2022
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Claimed Smart Contract Features

Claimed Feature Detail Our Observation

File 1 BAllowance.sol YES, This is valid.
e Decimals: 18
e Reserve Factor: 0.1
e Minimum Liquidity: 1000
e KinkUtilization:0.7

e Borrow Index: 1

File 2 BDeployer.sol YES, This is valid.
e Borrow Fee: 0.1%

File 3 BinterestRateModel.sol YES, This is valid.
e Kink Multiplier: 5
e Kink Borrow Rate Max: 100% Per Year

e Kink Borrow Rate min: 1% Per Year

File 4 Borrowable.sol YES, This is valid.
e Borrow Fee: 0.1%
e Decimals: 18
e Kink UR Maximum: 1
e Kink UR Min: 0.5
e KinkUtilization: 0.7
e Minimum Liquidity: 10000

File 5 BSetter.sol YES, This is valid.
e Reserve Factor Max: 20%
e Kink Ur Min: 50%
e Kink Ur Max: 99%
e Adjust Speed Min: 0.5% Per Day
e Adjust Speed Max: 50% Per Day

File 6 BStorage.sol YES, This is valid.

e kink Borrow Rate: 10% per year
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e Reserve Factor: 10%
e Kink Utilization Rate: 70%
e Adjust Speed: 5% per day

File 7 CDeployer.sol YES, This is valid.
e The CDeployer contract is used by the Factory to
deploy Collateral(s).

File 8 Collateral.sol YES, This is valid.
e Liquidation Incentive Min: 100%
e Liquidation Incentive Max: 105%
e Safety Margin Min: 100%
e Safety Margin Max: 250%

File 9 CSetter.sol YES, This is valid.
e Liquidation Incentive Min: 100%
e Liquidation Incentive Max: 105%
e Safety Margin Min: 100%
e Safety Margin Max: 250%

File 10 CStorage.sol YES, This is valid.
e Safety Margin Sqrt: 250%

e Liquidation Incentive: 4%

File 11 EleosERC20.sol YES, This is valid.

e Decimals: 18

File 12 EleosPriceOracle.sol YES, This is valid.
e MinT: 1200
File 13 Factory.sol YES, This is valid.

e Factory has functions like: _createLendingPool,

createCollateral, createBorrowableO, etc.

File 14 PoolToken.sol YES, This is valid.

e Decimals: 18
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e Minimum Liquidity: 1000

File 15 Router02.sol YES, This is valid.
e Router02 has functions like: mint, mintETH,

mintCollateral, Redeem, etc.

File 16 VaultToken.sol YES, This is valid.
e Name: Eleos Vault Token
e Symbol: VELEOS
e Decimals: 18

e Reinvest Bounty: 0.1

File 17 VaultTokenFactory.sol YES, This is valid.
e VaultTokenFactory has functions like:

allVaultTokensLength, createVaultToken, etc.
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Audit Summary

According to the standard audit assessment, Customer's solidity smart contracts are
“Secured”. Also, these contracts do not contain owner control, which does make them
fully decentralized.

Insecura Poor sacured Seciura Well-sscurad

You are here

We used various tools like Slither, Solhint and Remix IDE. At the same time this finding is
based on critical analysis of the manual audit.

All issues found during automated analysis were manually reviewed and applicable
vulnerabilities are presented in the Audit overview section. General overview is presented
in AS-IS section and all identified issues can be found in the Audit overview section.

We found 0 critical, 0 high, 0 medium and 1 low and some very low level issues.

Investors Advice: Technical audit of the smart contract does not guarantee the ethical
nature of the project. Any owner controlled functions should be executed by the owner with
responsibility. All investors/users are advised to do their due diligence before investing in

the project.
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Technical Quick Stats

Main Category Subcategory Result
Contract Solidity version not specified Passed
Programming Solidity version too old Passed
Integer overflow/underflow Passed
Function input parameters lack of check Passed
Function input parameters check bypass Passed
Function access control lacks management Passed
Critical operation lacks event log Passed
Human/contract checks bypass Passed

Random number generation/use vulnerability N/A
Fallback function misuse Passed
Race condition Passed
Logical vulnerability Passed
Features claimed Passed

Other programming issues

Code Function visibility not explicitly declared Passed
Specification Var. storage location not explicitly declared Passed
Use keywords/functions to be deprecated Passed
Unused code Passed
Gas Optimization “Out of Gas” Issue Passed
High consumption ‘for/while’ loop Passed
High consumption ‘storage’ storage Passed
Assert() misuse Passed
Business Risk The maximum limit for mintage not set Passed
“Short Address” Attack Passed
“‘Double Spend” Attack Passed

Overall Audit Result:

PASSED

This is a private and confidential document. No part of this document should
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Code Quality

This audit scope has 17 smart contract files. Smart contracts contain Libraries, Smart

contracts, inherits and Interfaces. This is a compact and well written smart contract.

The libraries in the Amplify Protocol are part of its logical algorithm. A library is a different
type of smart contract that contains reusable code. Once deployed on the blockchain (only
once), it is assigned a specific address and its properties / methods can be reused many

times by other contracts in the Amplify Protocol.

The Amplify team has not provided unit test scripts, which would have helped to determine

the integrity of the code in an automated way.

Code parts are not well commented on smart contracts.

Documentation

We were given an Amplify Protocol smart contract code in the form of a file. The hash of

that code is mentioned above in the table.

As mentioned above, code parts are not well commented. So it is not easy to quickly
understand the programming flow as well as complex code logic. Comments are very

helpful in understanding the overall architecture of the protocol.

Use of Dependencies

As per our observation, the libraries are used in this smart contracts infrastructure that are

based on well known industry standard open source projects.

Apart from libraries, its functions are used in external smart contract calls.

This is a private and confidential document. No part of this document should
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AS-IS overview

BAllowance.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | safe112 internal Passed No Issue
3 setFactory external Passed No Issue
4 update internal Passed No Issue
5 | exchangeRate write Passed No Issue
6 | mint external Passed No Issue
7 | redeem read Passed No Issue
8 | skim external Passed No Issue
9 |sync external Passed No Issue
10 | safeTransfer internal Passed No Issue
11 | nonReentrant modifier Passed No Issue
12 | update modifier Passed No Issue
13 | borrowApprove write Passed No Issue
14 | borrowApprove external Passed No Issue
15 | checkBorrowAllowance internal Passed No Issue
16 | borrowPermit external Passed No Issue

BDeployer.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | deployBorrowable external Passed No Issue

BinterestRateModel.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | safe112 internal Passed No Issue
3 setFactory external Passed No Issue
4 update internal Passed No Issue
5 | exchangeRate write Passed No Issue
6 | mint external Passed No Issue
7 | redeem read Passed No Issue
8 | skim external Passed No Issue
9 [sync external Passed No Issue
10 | safeTransfer internal Passed No Issue
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Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | safe112 internal Passed No Issue
3 setFactory external Passed No Issue
4 update internal Passed No Issue
5 | exchangeRate write Passed No Issue
6 [ mint external Passed No Issue
7 | nonReentrant modifier Passed No Issue
8 | update modifier Passed No Issue
9 calculateBorrowRate internal Passed No Issue
10 | accruelnterest write Passed No Issue
11 | getBlockTimestamp read Passed No Issue

Borrowable.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 |[safe112 internal Passed No Issue
3 setFactory external Passed No Issue
4 update internal Passed No Issue
5 | exchangeRate write Passed No Issue
6 [ mint external Passed No Issue
7 | redeem read Passed No Issue
8 [skim external Passed No Issue
9 [sync external Passed No Issue
10 | safeTransfer internal Passed No Issue
11 | nonReentrant modifier Passed No Issue
12 | update modifier Passed No Issue
13 | initialize external Passed No Issue
14 | setReserveFactor external Passed No Issue
15 | setKinkUtilizationRate external Passed No Issue
16 | setAdjustSpeed external Passed No Issue
17 | setBorrowTracker external Passed No Issue
18 | checkSetting internal Passed No Issue
19 | checkAdmin internal Passed No Issue
20 | borrowApprove write Passed No Issue
21 | borrowApprove external Passed No Issue
22 | checkBorrowAllowance internal Passed No Issue
23 | borrowPermit external Passed No Issue
24 | calculateBorrowRate internal Passed No Issue
25 | accruelnterest write Passed No Issue
26 | getBlockTimestamp read Passed No Issue
27 | update internal Passed No Issue
28 | mintReserves internal Passed No Issue
29 | exchangeRate write Passed No Issue
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30 | sync external Passed No Issue
31 | borrowBalance read Passed No Issue
32 | trackBorrow internal Passed No Issue
33 | updateBorrow write Passed No Issue
34 | borrow external Passed No Issue
35 | liquidate external Passed No Issue
36 | trackBorrow external Passed No Issue
37 | accrue modifier Passed No Issue

BSetter.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 |[safe112 internal Passed No Issue
3 setFactory external Passed No Issue
4 update internal Passed No Issue
5 | exchangeRate write Passed No Issue
6 | mint external Passed No Issue
7 | redeem read Passed No Issue
8 [skim external Passed No Issue
9 [sync external Passed No Issue
10 | safeTransfer internal Passed No Issue
11 | nonReentrant modifier Passed No Issue
12 | update modifier Passed No Issue
13 | initialize external Passed No Issue
14 | setReserveFactor external Passed No Issue
15 | setKinkUtilizationRate external Passed No Issue
16 | setAdjustSpeed external Passed No Issue
17 | setBorrowTracker external Passed No Issue
18 | checkSetting internal Passed No Issue
19 | checkAdmin internal Passed No Issue

BStorage.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | safe112 internal Passed No Issue
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CDeployer.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Warning: Visibility Refer Audit

for constructor is Findings
ignored

2 | deployCollateral external Passed No Issue

Collateral.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | getPrices write Passed No Issue
3 | _calculateLiquidityAndSh read Passed No Issue

ortfall

4 calculateLiquidity internal Passed No Issue
5 transfer internal Passed No Issue
6 | tokensUnlocked write Passed No Issue
7 | accountLiquidityAmounts write Passed No Issue
8 | accountLiquidity write Passed No Issue
9 [ exchangeRate read Passed No Issue
10 | computePrice read Passed No Issue
11 | accountLiquidityStale read Passed No Issue
12 | canBorrow write Passed No Issue
13 | seize external Passed No Issue
14 | flashRedeem external Passed No Issue

CSetter.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 initialize external Passed No Issue
3 setSafetyMarginSart external Passed No Issue
4 setLiquidationlncentive external Passed No Issue
5 checkSetting internal Passed No Issue
6 checkAdmin internal Passed No Issue
7 setFactory external Passed No Issue
8 update internal Passed No Issue
9 | exchangeRate write Passed No Issue
10 | mint external Passed No Issue
11 | redeem external Passed No Issue
12 | skim external Passed No Issue
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13 | sync external Passed No Issue
14 | safeTransfer internal Passed No Issue
15 | nonReentrant modifier Passed No Issue
16 | update modifier Passed No Issue

EleosERC20.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 setName internal Passed No Issue
3 mint internal Passed No Issue
4 burn internal Passed No Issue
5 approve write Passed No Issue
6 transfer internal Passed No Issue
7 | approve external Passed No Issue
8 | transfer external Passed No Issue
9 | transferFrom external Passed No Issue
10 | checkSignature internal Passed No Issue
11 | permit external Passed No Issue

EleosPriceOracle.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | toUint224 internal Passed No Issue
3 | getPriceCumulativeCurre internal Passed No Issue

nt

4 | initialize external Passed No Issue
5 | getResultStale external Passed No Issue
6 | getResult external Passed No Issue
7 | getBlockTimestamp read Passed No Issue

Factory.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | allLendingPoolslLength external Passed No Issue
3 getTokens read Passed No Issue
4 createLendingPool write Passed No Issue
5 | createCollateral external Passed No Issue
6 | createBorrowableO external Passed No Issue
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7 | createBorrowable1 external Passed No Issue
8 | initializeLendingPool external Passed No Issue
9 setPendingAdmin external Passed No Issue
10 [ acceptAdmin external Passed No Issue
11 | _setReservesPendingAd external Passed No Issue
min
12 | acceptReservesAdmin external Passed No Issue
13 | setReservesManager external Passed No Issue
PoolToken.sol
Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 setName internal Passed No Issue
3 mint internal Passed No Issue
4 burn internal Passed No Issue
5 approve write Passed No Issue
6 transfer write Passed No Issue
7 | approve external Passed No Issue
8 | transfer external Passed No Issue
9 [transferFrom external Passed No Issue
10 | checkSignature internal Passed No Issue
11 | permit external Passed No Issue
12 | _setFactory external Anyone can call Refer Audit
setFactory() external Findings
function
13 [ update internal Passed No Issue
14 | exchangeRate write Passed No Issue
15 | mint external Passed No Issue
16 | redeem external Passed No Issue
17 | skim external Passed No Issue
18 | sync external Passed No Issue
19 | safeTransfer internal Passed No Issue
20 | nonReentrant modifier Passed No Issue
21 | update modifier Passed No Issue
Router02.sol
Functions
SI. Functions Type Observation Conclusion
1 | constructor write Warning: Visibility Refer Audit
for constructor is Findings
ignored
2 | ensure modifier Passed No Issue
3 [ checkETH modifier Passed No Issue
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4 |receive external Passed No Issue
5 mint internal Passed No Issue
6 | mint external Passed No Issue
7 | mintETH external Passed No Issue
8 | mintCollateral external Passed No Issue
9 [redeem write Passed No Issue
10 | redeemETH write Passed No Issue
11 | borrow write Passed No Issue
12 | borrowETH write Passed No Issue
13 | repayAmount internal Passed No Issue
14 | repay external Passed No Issue
15 | repayETH external Passed No Issue
16 | liquidate external Passed No Issue
17 | liquidateETH external Passed No Issue
18 | leverage internal Passed No Issue
19 | leverage external Passed No Issue
20 | addLiquidityAndMint internal Passed No Issue
21 | deleverage external Passed No Issue
22 | removelLigAndRepay internal Passed No Issue
23 | repayAndRefund internal Passed No Issue
24 | eleosBorrow external Passed No Issue
25 | eleosRedeem external Passed No Issue
26 | permit internal Passed No Issue
27 | borrowPermit internal Passed No Issue
28 | optimalLiquidity read Passed No Issue
29 | quote internal Passed No Issue
30 [ isVaultToken read Passed No Issue
31 | getUniswapV2Pair read Passed No Issue
32 | getBorrowable read Passed No Issue
33 | getCollateral read Passed No Issue
34 | getLendingPool read Passed No Issue
VaultToken.sol
Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 setFactory external Passed No Issue
3 update internal Passed No Issue
4 | exchangeRate write Passed No Issue
5 [ mint external Passed No Issue
6 | redeem external Passed No Issue
7 | skim external Passed No Issue
8 | sync external Passed No Issue
9 safeTransfer internal Passed No Issue
10 | nonReentrant modifier Passed No Issue
11 | update modifier Passed No Issue
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12 | initialize external Passed No Issue
13 | update internal Passed No Issue
14 | mint external Passed No Issue
15 | redeem external Passed No Issue
16 | optimalDepositA internal Passed No Issue
17 | approveRouter internal Passed No Issue
18 | swapExactTokensForTok internal Passed No Issue
ens
19 [ addLiquidity internal Passed No Issue
20 | reinvest external Passed No Issue
21 | getReserves external Passed No Issue
22 | priceOCumulativelast external Passed No Issue
23 | price1Cumulativel ast external Passed No Issue
24 | safe112 internal Passed No Issue
VaultTokenFactory.sol
Functions
SI. Functions Type Observation Conclusion
1 | constructor write Warning: Visibility Refer Audit
for constructor is Findings
ignored
2 | allVaultTokensLength external Passed No Issue
3 | createVaultToken external Passed No Issue
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Severity Definitions

Description

Critical vulnerabilities are usually straightforward to exploit
and can lead to token loss etc.

High-level vulnerabilities are difficult to exploit; however,
they also have significant impact on smart contract
execution, e.g. public access to crucial

Medium-level vulnerabilities are important to fix;
however, they can’t lead to tokens lose

Low-level vulnerabilities are mostly related to outdated,
unused etc. code snippets, that can’t have significant
impact on execution

Lowest-level vulnerabilities, code style violations and info
statements can’t affect smart contract execution and can
be ignored.
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Audit Findings

Critical Severity

No Critical severity vulnerabilities were found.

High Severity

No High severity vulnerabilities were found.

Medium

No Medium severity vulnerabilities were found.
Low

(1) Anyone can call setFactory() external function: PoolToken.sol

There is an external function _setFactory(), Anyone can call that function and update the

factory address owner itself.

Resolution: Deployer has to confirm before deploying the contract to production.

Very Low / Informational / Best practices:

(1) Warning: Visibility for constructor is ignored:

CDeployer.sol
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Router02.sol

VaultTokenFactory.sol

Resolution: Warning: Visibility for constructor is ignored. If you want the contract to be

non-deployable, making it "abstract" is sufficient.

(2) SafeMath Library: EleosERC20.sol, PoolToken.sol
SafeMath Library is used in this contract code, but the compiler version is greater than or
equal to 0.8.0, Then it will not be required to use, solidity automatically handles overflow /

underflow.

Resolution: We suggest removing the SafeMath library and use normal math operators, It

will improve code size, and less gas consumption.

(3) Warning: Unused local variable: EleosPriceOracle.sol

Warning: Unused local variable.

Pair storage pairStorage = getPair[uniswapV2Pair];

Resolution: We suggest removing unused variables from code.
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Conclusion

We were given a contract code in the form of files. And we have used all possible tests
based on given objects as files. We had observed some issues in the smart contracts, but
they were resolved in the revised smart contract code. So, the smart contracts are

ready for the mainnet deployment.

Since possible test cases can be unlimited for such smart contracts protocol, we provide
no such guarantee of future outcomes. We have used all the latest static tools and manual

observations to cover maximum possible test cases to scan everything.

Smart contracts within the scope were manually reviewed and analyzed with static
analysis tools. Smart Contract’s high-level description of functionality was presented in the

As-is overview section of the report.

Audit report contains all found security vulnerabilities and other issues in the reviewed

code.

Security state of the reviewed contract, based on standard audit procedure scope, is

“Secured”.
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Our Methodology

We like to work with a transparent process and make our reviews a collaborative effort.
The goals of our security audits are to improve the quality of systems we review and aim
for sufficient remediation to help protect users. The following is the methodology we use in

our security audit process.

Manual Code Review:

In manually reviewing all of the code, we look for any potential issues with code logic, error
handling, protocol and header parsing, cryptographic errors, and random number
generators. We also watch for areas where more defensive programming could reduce the
risk of future mistakes and speed up future audits. Although our primary focus is on the
in-scope code, we examine dependency code and behavior when it is relevant to a

particular line of investigation.

Vulnerability Analysis:

Our audit techniques included manual code analysis, user interface interaction, and
whitebox penetration testing. We look at the project's web site to get a high level
understanding of what functionality the software under review provides. We then meet with
the developers to gain an appreciation of their vision of the software. We install and use
the relevant software, exploring the user interactions and roles. While we do this, we
brainstorm threat models and attack surfaces. We read design documentation, review
other audit results, search for similar projects, examine source code dependencies, skim

open issue tickets, and generally investigate details other than the implementation.
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Documenting Results:

We follow a conservative, transparent process for analyzing potential security
vulnerabilities and seeing them through successful remediation. Whenever a potential
issue is discovered, we immediately create an Issue entry for it in this document, even
though we have not yet verified the feasibility and impact of the issue. This process is
conservative because we document our suspicions early even if they are later shown to
not represent exploitable vulnerabilities. We generally follow a process of first documenting
the suspicion with unresolved questions, then confirming the issue through code analysis,
live experimentation, or automated tests. Code analysis is the most tentative, and we
strive to provide test code, log captures, or screenshots demonstrating our confirmation.

After this we analyze the feasibility of an attack in a live system.

Suggested Solutions:

We search for immediate mitigations that live deployments can take, and finally we
suggest the requirements for remediation engineering for future releases. The mitigation
and remediation recommendations should be scrutinized by the developers and
deployment engineers, and successful mitigation and remediation is an ongoing

collaborative process after we deliver our report, and before the details are made pubilic.
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Disclaimers

EtherAuthority.io Disclaimer

EtherAuthority team has analyzed this smart contract in accordance with the best industry
practices at the date of this report, in relation to: cybersecurity vulnerabilities and issues in
smart contract source code, the details of which are disclosed in this report, (Source
Code); the Source Code compilation, deployment and functionality (performing the
intended functions).

Due to the fact that the total number of test cases are unlimited, the audit makes no
statements or warranties on security of the code. It also cannot be considered as a
sufficient assessment regarding the utility and safety of the code, bugfree status or any
other statements of the contract. While we have done our best in conducting the analysis
and producing this report, it is important to note that you should not rely on this report only.
We also suggest conducting a bug bounty program to confirm the high level of security of
this smart contract.

Technical Disclaimer

Smart contracts are deployed and executed on the blockchain platform. The platform, its
programming language, and other software related to the smart contract can have their
own vulnerabilities that can lead to hacks. Thus, the audit can’t guarantee explicit security
of the audited smart contracts.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io



Appendix
Code Flow Diagram - Amplify Protocol

BAllowance Diagram
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BinterestRateModel Diagram
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Borrowable Diagram
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BSetter Diagram
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BStorage Diagram

© BStorage

o gddress collateral

O address=>mapping address=>uint2586 borrow Allowance
< address=>BorrowSnapshot borrowBalances
O uint112 borrowlndex

2 yint112 tetalBorrows

O uint32 accrualTimestamp

O Uint256 exchangeRatelast

O uirt48 borrowRate

2 Uint4E kinkBorrowRate

O uint32 ratellpdateTimestamp

O Uint256 reserveF actor

O uint256 kinkLUtilizationRate

O Uint256 adjustSpeed

2 agddress borrowTracker

< Qzafel12()

CStorage Diagram

@ ICStorage @ CStorage

< address borrowaklel

O address borrowable1

O address eleosPriceCracle
© uint safetyMarginSgrt

© uint liguidationincentive

@ Qhorrowakled()

@ Qhorrowablel()

@ OeleosPriceCracle()
@ QsafetyMarginSgri()
@ Qiguidationincentive)
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CDeployer Diagram
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EleosERC20 Diagram

@ EleosERC20

inSafelath for uint256

2 gtring name

2 string symbal

O uintd decimals

O Uint256 totalSupply

O address==>uint256 balanceDf

O address=>mapping address=>Uint256 allowance
2 bytes32 DOMAIN_SEPARATOR

2 address==Uint256 nonces

O hytes32 PERMIT_TYPEHASH

@ _ constructor__ ()
o _setMame()

o mint()

< _burn()

B _approve()

< _transfer()

@ approve()

@ transfer()

@ transferFrom()

< _checkSignature()
@ permit()

I
|
:for uint256

Y7

y
(B) safenath

< Qadd()
< Qsubl)
< Gumul)
< Qiv()

< Qumod()
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EleosPriceOracle Diagram

© EleosPriceOracle

RUQT1 2112 for wint224

Couint32 MIN_T
2 address==Pair getPair

@ _ constructor__ ()

< Qiolint224()

< QgetPriceCumulativeCurrent()
D intializel)

@ O getResultStalel)

2 getResult()

@ O getBlockTimestamp()

ifor wint224
w7

y
@umfzxffz

< uint224 @112

< Qencode()
& Qugdivi)

@ IUniswapV2FPair

@ Sname()

@ Qsymbol()

@ Qdecimals()

@ QtotalSupply()

@ Qbalancedf()

@ Qallowance()

@ approvel)

@ transfer()

@ transferFrom()

@ QPERMIT_TYPEHASH()
@ Qnonces()

@ permit()

@ QMINIMUNM_LIQUIDITY()
@ O factory()

@ Qtokend()

@ Qtokent ()

@ QgetReserves()

@ Qprice0CumulativelLast()
@ Qpricet Cumulativelast()
© QpLast()

@ mint()

@ burn()

® swap()

@ skimi)

@ synci)

@ initialize()

@ IEleosFriceCracle

@ OMIN_T()

@ QgetPair()

@ initialize()

@ getResult()

@ QgetResuttStalel)
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Factory Diagram
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PoolToken Diagram

@ PoolToken

EleosERC20
mSafeMath for wint256

“ Lint256 intialExchangeRate
© address underlying

< address factory

O uint256 totalBalance

O Uirt256 MINIMUM_LIQUIDITY

O bytesd4 SELECTOR
“* bool _notEntered

IERC20

@ G .name()

@ O symbol)

@ O, decimals()
@ QtotalSupply()
@ Qhalancedf()

2 setFactory()
“ _updatel)

@ exchangeRate()
@ mirt)

2 redeem()

@ skim()

@ sync()

<+ _safeTransfer()

@ Qallowance()
o approve()
@ transfer()
@ transferFrom()

T
|
|

|

A

IPoolToken

@ namel)

@ Qsymbol()

@ Qeecimals()
@ CtotalSupply()
@ QhalanceQf()
@ Qallowancel)
@ approve()
transfer()
transferFrom()
L nonces()
permit()
Qunderlying()
Q factory()
QtotalBalance)

o]

L]
Lo
<
L]
L]
@

=]
@ exchangeRate()
@ mint{)

@ redeem()

@ skim()

2 syncl)

@ _setFactory()

@ EleosERG20

 for wint256

mmSafeMath for wint256

string name

string symbol

uints decimals

uint256 totalSupply
address=>uirt256 balanceOf

address=>=mapping address=>uiMt256 allowance

bytes32 DOMAIN_SEPARATOR
address=>UuiMt256 nonces
bytes32 PERMIT_TYPEHASH

2|000000000

_ constructor__ ()
< _setMame()

0 _mint()

< _hurni)

B _approvel)

< _transfer()

@ approve()

@ transfer()

@ fransferFrom()

< checkSignature()
@ permit)

L

!

!
¢ For wint256
s

%4

|1
N
@ Safalath

CLad()
Qsubi()
QL mul()
Chcliv()
Qmocl()

SO O oo

CLMINIMUM_LIQUIDITY ()
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Router02 Diagram
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VaultToken Diagram
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VaultTokenFactory Diagram
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Slither log >> EleosERC20.sol

sOetactors
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Slither log >> Router02.sol

1 analyzed |34 contraste witl

Slith

Uat&lto

er log >> VaultToken.sol

‘Dekectn

This is a private and confidential document. No part of this document should
osed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




Slither log >> VaultTokenFactory.sol

Hiil g

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




Solidity Static Analysis

BAllowance.sol

Sacirit

r

Check-effects-interaction:

rotenbal viodatson of Checks-Effects-Interaction patiern n Food laken. _update)’ Could potentialy lead L
e=-enirency volnerabiity. Mote: Modiliers are curmentiy nol consedered by this SiEte analyss

Ffumctron BALwance bomrowPermil 15 mfinite: F the gas reguresment of a funchion is
than the block gas i it cannot be executed Please avoid Llooes m vour funchions oractions that

medify inrge areas of storage (thas molvdes clearmg or copying ammays 0 storage)

Guard conditons:

J=e Yanmertfa " o poo never ever want xio be false, nok in any crcumstance (apart from a bug o pour

gole), Llae Uredure =10 IF = can B Talsa, dus tooea envalid input o & failing €xisrmnal oomponeot

InLlire assemblys:

I hie Comtract uses inlne a5

&

o not parse inhne Assemibly, this

i Tenctinn BLRaplnyar dand oy woable s dnfinitea: 1T the g
highar than e ook - gas Wm0 canmnogt De axacutad. Please avold Loppss by wol

MRy LET O i R LOfsGe (TR (N Iuchke s CLsa g O OOk BErays IN StOfaga)

P 2546 ]

ERC
ERCZ0:

JC20 oentract's "decimale” funcihon showld awve " untE"™ as reiurn bype
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Guard conditions:

Lze "assert[x])" if you newver ever want ¥ to be false not m any orcumstance [apart from a bug
I your code). Use “require(xh (13 can be false, due o2 mvabd inputor a8 Targ extemal
component

I

Fos; AHBEILY

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead
of 0.1 since the result is an integer again. This does not hold for division of (only) literal values
since those yield rational constants.

Pos: 2638:17:

BinterestRateModel.sol

Block timestamp:

Use of "block timestamp™: "block timestamp” can be influenced by miners to a certain degree.
That means that a miner can "choose" the block timestamp, to a certain degree, to change the
outcome of a transaction in the mined block.

more

Pos: 683:16:

Gas & Economy

(Gas costs:

Gas requirement af funchon BinterestRateModel getBlockTimestamp 15 infinie: If the gas
requirement of a Tunctzon s tigher than the block gas Uik £ cannot be executed. Plegse
avoid loops i oyour functicns or sctions that modify large areas of storage (this includes

Cleanng or copying armays in storage}

b —— | - o~
Miscellanseous

Similar variable names:

BlrterestRateModel _caloulateBorrowRate]) - Warables have very similar names
"EINE_BORROW RATE_MAX™ and "EINK_BOFROW _RATE_MIN® Mote: Modifiers are
curreritly not considerao by this static analyss

Fos bidlnd:
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Data truncated:

Division of integer values yields an integer value again. That means eg. 10/ 100 = 0 instead
of 0.1 since the result is an integer again. This does not hold for division of [only) literal values
since those yield rational constants.

Pos: 620:15:

Borrowable.sol

Check-effects-interaction:

Peotentia] vinlation of Checks-Fifards-interaction natterr Baorrovweabile _mimtBeservesiuint 256, uint 2 56]
Could potentially lead to re-entrancy vulnerakility. Mole Modifiers are currently not considersd by this

static analysis

11894

Gas costs:

Gas reguirement of fimction Borrowabde guidate s nfimite IF the gas requirement of a function is higher
Han the block gas limit. 1 cannot be exscuted Please avoid koops in your funchons or ackions that maodify
lame areas of storage {this includes clearing or copying amays in storsEn

LaIT}E dareds 3l SLOrage (s INCLUGES CHEarirtg. o DOpy i SITays N SI0Tata)

FosL Lo 4

Gas costs:

Gas reguirament of Tunction Bedrosvabile rackBodrow s (nfimites IF the gas requrement of a funciion =
heghey than the block ga Umit, € cannol be Bxpouted. Flasse duaid Lloops mopour funclions ar actibn:
:

madify Largd areas of storais s ickuoes SLearirsg O COEAZVRID GITEys I sToraoe)

Pos. 13344

SCENAneouUs

Constant/View/Pure functions:

Borronadalle syncl) | Potentially shoald De consthanlyiewpre Dul S net MNote bodif

eansidersd Iy this Static &Eialysi:

=imilar variable names:
Bormowable _updaieBorowladdress aink2 56 0int256] | Variables have very simel
‘decreasesmount” and "increaseAmount”. Mote, Modifiers are currenitly not consi

analysis
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Guard conditions:

Usa "assartix}" if vou never ever wank x to be false, not in any droumstance (apart from a bug in vour
ooceE). Lse "reguire{x}” i x can be false, due to e.qg mwatid mput or a failing external component

g IS K L P

BSetter.sol

Low level calls:

" S ;
Use of “call®, should be dolded wheneyer possible 1 can lead o unexpected bebaviar if relum value is

nol hamdlsd property Pleasa gae Direct Calls via spealying the called contract’'s infarface

Poms’ B35 44

& Economy

Gas costs:
juiedErrwank of wehiom HSaler _oebfil justh 1% ibs- 1 thie gas radgiuiiremsent of 8 Tunohion i

higher thamn e Mnc 1 F | mit, it cannot be sxecuied. SMesse syoid Ioops myour funcbons o actions that

I shewrae (Phis vcligde ClLENING OF CIERIPEG A FTarsE iF -SL0F e

Gas costs:
requarerment af function BSetiar_ _setBomosw Tiacks Tingts e GRS reg W of & Funiclion 1=
HEPET Thaar s |:|"IEI'_:-I' ITIR, FL I nof e pxRcUied Mease avond | DS N YOI (UNCIROnsS or actins that

miodify large aress of storage (this ncludes cleanng or copymg arrmys m storsge)

aoenmals” funchon shiould hase "wirtd” a

Similar variable names:

BSetter _checkSeting{uint2B6 uint25E Gint256) © Voriables bove very similar name

Maote: Modihers are currently not conssdered by bhis static anabysi

=}

Guard conditions:
4 ¥

‘ansartim]” iy | sgErwsant € to be Talsea, mot in amy e

oozl Lise reguereixy i1 K can be Talne, dose (o e irvalid imput or aia
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BStorage.sol

=2 CLFILY

Block timestamp:

Lise af "biodk timestamp”, "Dlack timestarmp” con be mfluenced by miners o certain degree Thal means
t a muner can “choose” the block bmestamp. to s certan degree, to changes the cartcome of o transachon

+ mined block

cell aneous

Guard conditions:

SaaErh 1™ I wou nEwer seal wanl | Lo e Telse, ot In vy cifcumstances (apsrt oo & D 6 oo

Jae "reguire(x]” i x con be fatse: dee to e.g invalid inguat or a failing external comiporsent

CDeployer.sol

Inline assembly:

ol reat fiarae Esline A EiT0y [ LI} DN BNay YS!

Gas costs:

GEs reguiremmant aof Tumct Tt o eplo ol lataral rifimiite: I the gas reguine
heer thisn the block gas Lm ik cannot be pxeoded. HMease avoid loops in tunchions or actions that

1 oy i
IFy LaFgie afeah & Slaradge | S incliedas chaaiiag OF SOEaing BITays in

rmal

Gat costs:

SEd rEguirement Of funcikon Collaberml e igeRote s infirmmke 1F the 1% redguiresnient of a funcian i
Famgi iy P This Giloick o i Prlsssiie sivirmd Midaiis 1 weaiir TLmelices. 90 AL
oty Imrge aress of storage (s N iy } DT CORYID BITaYE N T

119354

GCas costs:
(Sma recuirermert of fuy E 1 - ko WrTFITLik the gas recpsirermeant of & #
gy 1hian the block o age avold Losps T wour Tumoh cdma o

1O =imrs
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function snould Nave “wtd” a3 returm Dy pe

Similar variable names:

CollgteralmnBorrow {address, address, uind 25 Wariables have wery similar names "borrovwsable” and

borrrwanlel . Mo

Hoe: LA/, L42

Guard conditions:

Use "assert{x}" if you never ever want x to be false. not m any circumstance {apart from a bug in your

o0 Lise “refuaredy’ o x can be laiss, due toeq mvald put ar a Tailing exterral oom ponent

Pos 130018

CSetter.sol

Loww lenvel calls:

Lce of *rall™ should be avoided whanawver possible It can lead to unespected behavior i return value is

not handied properly. Please use Direct Calks wia speafying the called contract’s intarface

Gas costs:

Gas reguirermant of funclion CSetter _setSafehytdarginSgrt & infinite: I the gas reguirement of a function is
2 Phian the block gas bmit ik cannot be exscuted. Please avold ioops m your funcisons or actions that

Laigge Aress of storage (This inclisdes clearwif oF Coqayindg arrays | toradage]

Gas coste:

Gas reguirement of funciion CSetter _s= iguadatonincentive is infinite: i the gas reguirerment of &
umictson is higher thamn the block gas lmit, it cannot be exentad. Please avoid loops m vour Function:

actiops that iy Lasope araas of ok & [this ¥ L Brineg] €0 GO R I BETaYE 1N ST0TR g

Pos: 874

ERCZ;

R0 contract's "decimais” Tunstos Showld Rave “winE" as rafm Dy
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Similar variable names:

tter._chedkSettnguint2SEnmmnt 2 56, unt258) © Venables hove very senilar nemes “mim”® and "max’

urrartly malb cornsidensd Dy Thi takl

Guard conditions:

" if woar never v want xto be false, ot in amy orcemstance [apart from a bug i wour

= "requinex]” i x can be false, dee to eg invalid input o a fTmbng external component

CStorage.sol
Miscellaneous
MNo return:

IL5torage bommow'anleld | Lamnes a retien type ouR never expliciey retums a value

Pos: 54

Mo return:

LStorage.bormorsiaDlel |- Uetnes a return type but never axpucitly retums a value

Pos T4

No return:
ICStorage elecsPriceCracked) Defines & refum type but never explicitly

Pos 94

EleosERC20.sol

Security

Inline assambly:

rACt usas nlis= aesembEy s i5 andy acuisei I LAk e TallE ArabEE Fid

10 MO par e nline Assemaby, thes omn lesg o Wirong =

Block timestamp:

Jne ot T bloox temvestamp - Thlock temestamp” can be influenced Oy meers o 8 certan degree nak mee

that a miner can "choose™ e bLock Tavkastamp, 00 &8 cartain degres. to change e outcome of 8 transschon

n thie mined ek
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Guard conditions:

LIS "an et (] iF vou never ever Wiant M TaLsE not imany ciroumata 1 Trom & bieg i your

code). Lise "require[x]™ of % can be false, due toreg moaiicd mpot or @ fmbng extemal component

7908

Block tmestamp:

Llsz of "block timestamp”. "bBock timestamp™ can be influenced by miners to a certain degree. That means
that a miner can dhoose” the block umestamp, o a certam degree, to change the gutcome af 2 transaction
In T muined Block

31372

COraTy

Gas costs:

Gas reguirement of Tundoh FleasPriceOrecla indtaliz2 a5 infinite 1T the g9as requinement oF 8 Turction is
than the block gas limat, it cannot be saecuted. Flease avoid loops inyour fumctions o actions that

modify lame areas of storage (this incledes cdearing or copying arrays in storage)

Pos: 201 :4:

ConstantMNiew/Pure functions:

iceUracle getrssiiltStaleiaddress)y |52 constant bul poltentially should sot be

Guard conditions:

fse "anseri{x)” I you never ever want x o be false not im any droumstancs [apart from a Bug inyaur

ook Lise "require]s)" IT X con be fakss dos bo e g mvalid inpot or § failing axiernal ocomponent

Data truncated:

IRESIEI ¢ !.I'::';l'cl e e weedod ar L aflaim. | hat means g LU S 1K O mstesd of L1 sinee

g
¥
L

the resudt 18 an integer sgair s doas not old Tor dnssson of {Doly) Heral valies sines thage ywedo

rationel constants
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Factory.sol

ECLITTLY

Check-effects-interaction:

Fotential wiolation of Checks-Effects-Interachion pattern in Factory creste Collsteral {nddress) Could

potentially Leso to re srvtrangy vulnersiity

(Gas costs:

Gas reguirement of funchion Foctory createColl aberal is infinite: 1f the gas mequirement of o f
hegher thn the block gas bmit, it canmot be executed. Pleaze pvoid boops in your functions or sction
.||..'i"-|- |r.:|...|'...'.'|' lormgs fthis includss clearir r '.'..;-_li:|"| WTAYS in l..'..r|-':.

Foe, 5574

Similar vanable names:

reateHomowabhlel{address) | Vanables have very similar names "bDeployes

e REIFFF

Similar variable names:

rFechony createbdomowanle 1jaddress] - vanablas have very similar names “blaploier” and “cllapioyer.

Hos: 5944

Guard conditions:

I "asert{x)” IT you neser ever want © [obe false, nob in any ciroumetance japart from o b |

opde). Lse "reguiredx]” IT X cin De false due 0o e:go imvalld inoul or & failing externdal companent

Pos: G0EE

Guard conditions:

Jee "amsert(x])” i you never ever want x ko be false; not in any droumstance {apart from a bug in vour

code), Lise "reguire{x]” /X ¢on OE 1aise, due o e.go invalid Imsut or a faiking externdl component

Pos: 6108
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PoolToken.sol

Check-effects-interaction:
Potentizl viotation of Checks-EfTects-Interaction patiem in PoolToken _updated] . Could potentially Lead 1o

re-afntrancy vulisrability. Mote: Modifiers are arrently nob considered by this stabic snalysis

o ARE 4

Low Level calls:
Lise of "rall": showld be avoided wherever possdble, It can lead to unexpected behavior i return value |

not handled properly. Fleass use Direct Calls via speafying the el led contract's interface

(Gas costs:

a5 rrguremeant of uncon Feol Been syne |5 infinites it the gas requirement of 8 unooon 15 higher than

ut, it cannot be-executed. FPlesce avor IDope i wdur funchons or acions that modify large

toFage (his ncludes dearing of Copying amays n storage;

ERC20 contract's “dacimals® function should have “umt" as rebumn type

scellaneous

Constant/View/Pure functions:
PoolTokenexhangeRate(] . Potentially should be constantfviewipure but is not. Mote. Modifiers are

curmerdly not consrerecs by thes staac analysis

Similar variable names:

Fomdl laken mintiaddress)  Vanalbiles have wery simidar names "balancelt" and "halancs” Mot Maod

currentiy nol considersd by this stahic enalysis

=49

LT N e B

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




Guard conditions:

LJSE "hssertid) " T you neser ever wiant K Lo be Thlse, nol in any circumstands sapart Trom o Bug i oyourn

opda) Lse "reguiredx]” IT X cin De false doe 0ooen invalld inout or & failing externdal companent

s 54018

Router02.sol

Block timestamp:

s of "block fimesiamp”™ "block temestamp®™ can be infleenced by miners o a certain degres
that 3 miner can ‘chopse” the block tmnestiamp, 1o 3 certam degree, to change the outcome-of a transaction
Im e mured block

Fos 1136744

Gas costs:

Gas reguiremest of Tuncikan Routerd? Earroess 19 InTmiE 15 the g8 requiremsE=nt ol 8 Tumetion g hiogksesr Thhan
the Hock gas imit, it canngt be executed . Flease avoid loops an your funchons or actions that modify Large
arens of storage {thas indodes ciearmig or copyang amays instorage]

Pos 17844

Gas costs:

Gas reguirement of funcion Rouber) 2 borroedETH is infinite If the gas requirement of & functon
than the block gas limit, it cannot be executed, Please avoid [nops in your functinns or actions: tha
large areas of storage (U MOlies Clearing or Copyeng aimays in-sioragel

Frjc- LI [y
nE 129004

ERCZ0O:

Veanlract's

Similar variable names:
Rouberl2, _optimalLigudityladdress, uird 256, uink2 56 uint2 56, uint256: - Variables have vary similar names
reseryves” and “reservelr, Mote Modifiers are currently not considered by this static analysis

Hos! 17800487

Diats truncated:
Inasion af imteger valuss yields an nteger waliis agaan. That meansag 10 1080 =40 instean of
tha result is-an integer again, Thes doss not hokd for division of (only) Likeral valees since those yield

atiainal oomstants
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VaultToken.sol

SECUTIEY

Transaction origin:

I5e of teargin "boongin® s useful anly in very exceptional cases. If vou use it for suthentcaton; you
ally want ta replace it by *msg aender”’, because othenwise any contract you call can act on yoar
nehalf

Hog 1221730

Block timestamp:

“iretk Limest ThR] alock ! estamp” can b nlluenced by miners 1o .a .:l':--'.]"l_.; EE. I N&l Medr
miner can S choose” he Moo imestamp, 10 3 cerlaim degres, o change the oulcome of & transachon

i the mined olock

Gas costs:

A5 reduerement af funchon Yaull loken prece I umllateel ast 5 inhnete: 1T he gas regquirement &f o

Tunctian & Meglser than the biock gas it I© cannot be executed. Flease svoid loops m your TuncEons o

Ify large preay of storage [Uhis includes clearing o oopying arrays in storage)

I B ' o "
& Ravs s B relis

Similar variable names:

SWaitt Toks

1 ] -
FO%" X - L= I

Guard conditions:

LIne “hssertis] ™ Wi mEver BweEr waant ¥ to be Telse, nol in amy circemstance Lapart Teom b g 0 o

eodel Lise e "I ¥ cars Be ralse, i to e invalid input oF a-Todlno @xtermal Somporsent
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Data truncated:;

Mwision of intedar values velds an mlteger valoe again. That mesns eg 10/ 100
the resull is an integer agame. This does not hald for division of [onby) lberal values

ratinonal constamts

=7 B I
Fos; LA 25

VaultTokenFactory.sol

ECLTiby

Transaction origin:

anoim 15 useEtul only moverny pEreohiomns| casess 1y 50 1t for nuthenbcabon, woal

plaoe i DYy “msgsender | Decause olharwise any controck you call can ack on wour

Inline assembly:

The Conbract uses inline assembly, this @5 only advised in rare cases, Additionaily stats analysis madules

et parse nlinge Assembly, 1his can lead fo W ELINTCY Al TRl FUESLIRNT

Gas costs;

Gas requirement of function VaultTokenFactory createvasuliToken = miinite; If the gas reguaremeant of a
Tuncticn i Nghar than the blod gas Umit [T cannol be exacuted. Please avald Woaps N your TurscDons of

sas of storage (this includes dearing or copying arrays in storage)

(4 ! I"I'II"l II netic DR h 1% "untE" no

similar vanable names:

VaultToken remyest]] - Vanables have very sirmilar names "token&® and "bokenB8" NMote Modifiers o
surrenty not comsidered by this stotic analysis

Pos 120317
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Guard conditions:

| = can be Tatse, due Lo .. inwalid iInpul ar & Taiking

1 8fy CICUMESEande capiat IToam

o e rrvalid input ar a fadimg exherm:

s does miot hodd Tor dinssec

Data truncated:

JiviEslon of irfeder valle
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Solhint Linter

BAllowance.sol

BAllowance.sol:3:1: Error: Compiler version =0.8.4 does not satisfy
the r semver requirement

BAllowance.so0l:19:45: Error: Avoid to make time-based decisions in
your business logic

BAllowance.so0l:290:5: Error: Function name must be in mixedCase
BAllowance.sol: :20: Error: Variable name must be in mixedCase
BAllowance.sol: Error: Explicitly mark visibility in function
(Set ignoreCons rs to true if using solidity >=0.7.0)
BAllowance.sol:325:19: Error: Code contains empty blocks
BAllowance.sol: Error: Avoid to use inline assembly. It is
acceptable only
BAllowance.s
your business
BAllowance.:
SNAKE CASE
BAllowance. : : : Error: Code contains empty blocks
BAllowance.sol: 9:45: Error: Avoid using low level calls.

(O]

w
N =
(@3]

(&
Q

3
t
3

W

b5 = Ol

are cases
9: Error: Avoid to make time-based decisions in

(o))

~NQ = H W DB
e Q) e

SO
w p-

Error: Constant name must be in capitalized

BDeployer.sol

BDeployer.sol:2602:12: : Parse error: missing
BDeployer.sol:2658: : : Parse error: missing

BinterestRateModel.sol

BInterestRateModel. : : error: missing
BInterestRateModel. : : s5e error: missing

Borrowable.sol

Borrowable.sol:1072:12: Error: Par rOr: missing

Borrowable.sol:1128:12: Error: Pars "Oor: missing
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BSetter.sol

BSetter.sol:2:1: Error: Compiler version =0.8.4 does not satisfy the
r semver requirement

BSetter.sol:12:5: Error: Function name must be in mixedCase
BSetter.so0l:96:45: Error: Avoid to make time-based decisions in your
business logic

BSetter.sol:367:5: Error: Function name must be in mixedCase
BSetter.so0l:402:5: Error: Explicitly mark visibility in function (Set
ignoreConstructors to true if using solidity >=0.7.0)
BSetter.so0l:402:19: Error: Code contains empty blocks
BSetter.so0l:408:9: Error: Avoid using inline assembly. It is
acceptable only in rare cases

BSetter.sol:493: : Error: Avoid to make time-based decisions in your
business logic

BSetter.sol:550: : Error: Constant name must be in capitalized

SNAKE CASE

BSetter.sol:627: : Error: Code contains empty blocks
BSetter.so0l:636: : Error: Avoid using low level calls.

BStorage.sol

BStorage.sol:3:1: Error: Compiler version =0.8.4 does not satisfy the
r semver requirement

BStorage.sol:19:45: Error: Avoid to make time-based decisions in your
business logic

CDeployer.sol

CDeployer.sol:2:1: Error: Compiler version =0.8.4 does not satisfy
the r semver requirement
CDeployer.sol:25:5: Error: Explicitly mark visibility of state
CDeployer.sol:72:5: Error: Function name must be in mixedCase
CDeployer.sol:660:5: Error: Explicitly mark visibility in function
(Set ignoreConstructors to true if using solidity >=0.7.0)
CDeployer.sol:660:19: Error: Code contains empty blocks
CDeployer.so0l:666:9: Error: Avoid to use inline assembly. It is
acceptable only in rare cases
CDeployer.sol:751:29: Error: Avoid to make time-based decisions in
your business logic

:808:31: Error: Constant name must be in capitalized

:885:58: Error: Code contains empty blocks

:894:45: Error: Avoid using low level calls.

:947:5: Error: Function name must be in mixedCase

:1085:5: Error: Explicitly mark visibility in function
(Set ignoreConstructors to true i1f using solidity >=0.7.0)
CDeployer.so0l:1085:19: Error: Code contains empty blocks
CDeployer.sol:1361:3: Error: Avoid to use inline assembly. It is
acceptable only in rare cases
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the r semver requirement

EleosERC20.s501:184:20: Error: Variable name must be in mixedCase
EleosERC20.s501:194:5: Error: Explicitly mark visibility in function
(Set ignoreConstructors to true if using solidity >=0.7.0)
EleosERC20.s501:194:19: Error: Code contains empty blocks
EleosERC20.501:200:9: Error: Avoid using inline assembly. It is
acceptable only in rare cases

EleosERC20.s501:285:29: Error: Avoid to make time-based decisions in
your business logic

EleosPriceOracle.sol

EleosPriceOracle.sol:2:1: Error: Compiler version =0.8.4 does not
satisfy the r semver requirement

FEleosPriceOracle.sol:5:5: Error: Explicitly mark visibility of state
FEleosPriceOracle.sol:51:5: Error: Function name must be in mixedCase
EleosPriceOracle.sol:174:5: Error: Explicitly mark visibility in
function (Set ignoreConstructors to true if using solidity >=0.7.0)
EleosPriceOracle.sol:174:19: Error: Code contains empty blocks
EleosPriceOracle.so0l:229:33: Error: Variable name must be in
mixedCase

EleosPriceOracle.sol:233:9: Error: Variable "pairStorage" is unused
EleosPriceOracle.so0l:260:33: Error: Variable name must be in
mixedCase

EleosPriceOracle.sol:313:23: Error: Avoid to make time-based
decisions 1in your business logic

Factory.sol

Factory.sol:3:1: Error: Compiler version =0.8.4 does not satisfy the
r semver requirement

Factory.sol:38:5: Error: Function name must be in mixedCase
Factory.so0l:432:33: Error: Variable name must be in mixedCase
Factory.so0l:520:5: Error: Explicitly mark visibility in function (Set
ignoreConstructors to true if using solidity >=0.7.0)

PoolToken.sol

PoolToken.sol:3:1: Error: Compiler version =0.8.4 does not satisfy
the r semver requirement

PoolToken.sol:258:5: Error: Function name must be in mixedCase
PoolToken.s0l:283:20: Error: Variable name must be in mixedCase
PoolToken.s0l:293:5: Error: Explicitly mark visibility in function
(Set ignoreConstructors to true if using solidity >=0.7.0)
PoolToken.so0l:293:19: Error: Code contains empty blocks
PoolToken.so0l:299:9: Error: Avoid using inline assembly. It is
acceptable only in rare cases

PoolToken.sol:384:29: Error: Avoid to make time-based decisions in
your business logic
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PoolToken.sol:442:31: Error: Constant name must be in capitalized
SNAKE CASE

PoolToken.sol:519:58: Error: Code contains empty blocks
PoolToken.sol:528:45: Error: Avoid using low level calls.

Router02.sol

.s0l1:3:1: Error: Compiler version =0.8.4 does not satisfy the
requirement
.s01:10:5: Error: Function name must be in mixedCase
.s01:173:45: Error: Avoid using low level calls.
.s01:433:5: Error: Function name must be in mixedCase
.501:543:62: Error: Code contains empty blocks
.s01:584:5: Error: Function name must be in mixedCase
.501:1133:39: Error: Variable name must be in mixedCase
.501:1136:29: Error: Avoid to make time-based decisions in
your business logic
Router02.s01:1152:9: Error: Variable name must be in mixedCase

VaultToken.sol

VaultToken.sol:672:5: Error: Function name must be in mixedCase

VaultToken.sol:730:45: Error: Avoid using low level calls.
.801:779:5: Error: Function name must be in mixedCase
.501:1066:26: Error: Constant name must be in capitalized

VaultToken.so0l:1071:20: Error: Variable name must be in mixedCase
VaultToken.so0l:1197:73: Error: Avoid to make time-based decisions in
your business logic

VaultToken.sol:1221:31: Error: Avoid to use tx.origin

VaultTokenFactory.sol

VaultTokenFactory.sol:2:1: Error: Compiler version =0.8.4 does not
satisfy the r semver requirement

VaultTokenFactory.sol:276:5: Error: Function name must be in
mixedCase

VaultTokenFactory.sol:301:20: Error: Variable name must be in
mixedCase

VaultTokenFactory.sol:311:5: Error: Explicitly mark visibility in
function (Set ignoreConstructors to true if using solidity >=0.7.0)
VaultTokenFactory.sol:311:19: Error: Code contains empty blocks
VaultTokenFactory.so0l:317:9: Error: Avoid using inline assembly. It
is acceptable only in rare cases

VaultTokenFactory.sol:402:29: Error: Avoid to make time-based
decisions in your business logic

VaultTokenFactory.sol:459:31: Error: Constant name must be in
capitalized SNAKE CASE

VaultTokenFactory.sol:536:58: Error: Code contains empty blocks
VaultTokenFactory.sol:545:45: Error: Avoid using low level calls.
VaultTokenFactory.sol:590:62: Error: Code contains empty blocks
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VaultTokenFactory. :631:5: r : Function name must be in mixedCas
VaultTokenFactory. :703:5: : Function name must be in
mixedCase
VaultTokenFactor
VaultTokenFactor
mixedCase

Avoid using low level calls.
Function name must be in

y.sol:7!
y.sol:8

VaultTokenFactory.sol: Error: Function name must be in
mixedCase

VaultTokenFactory.sol: :26: Error: Constant name must be in
capitalized SNAKE CASE

VaultTokenFactory.sol:1092:20: Error: Variable name must be in
mixedCase

VaultTokenFactory.so0l:1218:73: Error: Avoid to make time-based
decisions in your business logic
VaultTokenFactory.so0l:1237:13: Error: Avoid to make time-based
decisions in your business logic
VaultTokenFactory.so0l:1242:31: Error: Avoid to use tx.origin
VaultTokenFactory.sol:1377:9: Avoid using inline assembly.
is acceptable only in rare

Software analysis result:
These software reported many false positive results and some are informational issues.

So, those issues can be safely ignored.
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