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Introduction

EtherAuthority was contracted by Mobland to perform the Security audit of the Mobland
Protocol smart contracts code. The audit has been performed using manual analysis as
well as using automated software tools. This report presents all the findings regarding the
audit performed on February 6th, 2023.

The purpose of this audit was to address the following:
- Ensure that all claimed functions exist and function correctly.

- Identify any security vulnerabilities that may be present in the smart contract.
Project Background

e MOBLAND is introducing a revolutionary NFT borrow and lending marketplace set
to disrupt the way players transact within and beyond the game.

e The Shadow Market gives the Turf & Farm Owners the unique ability to earn by
renting out (lending) their assets within the MOBLAND ecosystem.

e The Shadow Market will allow players to Lend/Borrow Turfs & Farms, Consume
SEED, Grow BUD & Upgrade Farms.

e The in-game Shadow Market is utilized to borrow and/or lend in-game assets.
Owners (Lenders) have the freedom to set lending parameters and list assets on
the marketplace where Renters (Borrowers) can efficiently search the marketplace
to borrow assets.

e Mobland Contracts have functions like mint, burn, lock, unlock, mintMany,
mintBatch, Buy an NFT, etc.

e The Mobland contract inherits the ERC20, AddressUpgradeable,
SafeMathUpgradeable, ERC721Upgradeable, ERC721EnumerableUpgradeable,
AddressUpgradeable, ERC1155, Ownable, Address, ERC721, Pausabile,
StringsUpgradeable, OwnableUpgradeable, IERC165Upgradeable,
IERC721Upgradeable, ERC165 standard smart contracts from the OpenZeppelin
library.

e These OpenZeppelin contracts are considered community-audited and time-tested,

and hence are not part of the audit scope.
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Audit scope

Name Code Review and Security Analysis Report
for Mobland Protocol Smart Contracts

Platform BSC / Solidity

File 1 NftFactory.sol

File 2 SuperpowerNFT.sol

File 3 SuperpowerNFTBase.sol

File 4 WhitelistSlot.sol

File 5 Farm.sol

File 6 FarmBridged.sol

File 7 Turf.sol

File 8 TurfBridged.sol

File 9 WormholeCommon.sol

File 10 Wormhole721.sol

File 11 WormholeTunnel.sol

File 12 GamePool.sol

File 13 Signable.sol

File 14 SignableStakes.sol

File 15 SideToken.sol

File 16 BudToken.sol

File 17 SeedToken.sol
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Revision Date February 8th, 2023
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https://github.com/superpowerlabs/in-game-assets/blob/for-audit/contracts/NftFactory.sol
https://github.com/superpowerlabs/in-game-assets/blob/for-audit/contracts/SuperpowerNFT.sol
https://github.com/superpowerlabs/in-game-assets/blob/for-audit/contracts/SuperpowerNFTBase.sol
https://github.com/superpowerlabs/in-game-assets/blob/for-audit/contracts/WhitelistSlot.sol
https://github.com/superpowerlabs/in-game-assets/blob/for-audit/contracts/tokens/Farm.sol
https://github.com/superpowerlabs/in-game-assets/blob/for-audit/contracts/tokens/FarmBridged.sol
https://github.com/superpowerlabs/in-game-assets/blob/for-audit/contracts/tokens/Turf.sol
https://github.com/superpowerlabs/in-game-assets/blob/for-audit/contracts/tokens/TurfBridged.sol
https://github.com/superpowerlabs/in-game-assets/blob/for-audit/contracts/wormhole-tunnel/WormholeCommon.sol
https://github.com/superpowerlabs/in-game-assets/blob/for-audit/contracts/wormhole721/Wormhole721.sol
https://github.com/superpowerlabs/in-game-assets/blob/for-audit/contracts/wormhole-tunnel/WormholeTunnel.sol
https://github.com/superpowerlabs/in-game-assets/blob/for-audit/contracts/GamePool.sol
https://github.com/superpowerlabs/in-game-assets/blob/for-audit/contracts/utils/Signable.sol
https://github.com/superpowerlabs/in-game-assets/blob/for-audit/contracts/utils/SignableStakes.sol
https://github.com/superpowerlabs/in-game-assets/blob/for-audit/contracts/external-contracts/synr-seed/token/SideToken.sol
https://github.com/superpowerlabs/in-game-assets/blob/for-audit/contracts/external-contracts/synr-seed/token/BudToken.sol
https://github.com/superpowerlabs/in-game-assets/blob/for-audit/contracts/external-contracts/synr-seed/token/SeedToken.sol

Claimed Smart Contract Features

Claimed Feature Detail Our Observation

File 1 NftFactory.sol YES, This is valid.
e Owner can set a whitelist address.
e Owner can Withdraw proceeds.
e Owner can update the prices of an
existing running Sale.
e Owner can create a new Sale for an NFT

and update an existing Sale.

File 2 SuperpowerNFT.sol YES, This is valid.
e Owner can set the maximum supply.

e Owner can mint tokens.

File 3 SuperpowerNFTBase.sol YES, This is valid.
e Owner can set the game address.
e Owner can set the locker address and
remove the locker address.

e Owner can freeze the token URI.

File 4 WhitelistSlot.sol YES, This is valid.

e Owner can set a new URI.

File 5 Farm.sol YES, This is valid.
e Name: MOBLAND Farm
e Symbol: mMFARM

File 6 FarmBridged.sol YES, This is valid.
e Name: MOBLAND Farm
e Symbol: mMFARM

File 7 Turf.sol YES, This is valid.
e Name: MOBLAND Turf
e Symbol: mTURF
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File 8 TurfBridged.sol
e Name: MOBLAND Turf
e Symbol: mTURF

YES, This is valid.

File 9 WormholeCommon.sol
o \WormholeCommon can check if the

transfer is Completed or not.

YES, This is valid.

File 10 WormholeTunnel.sol
e Owner can set wormhole register contract

address

YES, This is valid.

File 11 Wormhole721.sol

e Complete a transfer from Wormhole.

YES, This is valid.

File 12 GamePool.sol
e The Owner can withdraw an amount of
funds in SEEDS or BUDS, or all of them if
the amount is 0.
e The Owner can initialize the attributes of

a turf token and farm token.

YES, This is valid.

File 13 Signable.sol
e The Owner can set a signable address.

YES, This is valid.

File 14 SignableStakes.sol
e SignableStakes contract can check hash

unstake.

YES, This is valid.

File 15 SideToken.sol
e Minter can mint amounts.

e The Owner can set a minter address.

YES, This is valid.
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File 16 BudToken.sol
e Name: Mobland Bud Token

e Symbol: BUD YES, This is valid.
e Decimals: 18
e \ersion: 1

File 17 SeedToken.sol YES, This is valid.

e Name: Mobland Seed Token
e Symbol: SEED
e Decimals: 18

e \ersion: 1
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Audit Summary

According to the standard audit assessment, Customer's solidity smart contracts are
“Secured”. Also, these contracts do contain owner control, which does not make them
fully decentralized.

Insecura Poor sacured Seciura Well-sscurad

You are here

We used various tools like Slither, Solhint and Remix IDE. At the same time this finding is
based on critical analysis of the manual audit.

All issues found during automated analysis were manually reviewed and applicable
vulnerabilities are presented in the Audit overview section. General overview is presented
in AS-IS section and all identified issues can be found in the Audit overview section.

We found 0 critical, 1 high, 0 medium and 2 low and some very low level issues.

All issues have been fixed / acknowledged in the revised code.

Investors Advice: Technical audit of the smart contract does not guarantee the ethical
nature of the project. Any owner controlled functions should be executed by the owner with
responsibility. All investors/users are advised to do their due diligence before investing in

the project.
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Technical Quick Stats

Main Category Subcategory Result
Contract Solidity version not specified Passed
Programming Solidity version too old Passed
Integer overflow/underflow Passed
Function input parameters lack of check Passed
Function input parameters check bypass Passed
Function access control lacks management Passed
Critical operation lacks event log Moderated
Human/contract checks bypass Passed
Random number generation/use vulnerability N/A
Fallback function misuse Passed
Race condition Passed
Logical vulnerability Passed
Features claimed Passed
Other programming issues Passed
Code Function visibility not explicitly declared Passed
Specification Var. storage location not explicitly declared Passed
Use keywords/functions to be deprecated Passed
Unused code Passed
Gas Optimization “Out of Gas” Issue Passed
High consumption ‘for/while’ loop Moderated
High consumption ‘storage’ storage Passed
Assert() misuse Passed
Business Risk The maximum limit for mintage not set Passed
“Short Address” Attack Passed
“‘Double Spend” Attack Passed

Overall Audit Result:

PASSED

This is a private and confidential document. No part of this document should
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Code Quality

This audit scope has 17 smart contract files. Smart contracts contain Libraries, Smart

contracts, inherits and Interfaces. This is a compact and well written smart contract.

The libraries in the Mobland Protocol are part of its logical algorithm. A library is a different
type of smart contract that contains reusable code. Once deployed on the blockchain (only
once), it is assigned a specific address and its properties / methods can be reused many

times by other contracts in the Mobland Protocol.

The Mobland team has provided unit test scripts, which have helped to determine the

integrity of the code in an automated way.

Code parts are not well commented on smart contracts.

Documentation

We were given a Mobland Protocol smart contract code in the form of a github link. The

links of that code are mentioned above in the table.
As mentioned above, code parts are not well commented. But the logic is straightforward.
So it is easy to quickly understand the programming flow as well as complex code logic.

Comments are very helpful in understanding the overall architecture of the protocol.

Another source of information was its official website https://mob.land which provided rich

information about the project architecture and tokenomics.

Use of Dependencies

As per our observation, the libraries are used in this smart contracts infrastructure that are

based on well known industry standard open source projects.

Apart from libraries, its functions are used in external smart contract calls.

This is a private and confidential document. No part of this document should
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AS-IS overview

NftFactory.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | initialize write Passed No Issue
3 | setWI external access only Owner No Issue
4 [ setPaymentToken external access only Owner No Issue
5 | setNewNft external access only Owner No Issue
6 | removeNewNft external access only Owner No Issue
7 | getNftidByAddress external Passed No Issue
8 | getNftAddressByld external Passed No Issue
9 | getPaymentTokenSymbol | external Passed No Issue
10 | newSale external Infinite loops Refer Audit

possibility Findings

11 | updateSale external access only Owner No Issue
12 | endSale external access only Owner No Issue
13 | updatePrice external access only Owner No Issue
14 | getSale external Passed No Issue
15 | getPrice read Passed No Issue
16 | getWIPrice read Passed No Issue
17 | buyTokens external Passed No Issue
18 | withdrawProceeds write access only Owner No Issue

SuperpowerNFT.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | onlyFactory modifier Passed No Issue
3 | canMint modifier Passed No Issue
4 | setDefaultPlayer external access only Owner No Issue
5 | setMaxSupply external access only Owner No Issue
6 | setFactory external access only Owner No Issue
7 | isFactory read Passed No Issue
8 | hasFactories read Passed No Issue
9 | canMintAmount read Passed No Issue
10 | mint write access only Factory No Issue
11 | endMinting external access only Owner No Issue
12 | mintEnded external Passed No Issue
13 | maxSupply external Passed No Issue
14 | nextTokenld external Passed No Issue
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SuperpowerNFTBase.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | onlyLocker modifier Passed No Issue
3 | onlyGame modifier Passed No Issue
4 | tokenExists modifier Passed No Issue
5 | _ SuperpowerNFTBase_ internal initializer No Issue

init
6 beforeTokenTransfer internal Passed No Issue
7 | prelnitializeAttributesFor external access only Owner No Issue
8 | attributesOf external Passed No Issue
9 [initializeAttributesFor external Passed No Issue
10 | updateAttributes external Passed No Issue
11 | supportsinterface read Passed No Issue
12 | baseURI internal Passed No Issue
13 | updateTokenURI external access only Owner No Issue
14 | freezeTokenURI external access only Owner No Issue
15 | contractURI read Passed No Issue
16 | setGame external access only Owner No Issue
17 | locked read Passed No Issue
18 [ lockerOf external Passed No Issue
19 | isLocker read Passed No Issue
20 | setLocker external Locker contract not No Issue
set

21 | removelocker external access only Owner No Issue
22 | hasLocks read Passed No Issue
23 | lock external access only Locker No Issue
24 | unlock external access only Locker No Issue
25 | unlocklfRemovedLocker external access only Owner No Issue
26 | approve write Passed No Issue
27 | getApproved read Passed No Issue
28 | setApprovalForAll write Passed No Issue
29 | isApprovedForAll read Passed No Issue
30 [ wormholeTransfer write Passed No Issue

WhitelistSlot.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | setURI write access only Owner No Issue
3 [ setBurner write access only Owner No Issue
4 | mintBatch write access only Owner No Issue

This is a private and confidential document. No part of this document should
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5 | mintMany write Infinite loops Refer Audit
possibility Findings

6 | burn write Passed No Issue

Farm.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | onlyFactory modifier Passed No Issue
3 [ canMint modifier Passed No Issue
4 | setDefaultPlayer external access only Owner No Issue
5 [ setMaxSupply external access only Owner No Issue
6 | setFactory external access only Owner No Issue
7 |isFactory read Passed No Issue
8 | hasFactories read Passed No Issue
9 | canMintAmount read Passed No Issue
10 | mint write access only Factory No Issue
11 | endMinting external access only Owner No Issue
12 | mintEnded external Passed No Issue
13 | maxSupply external Passed No Issue
14 | nextTokenld external Passed No Issue

FarmBridged.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | onlyLocker modifier Passed No Issue
3 | onlyGame modifier Passed No Issue
4 | tokenExists modifier Passed No Issue
5 | __ SuperpowerNFTBase internal initializer No Issue

init

6 beforeTokenTransfer internal Passed No Issue
7 | prelnitializeAttributesFor external access only Owner No Issue
8 | attributesOf external Passed No Issue
9 | initializeAttributesFor external Passed No Issue
10 | updateAttributes external Passed No Issue
11 | supportsinterface read Passed No Issue
12 | baseURI internal Passed No Issue
13 | updateTokenURI external access only Owner No Issue
14 | freezeTokenURI external access only Owner No Issue
15 | contractURI read Passed No Issue
16 | setGame external access only Owner No Issue
17 | locked read Passed No Issue
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18 | lockerOf external Passed No Issue
19 | isLocker read Passed No Issue
20 | setLocker external access only Owner No Issue
21 | removelocker external access only Owner No Issue
22 | haslLocks read Passed No Issue
23 | lock external access only Locker No Issue
24 | unlock external access only Locker No Issue
25 | unlocklfRemovedLocker external access only Owner No Issue
26 | approve write Passed No Issue
27 | getApproved read Passed No Issue
28 | setApprovalForAll write Passed No Issue
29 | isApprovedForAll read Passed No Issue
30 [ wormholeTransfer write Passed No Issue

Turf.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | onlyFactory modifier Passed No Issue
3 | canMint modifier Passed No Issue
4 | setDefaultPlayer external access only Owner No Issue
5 | setMaxSupply external access only Owner No Issue
6 | setFactory external access only Owner No Issue
7 |isFactory read Passed No Issue
8 | hasFactories read Passed No Issue
9 [ canMintAmount read Passed No Issue
10 | mint write access only Factory No Issue
11 | endMinting external access only Owner No Issue
12 | mintEnded external Passed No Issue
13 | maxSupply external Passed No Issue
14 | nextTokenld external Passed No Issue

TurfBridged.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | onlyLocker modifier Passed No Issue
3 | onlyGame modifier Passed No Issue
4 | tokenExists modifier Passed No Issue
5 |__ SuperpowerNFTBase internal initializer No Issue

init

6 beforeTokenTransfer internal Passed No Issue
7 | prelnitializeAttributesFor external access only Owner No Issue
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8 | attributesOf external Passed No Issue
9 | initializeAttributesFor external Passed No Issue
10 | updateAttributes external Passed No Issue
11 | supportsinterface read Passed No Issue
12 | baseURI internal Passed No Issue
13 [ updateTokenURI external access only Owner No Issue
14 | freezeTokenURI external access only Owner No Issue
15 | contractURI read Passed No Issue
16 | setGame external access only Owner No Issue
17 | locked read Passed No Issue
18 | lockerOf external Passed No Issue
19 | isLocker read Passed No Issue
20 | setLocker external access only Owner No Issue
21 | removelocker external access only Owner No Issue
22 | haslLocks read Passed No Issue
23 | lock external access only Locker No Issue
24 | unlock external access only Locker No Issue
25 | unlocklfRemovedLocker external access only Owner No Issue
26 | approve write Passed No Issue
27 | getApproved read Passed No Issue
28 | setApprovalForAll write Passed No Issue
29 | isApprovedForAll read Passed No Issue
30 [ wormholeTransfer write Passed No Issue

Wormhole721.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | supportsinterface read Passed No Issue
3 | wormholeTransfer write Passed No Issue
4 | wormholeCompleteTransfer write Passed No Issue

WormholeCommon.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 [isTransferCompleted read Passed No Issue
3 | contractByChainld read Passed No Issue
4 | wormhole read Passed No Issue
5 | chainld read Passed No Issue
6 setWormhole internal Passed No Issue
7 setChainld internal Passed No Issue
8 setTransferCompleted internal Passed No Issue
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9 setContract internal Passed No Issue
10 | _wormholeCompleteTran internal Passed No Issue
sfer
11 | _wormholeTransferWithV internal Passed No Issue
alue
12 | logTransfer internal Passed No Issue
13 | verifyContractVM internal Passed No Issue
14 | encodeTransfer internal Passed No Issue
15 | parseTransfer internal Passed No Issue
GamePool.sol
Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 equalString internal Passed No Issue
3 |initialize write initializer No Issue
4 | setConf external [ access only Owner No Issue
5 | stakeAsset external Passed No Issue
6 | unstakeAsset external Passed No Issue
7 checkStakeState internal Passed No Issue
8 | getStakelndexByTokenld read Passed No Issue
9 [ getStakeBylndex external Passed No Issue
10 | getNumberOfStakes external Passed No Issue
11 | getUserDeposits external Passed No Issue
12 | getUserStakes external Passed No Issue
13 | saveSignatureAsUsed internal Passed No Issue
14 | depositSeed external Passed No Issue
15 | depositBud external Passed No Issue
16 | depositSeedAndPayOther | external Passed No Issue
User
17 | depositFT internal Passed No Issue
18 | depositBylndex read Passed No Issue
19 | numberOfDeposits external Passed No Issue
20 | depositByld external Passed No Issue
21 | depositByldAndUser external Passed No Issue
22 | harvest external Passed No Issue
23 | withdrawFT external [ access only Owner No Issue
24 | initializeTurf external | access only Owner No Issue
25 | updateTurfAttributes external Passed No Issue
26 | getTurfAttributes external Passed No Issue
27 | initializeFarm external | access only Owner No Issue
28 | updateFarmAttributes external Passed No Issue
29 | getFarmAttributes external Passed No Issue
30 | attributesOf external Passed No Issue
31 | hashDeposit read Passed No Issue
32 | hashDepositAndPay read Passed No Issue
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33 | hashHarvesting read Passed No Issue
34 | hashFarmAttributes read Passed No Issue
35 | hashTurfAttributes read Passed No Issue
Signable.sol
Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | _Ownable_init internal access only No Issue
Initializing
3 Ownable init unchained internal initializer No Issue
4 | onlyOwner modifier Passed No Issue
5 | owner read Passed No Issue
6 checkOwner internal Passed No Issue
7 | renounceOwnership write access only Owner No Issue
8 | transferOwnership write access only Owner No Issue
9 transferOwnership internal Passed No Issue
10 Signable init internal | access only Owner No Issue
11 | setValidator external | access only Owner No Issue
12 | getValidator external Passed No Issue
13 | isValidator external Passed No Issue
14 | isSignedByValidator read Passed No Issue
15 | isSignedByAValidator read Passed No Issue

SignableStakes.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | hashUnstake read Passed No Issue
3 [ setValidator external [ access only Owner No Issue
4 | getValidator external Passed No Issue
5 |isValidator external Passed No Issue
6 |isSignedByValidator read Passed No Issue
7 | isSignedByAValidator read Passed No Issue

SeedToken.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | initialize write initializer No Issue
3 | onlyMinter modifier Passed No Issue
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4 SideToken init internal initializer No Issue
5 | mint write access only Minter No Issue
6 | setMinter external | access only Owner No Issue
7 | _UUPSUpgradableTemplat | internal initializer No Issue
e init

8 authorizeUpgrade internal | access only Owner No Issue

SideToken.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | onlyMinter modifier Passed No Issue
3 SideToken init internal initializer No Issue
4 | mint write access only Minter No Issue
5 | setMinter external | Minter contract not No Issue

set

BudToken.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | initialize write initializer No Issue
3 | __UUPSUpgradableTemplat | internal initializer No Issue

e init

4 authorizeUpgrade internal | access only Owner No Issue
5 | onlyMinter modifier Passed No Issue
6 SideToken init internal initializer No Issue
7 | mint write access only Minter No Issue
8 | setMinter external | access only Owner No Issue
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Severity Definitions

Description

Critical vulnerabilities are usually straightforward to exploit
and can lead to token loss etc.

High-level vulnerabilities are difficult to exploit; however,
they also have significant impact on smart contract
execution, e.g. public access to crucial

Medium-level vulnerabilities are important to fix;
however, they can’t lead to tokens lose

Low-level vulnerabilities are mostly related to outdated,
unused etc. code snippets, that can’t have significant
impact on execution

Lowest-level vulnerabilities, code style violations and info
statements can’t affect smart contract execution and can
be ignored.
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Audit Findings

Critical Severity

No Critical severity vulnerabilities were found.

High Severity

(1) Deposit id override by any depositor: - GamePool.sol

Functions depositSeed(), depositBud(), depositSeedAndPayOtherUser() are called internal

functions ""_depositFT()".

e Depositld not checked duplicate in _depositsByld mapping
e Depositld has sequence issue
e " depositFT" internal function comment says - "depositld the id of the deposit based

on User.lastDepositld".

Resolution: Depositld should be auto incremented or check duplicate depositeld from

mapping "_depositsByld".

Status: This issue is fixed in the revised contract code.
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Medium

No Medium severity vulnerabilities were found.

Low

(1) Compile time error: SuperpowerNFTBase.sol

Function has override specified but does not override anything.

Resolution: Add uint256 4th function parameter to avoid this error.

Status: This issue is acknowledged in the revision of the contract code.
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(2) Critical operation lacks event log: - GamePool.sol

Missing event log for:
o stakeAsset()

e unstakeAsset()

Resolution: Please write an event log for listed events.

Status: This issue is fixed in the revised contract code.
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Very Low / Informational / Best practices:

(1) Unused Events, Errors, modifier, mappings :

Events are defined but not used in code.

NftFactory.sol
e FactorySetFor

e FactoryRemovedFor

Errors are defined but not used in code.
NftFactory.sol

e NotAFactoryForThisNFT

e FactoryNotFound

e InsufficientPayment
SuperpowerNFT.sol

e NotEnoughWLSlots

e InvalidDeadline

e WhitelistNotSetYet

SuperpowerNFTBase.sol
e Alreadylnitiated
e NotTheAssetOwner

GamePool.sol

e onlyOnTestnet

A modifier is defined but not used.
SuperpowerNFTBase.sol

e onlyGame()

A Mappings is defined but not used.
GamePool.sol

e stakedByTokenld

Resolution: We suggest removing unused events, modifiers, mappings and errors.

Status: This issue is fixed in the revised contract code.
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(2) Infinite loops possibility:

NftFactory.sol: newSale()

As array elements will increase, then it will cost more and more gas. And eventually, it will
stop all the functionality. After several hundreds of transactions, all those functions
depending on it will stop. We suggest avoiding loops. For example, use mapping to store
the array index. And query that data directly, instead of looping through all the elements to

find an element.

Resolution: Adjust logic to replace loops with mapping or other code structure.

NftFactory.sol
e newSale() - acceptedTokens.length

WhitelistSlot.sol
e mintMany() - ids.length

Status: This issue is acknowledged in the contract code.

(3) Minter contract not set: - GamePool.sol

There is a SideToken contract checking whether the minter is a Contract or not in the

setMinter() function, so the minter contract is not in scope.

Resolution: A minter contract is not provided, if you provide a minter contract in the future,

make sure this contract is fully secure.
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Status: This issue is acknowledged in the contract code.

(4) Locker contract not set: - GamePool.sol

There is a TurfToken contract checking whether the locker is a Contract or not in the
setLocker() function, so the Locker contract is not in scope.

This function is defined in this file - contracts/SuperpowerNFTBase.sol.

Resolution: A locker contract is not provided, if you set a locker contract in the future,

make sure this contract is fully secure.

Status: This issue is acknowledged in the contract code.
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Centralization

This smart contract has some functions which can be executed by the Admin (Owner)
only. If the admin wallet private key would be compromised, then it would create trouble.

Following are Admin functions:

NftFactory.sol
e setWI: Owner can set a whitelist address.
e setPaymentToken: Owner can set, activate or deactivate a payment token address.
o setNewNft: Owner can set a new NFT for sale.
e removeNewNft: Owner can remove an NFT from the sale.
e newSalet: Owner can create a new Sale for an NFT.
e updateSale: Owner can update an existing Sale.
e endSale: Owner can end (removes) an existing Sale.
e updatePrice: Owner can update the prices of an existing running Sale.

e withdrawProceeds: Owner can Withdraw the proceeds.

SuperpowerNFT.sol
e setDefaultPlayer: Owner can set the default player address.
e setMaxSupply: Owner can set the maximum supply.
e setFactory: Owner can set the factory address.
e mint: Owner can mint an amount.

e endMinting: Owner can handle end minting.

SuperpowerNFTBase.sol
e prelnitializeAttributesFor: Owner can pre initialized attributes.
e updateTokenURI: Owner can update the token URI.
o freezeTokenURI: Owner can freeze the token URI.
e setGame: Owner can set the game address.
e setlLocker: Owner can set the locker address.
e removelocker: Owner can remove the locker address.
e unlocklfRemovedLocker: Owner can emergency unlock in case a compromised

locker is removed.
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WhitelistSlot.sol

e setURI: Owner can set a new URI.

Farm.sol
e setBurner: Owner can set a new burner address.
e mintBatch: Owner can mint the Batch addresses.

e mintMany: Owner can mint the many addresses.

WormholeTunnel.sol
e wormholelnit: Owner can wormhole initialize.

e wormholeRegisterContract: Owner can set a wormhole register contract address.

Signable.sol

e setValidator: Owner can set a signable validator address.

GamePool.sol
e setConf: Owner can set burning points .
e withdrawFT: Owner can withdraw an amount of funds in SEEDS or BUDS, or all of
them if amount is 0.
e initializeTurf: Owner can initialize the attributes of a turf token.

e initializeFarm: Owner can initialize the attributes of a farm.

SideToken.sol

e setMinter: Owner can set a minter address.

To make the smart contract 100% decentralized, we suggest renouncing ownership in the

airdrop smart contract once its function is completed.
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Conclusion

We were given a contract code in the form of a github link. And we have used all possible
tests based on given objects as files. We had observed 1 high severity issue, 2 low
severity issues and some Informational severity issues in the smart contracts. All issues
have been fixed / acknowledged in the code. So, the smart contracts are ready for the

mainnet deployment.

Since possible test cases can be unlimited for such smart contracts protocol, we provide
no such guarantee of future outcomes. We have used all the latest static tools and manual

observations to cover maximum possible test cases to scan everything.

Smart contracts within the scope were manually reviewed and analyzed with static
analysis tools. Smart Contract’s high-level description of functionality was presented in the

As-is overview section of the report.

Audit report contains all found security vulnerabilities and other issues in the reviewed

code.

Security state of the reviewed contract, based on standard audit procedure scope, is

“Secured”.
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Our Methodology

We like to work with a transparent process and make our reviews a collaborative effort.
The goals of our security audits are to improve the quality of systems we review and aim
for sufficient remediation to help protect users. The following is the methodology we use in

our security audit process.

Manual Code Review:

In manually reviewing all of the code, we look for any potential issues with code logic, error
handling, protocol and header parsing, cryptographic errors, and random number
generators. We also watch for areas where more defensive programming could reduce the
risk of future mistakes and speed up future audits. Although our primary focus is on the
in-scope code, we examine dependency code and behavior when it is relevant to a

particular line of investigation.

Vulnerability Analysis:

Our audit techniques included manual code analysis, user interface interaction, and
whitebox penetration testing. We look at the project's web site to get a high level
understanding of what functionality the software under review provides. We then meet with
the developers to gain an appreciation of their vision of the software. We install and use
the relevant software, exploring the user interactions and roles. While we do this, we
brainstorm threat models and attack surfaces. We read design documentation, review
other audit results, search for similar projects, examine source code dependencies, skim

open issue tickets, and generally investigate details other than the implementation.
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Documenting Results:

We follow a conservative, transparent process for analyzing potential security
vulnerabilities and seeing them through successful remediation. Whenever a potential
issue is discovered, we immediately create an Issue entry for it in this document, even
though we have not yet verified the feasibility and impact of the issue. This process is
conservative because we document our suspicions early even if they are later shown to
not represent exploitable vulnerabilities. We generally follow a process of first documenting
the suspicion with unresolved questions, then confirming the issue through code analysis,
live experimentation, or automated tests. Code analysis is the most tentative, and we
strive to provide test code, log captures, or screenshots demonstrating our confirmation.

After this we analyze the feasibility of an attack in a live system.

Suggested Solutions:

We search for immediate mitigations that live deployments can take, and finally we
suggest the requirements for remediation engineering for future releases. The mitigation
and remediation recommendations should be scrutinized by the developers and
deployment engineers, and successful mitigation and remediation is an ongoing

collaborative process after we deliver our report, and before the details are made pubilic.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io



Disclaimers

EtherAuthority.io Disclaimer

EtherAuthority team has analyzed this smart contract in accordance with the best industry
practices at the date of this report, in relation to: cybersecurity vulnerabilities and issues in
smart contract source code, the details of which are disclosed in this report, (Source
Code); the Source Code compilation, deployment and functionality (performing the
intended functions).

Due to the fact that the total number of test cases are unlimited, the audit makes no
statements or warranties on security of the code. It also cannot be considered as a
sufficient assessment regarding the utility and safety of the code, bugfree status or any
other statements of the contract. While we have done our best in conducting the analysis
and producing this report, it is important to note that you should not rely on this report only.
We also suggest conducting a bug bounty program to confirm the high level of security of
this smart contract.

Technical Disclaimer

Smart contracts are deployed and executed on the blockchain platform. The platform, its
programming language, and other software related to the smart contract can have their
own vulnerabilities that can lead to hacks. Thus, the audit can’t guarantee explicit security
of the audited smart contracts.
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Appendix

Code Flow Diagram - Mobland

NftFactory Diagram
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SuperpowerNFT Diagram
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SuperpowerNFTBase Diagram
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WhitelistSlot Diagram
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Farm Diagram
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FarmBridged Diagram
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Turf Diagram
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TurfBridged Diagram
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Wormhole721 Diagram
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WormholeCommon Diagram
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WormholeTunnel Diagram
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GamePool Diagram
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SignableStakes Diagram
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BudToken Diagram

[ &
B i BB A — g
8 — el P I'-'_
L
e
P— /T Ii!"-‘" T
| ) dreiimene |
srrun siia imm
Ly TR
; ] | =
e
-'_:-u-ﬁ-ﬂ-ﬂrhl == 5
-y
8 piiam L -
% v g » iy
= e
im:‘lw-
[E———
e ]
[ aa————
S — '— (] ot
!ll.ﬂl"-.t— i e patasi . S
g e o fed
BB s e e . jrrme
[T —
FANG e
Ay EEE S
T r——— % I,-u—l. :""_"'
:—u-h i F Home e i ::""""" ;
: & e
- R —
v v wr— B e Tt §

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io



SeedToken Diagram
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Slither Results Log

Slither log >> NftFactory.sol

Slither log >> SuperpowerNFT.sol

Slither log >> SuperpowerNFTBase.sol
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Slither log >> WhitelistSlot.sol

Slither log >> Farm.sol

Slither log >> FarmBridged.sol
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Slither log >> Turf.sol

Slither log >> TurfBridged.sol

Slither log >> Wormhole721.sol

Slither log >> WormholeCommon.sol
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Slither log >> WormholeTunnel.sol

Slither log >> GamePool.sol

Slither log >> Signable.sol
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Slither log >> SignableStakes.sol

Slither log >> SideToken.sol

Slither log >> BudToken.sol
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Slither log >> SeedToken.sol
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Solidity Static Analysis

NftFactory.sol

Block timestamp:

Use of "block timestamp™: "block imestamp” can be influenced by miners to a certain
degree. That means that a miner can "choose" the block timestamp, to a certain degree,
to change the outcome of a transaction in the mined block.

more

Pos: 3571:16:

Gas & Econom

For loop over dynamic array:

Lpops that do not have 8 fiwed number of iterabons, for example, loops that depend on storage
values, have to be used carefully. Due to the block gas Umil, transactions can only consume a
certain amownt of gas. The number of iterabons m a loop'can grow beyond the block gas Emit
which can cause the complete contract to be stall a cartain point. Additicnal by, wsing
unbounded loops incurs ina Lot of avoidable gas costs. Carefully test how many items at maxmmuam

you can pass o such funcbions to make it successtul

Pos: 34464

ract's "decimals” Tuncton should Rave “uikts” a5 retum ype

Guard conditions:

Lise “assertlx)” of vouw neved eyer wanl x o Be false nct ot any orcumsianos (apart Trom & L i
(10T -..||.Il-:l Use "reguere(xp” i1 X can be false, dus o g imvalid input or a Tarling external
Compeorent

Mare

o 3 5504:

SuperpowerNFT.sol
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Low level calls:
tis called can
change the state of the caliing contract and serd ether from the lier's balance i this is wanted

behaviour, use the Solidity library featura if possibla

Fo= 1415:500

o e I
ods & ECconomy

(Gas costs:

Gas requirement of funcbon SuperpowerMFT endMinting is infinite. If the gas requirement of a
funcon is higher than the block gas hmit, it cannot be executed. Pleas= avord loops in yoar
funclons or actzons that modify laroe areas of storage (this includes clearing or copying arrays in
stofage)

Pos: 20582
Miscelianeous

Delete from dynamic array:

Using "delete™ an an array leaves.a gap. The length of the array remains the same. If you want

remove the empty position you need to shaft items manually and update the "length” property

SuperpowerNFTBase.sol

Low level calls:

—KbEmal ooge, thatis called can

Us=e of "delegatecall’ : should be avoided wherever possible.
change the state of the calling contract and send ether from the caller's balance If this s wanted

behaniour, use the Solidiby Ubrary feature if possible

Pos: 1395-50

25 & EConomy

Gas costs:

Gae fEguirerment of Tuncton Warmmbola? 2 10U pgradeablesssarmbole Tramnsfer i mhrate ir the gas

requirement of a funchion iz higher than the block gas bemit, it cannot be executed Pleaze awvoid
nops i your functions or actions thet modity Lege aress of storage this inclodes cleaning o
COWANIG ArTays in storage)

Pries: 193953
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Guard conditions:

Use "assertx)" if you never ever want x to be false. not inany arcumstance {apart from a beg m
your code]. Use "require(x)” if x can be falss: g . invalid imput or a failing extarnal

camponent

Delete from dynamic array:

Using "delete™ an an arcay leaves a gap The length of the array remains the same. If you want

remove the empty position you need to shift items manually and update the "length" property

WhitelistSlot.sol

Low level calls:

s

delegatecall’: should be avoided whenever possible. External code, that s called can
change the state of the calling contract and send ether from the caller's balance. If this i wanted

behaviour, use the Sobdiby Ubrary feature if possible

Pos, 141550

(as & Economy

GGas costs:

Gas regurement of Tunchion WhitshstSlol safe TransferErom i infinite T the gas requerement
TuncTion s highes than The BEod gas Lmi, i© canndt Be executed. Pleass avold [Dops i g
iunchons or Bolons that modily Lange sreas of Storaoe (This meiudes cleanmng oF Capiindg arrays in

LAl

(has costs:

(Zac requirement of funchon WhitelstSiot minthdany = infinikte: If the gas reqguirement of a function
ie higher than the block gas limit, it cannot be executed Pleasze avoid loops in your funchons or
actions that modity large areas of storage (Ehis includes cleanng or copying arrays in storage)

Pos 4 F
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Guard conditions:

Use "assart{=]" if vou never ever want x ko be false, not in any drcumstance {apart from a bug in
wour code]. Use "reguire(x]" if x can be {alse, due o e.g. imald input ara failing external
companernt

TG

e ey
Fos: 16358

Delete from dynamic array:
Using "delete™ on an array leaves a gap The length of the array remains the same. If you want to

ramove the emply position you need to shift items manually and updatse the "length” property

Pos: 1082:8

Farm.sol

Inline assembly:

he Contract ses inhine assembly, thes i only advised (o rare cases Addinonally stabc analy

5 0 not parse inting assemoly, this can lead 1o wiong analysis results

Fos: 115 10A0

285 & Cconomy

{(3as costs:;

Gas requirement of funcion Farminitialize is infinite- If the gas requirement of a function is higher
than tha block gas Umit, & cannot be execuled. Please avoid loops in your functions or acbons that

riodify large areds of sborage (this mcludes clearing or copying arrays in stofage)

Guard conditions:
atsert(x)” if you never ever want x to be false, notin any dnoumstance (apart from a bug n
your code). Use "require(x)" if & can be false, due to e g. invalid inpult or a failing extemal

COMpPpaneni.

Pos: 16858
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FarmBridged.sol

Inline assembly:

The Contract usas inling assamibly only advised inrare cases. Additionally staltic analysis

rmodules do not pirse inbne AsseEmbly Ths can [aad 1o wiong analysis resulls

1% 8

Gas costs:

Gac regursrment of Tunction FarmBrndged unlockIMRamased Locker 15 infinite IT the gas regusnsmsnt

ol @ Tunectian i higher than the Block s Tmdt, it cannot e executed. Pleass svokd Iops o year
nctions of Bohicns that moddy largs areas of storage (Ehis InCLO0ES CLERnNg of Copywng armays in
AICH L Te EL]

Prg 9214

Gas costs:

Gas reqguirement of function FarmBridged initialize is infinite; I the gas requirement of 8 function is
higher than the bladk gas limit, & cannot be executed Ploase avoid loops in your functions ar

actions that madify large areas of storage (this includes clearing or copying arrays in storage)

Guard conditions:

lga "assertix)" if you neéver ever want x to ba falge, nat in any circumstance (apart frem a bug in
your code), Lise "requirefx]” if x can be false, due foeg. invalid input or a failing external

CORMp Gt

Fos: 12344

Deleta from dynamic array:

Uising “delete” on an armay teaves a gap, 1he length of the amay remams the same: 1T you want o

remove the emply position you need To shift tems mandal ly and update the “length’ propery
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Turf.sol

Low level calls:

should be avoided whenever possible. BExdernal code, that is calied can

Gas requeremeant of function Turf attributesOf is infinite: If the gas requirement of & funchan is
higher than the block gas imit, it cannot be executed Plaase avoid loops in your funchons or
acticns that modity large areas of storage {this includes clearing or copying amays n storage)

Fos 1E3n F

E r - =
Miscellaneous

Guard conditions:

Llae "assert[=)" if you never ever want x to be false, not in any arcumstance {apart from a bug in

wour code]. Uise "requira(=)" if ¥ can be false due 1o e g. imvalid input or a failing extermnal

camparent
I

Pos: 16368

TurfBridged.sol

Inline assembly:

The Contract uses inline assembly, This s oy advissd in mmre cases. Adoitanally static ansysis

mosdulas da nal parse mlng Assembily, this chn lead Lo wrang analysis resulls

1318
bas & Economy

(Gas costs;
Gaz requirament of funciion TurfBriciged instialize is nfinite: if the gas regquirement of a function s
nigher than the block gas Lmit, it cannot be expcutad. Please avold loops in vour funcilcns o

actions that modiy lamge ameas of storage (this includes cleaning or copying amays in storage)
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Guard conditions:

Lise "assert(=)" if wou neser ever want x to be false. not inany orcomstance {apart from a bug in
wor code) Lise “regquirs(x)” if 2 can be Takse, due 1o eg. imvalsd inpul ar a falling exctermnl
cormpanent

T

Pos: 14638

Wormhole721.sol

Check-effects-interaction:

Patentiad violation of Checks-EMacts-interaction patierm in
Sadness _TunclionCallvwitivaliue{addreass Byiesanni2 56, siring)’ Could potentially lead fo re

entrancy v neratdity, Mot Modhihers ane cummently not consadersd By this stabc analysis

Gas costs:

Gas requrement of Tunctan Wiodmhale [ 2 1 wormhaleCompleate Transier 15 inlindbe IF the gas
reqlarement of a Tuncton s higher than the Block gas lmit, & cannot B8 scecuted. Please aeoidg
tonges in your Tunctions or actions that modify Larme areas of storage (s includes cleanng or
copying anmays In storage

Guard conditions:

Lize *accertiy]® if you never ever want ¥ to be false not inany orcumstance {apart fram a bug in
vour code) Lse "require{x]" f x can be false, dusto e g, invalid input or a failing external
companent

Posi 115974

Delete from dynamic array:

Lising "delete" on an array leaves a gap The length of the asray remains the same. If you want to

remove the empty positon vou need to shift itams manually and updals the "length” proparty.
Pos; 1052.8
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WormholeCommon.sol
Security
Check-effects-interaction:

Potental wolation of Checdks-Effects-interachon patbern i
WiemholeCommon. _wormmholeComplete Transferibyles): Could potentally lead to re-entrancy

vulmerabaliby

Pos: 495:2;

Similar variable names:

WormholeCommon._wormholeComplete Transfer|bytes) - Vanables have very semilar names "vm
and "bo"

Pos: 50248

Guard conditions:

pesertix]™ if you never ever want ¥ to be false. not in any droumstance (apart from a bug in
yvour code) Use "require(x)” if ¥ can be false, due fo e g. invalid input or a failing external

COMIpEneTi

Pos: BE3:4:

WormholeTunnel.sol

Check-effects-interaction:

Fotential viclation of Checks-Effects-Interaction pattern in
et R T e S T p A L Fa A S e e T W s R P O
wWormiholeCommon _wormholeComplateTransferfbytes) Cowld potentially lead to re-entrancy

vulnerability. Mote- Modifiers are currentiy not considered by this static analysis

Constant/View/Pure functions:

WiormholeTunnel getinterfaceld]) - Is constant but potentially should not be. Mote: Modifiers ara
carrently not cansidered by this static analysi

Pos: 631-2
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GamePool.sol

Security

Elock timestamp:

Ulge of "block.imastamp”: "block.timestamp” can be influenced by miners 1o &

certain degree. That means that a miner can "choose" the block timestamp, to a

certain degriee, to change the outcome of a transaction in the mined block.

Fos:1568:23:

(bas & Economy

Gas costs:

Gas reguirgment of funchion GamaroolgetilserStakes = infirte: IT the gas
requirement of a function is higher than the block gas imit; it cannot be executed.
Flease avoid loops in your funchions ar actions that modiy large areas of storage
{thig includes claarnng or copying arrays in storage)

Hos: 14000

Miscallansous

Guard conditions:

"aczortfx]" if you never ever want x to be false, not in any grcumstance (apart from a bug in

Lise
VOUT Code). Use “reguimeixy” I x-can be talse, gue- 1o eg. imvalsd input or a faking extemal
component

Data truncated:

Dirvision of iImeger values vields an integer value agamn Thet means eg. 107 100 =
0.1 smnce the result is an integer agamn. This does not hold for divisian of (only) bteral values

RiMCe Those yiedd rasonal constants
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Signable.sol

Check-effacts-interaction:

Potential wiolation of Checks- Effects-Inerachon pattern m

Addresslipgradeable functionCal With'aleeladdress bybes uint 256 string)- Could potentially
lead to re-entrancy vulnerabilty. Mote: Modifiers are currently nol considered by this static

analysis

(as costs:

Gas requirement of funclion Signable setValidator is infinite: If the gas requirement of a function
= Megher than the Block gas Lmil, it cannot be executed, Hlease svoid Loops in your Tuncthons o

actions thal modify lange areas of storage [this includes clearing or copying arrays in storage]

Miscellaneous

Constant/View/Pure functions:

StringsUpgradeable toSinngfuint?Ss) | s constant bat potentially should not be Mote

rAGClifier s are curmently not consered By thes statie analysis

Guard conditions:

fee "assertix)” if you mever ever want xto be false, not @ any cwcumstance {aparl from a bog
viowr code] Lise “regquire(x)” i1 X can be false due [ e mvabd input or a Tailmg exbernal
CLRMUEOmeETti

Fos: 3817

SignableStakes.sol

EATTIT
irity

Check-effects-interaction:

Patential wiglation of Checks-EfMects-Interaction patiarn in
Address Upgradeable tunchionCaliWithValue{address yvtes nintlHo stnng) Could potentrally

Lead to re-entrancy vulerability, Note: Modifiers are currently not considered by this static

analysis

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




— - L — R
Las & EOonormy

(Gas costs:

Gas requiremant of funchion Signable sValidator is infinike: I the gas requirerment of a fundchon

acions that modify large areas of stor age {this ncitudes cleanng or COEying amays in siorage)

Fos, Sl o

Miscellanaou

Constant/View/Pure functions:

Stringslipgradashls toString{uint256) : |5 constant but patentially should not be. Mote:

B2Es e curmently not consdersd by thas Stats analyses

Guard conditions:

Llge "assart[x)” IT you rever ever want ¥ e be Talse, nol In any crecumstance {apart Trom a bug i
your code). Llse "require(x]” = can be false, dus toeg invalid input or & failing external

Component

SideToken.sol

Check-effects-interaction:

Potential wwelation of Chedes-Effects-Interaction patterm i
Addracsllpgradeable functionCall\WithWalue [addrezs bytes wint2 56 string)- Could potentialby

leqd 0 re-entrancy vulnerability. Mote Modiners are currently nol conscersd by this stati

LT Bt

Zas & Economy

Gas costs:

I

oS requirement of funchon ERUAOU poredeaDie name 15 infuste: i the gas requirement of a
funchion s highar than the block gas limet, it cannot be executed . Pleass avoid loops in your
funchions or acbons that modify lorge arces of storage (this ncludes dearing or copraing amays in

SO agE]

e Eh A
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Miscellaneous

Constant/View/Pure functions:
EHL A U pgrageaide transtenaddress mntd 56 - Potentially should be constantviewnmung bt i

ol Mote: Modifiers are currently not considered by this stotic analysis

Pos:

o

Guard conditions:

o Tassart(x)” | you never ever want X 1o be lalse, notin any orcumsiance [apat irom a bug in

yvour code], Lse "regquireix]” if x can be false, due to 2.9 myvalid input or a falling external

COMponent

BudToken.sol

Low level calls:
Ise.qf "melegatecall  should be avoided whensver possible Fxtemal code: that 5 catled can
changs the state af the calling contract and send #ther Trom the callers halanca 1T s s wanted

behawiour, Use the Solidity library feature if possible

Gas costs:

Gas regurament of funcbon BudTokenanisabze s infonrbec [F the gas regquirament of a funchion =
higher than the block gas limit, it cannct be exensted  Please avoid loops in your funclions or
acticns that modfy large areas of storages (this includes deanng or copying amays in storage]

Pos 7052

Micrallaneaus

Guard conditions:
Lise Tmssertlx)" o you never eser want = to be fetse, nol inany orcumstance (apart from a budg in
your oodel. Use "requgreis)” it X oan be Tatse, due o eg mvalld input or a Tailing external

COMPOrEnt

oSl bdaa
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SeedToken.sol

Low level calls:

er possible. External co

chang e the state of the callmg-caontract ang send ether from the callaer s batance: Il s 5 wanisd

tebEwor. wse the Salicimy Ubrary Teabune o possibole

COTHOITTY

Guard conditions;

L) 1T WO mever ever want < to be false, not inany aroumstance (apart from a Dug in
wvour codel. Lise "reguireix)” it x can be false, due to e.g. invalid imput or 2 failing external

.'|':.|'|'|='..'.r| =14 1'
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Solhint Linter

NftFactory.sol

NftFactory.sol:3565:64: Error: Parse mismatched
expecting {';', '='}
NftFactory.sol:3566:60:
expecting {';', '='}
NftFactory.sol:3567:79:
expecting {';', '='"}
NftFactory.sol:3568:99:
expecting {';', '='}
NftFactory.sol:3573:99:
expecting {';', '='}
NftFactory.sol:3576:67:
expecting {';', '='}
NftFactory.sol:3581:106:
expecting {';', '='}
NftFactory.sol:3596:73:
expecting {';', '='}

input

Error: Parse mismatched input

Error: Parse mismatched input

Error: Parse mismatched input

Error: Parse mismatched input

Error: Parse error: mismatched input

Error: Parse error: mismatched input

V('

Error: Parse error: mismatched input

|(|

SuperpowerNFT.sol

SuperpowerNFT.so0l:2048: mismatched
expecting {';', '='}
SuperpowerNFT.so0l:2064:

expecting {';', '='}

input

mismatched input

SuperpowerNFT.s0l:2068:
expecting {';', '='}
SuperpowerNFT.so0l:2073:
expecting {';', '='}
SuperpowerNFT.so0l:2081:
expecting {';', '='}
SuperpowerNFT.so0l:2086:

mismatched

mismatched

mismatched

mismatched

input
input
input

input

expecting {';', '='}

SuperpowerNFTBase.sol

SuperpowerNFTBase.sol:1887: mismatched
'('" expecting {';', '='}
SuperpowerNFTBase.sol:1942:
'('" expecting {';', '='}
SuperpowerNFTBase.sol:1950:
'('" expecting {';', '='}
SuperpowerNFTBase.sol:1953:
'(' expecting {';', '='}
SuperpowerNFTBase.so0l:1963:
'(' expecting {';', '='}

mismatched
mismatched
mismatched

mismatched
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SuperpowerNFTBase.s0l:1977:34: Error: P: r: mismatched input
]

'(' expecting {';', '='}
SuperpowerNFTBase.so0l:2000:43: Error: P« or: mismatched input

'(' expecting {';', '='}

WhitelistSlot.sol

WhitelistSlot.sol: : : : 2 : mismatched input
expecting {';'

WhitelistSlot.sol:14: : : error: mismatched input
expecting {';'

WhitelistSlot. :26: : ¢ error: mismatched input
expecting {';'

WhitelistSlot.so0l:30:25: : : mismatched input
expecting {';', '='}

WhitelistSlot.sol:48:90: : : mismatched input
expecting ', "=}

WhitelistS . :25: Nl rse : mismatched input
expecting

Farm.sol

Farm.sol:2:1: Error: Compiler version 0.8.17 does not satisfy the r
semver requirement

FarmBridged.sol

FarmBridged.sol:2:1: Error: Compiler version 0.8.17 does not satisfy
the r semver requirement

Turf.sol

Turf.sol:2:1: Error: Compiler version 0.8.17 does not satisfy the r
semver requirement

TurfBridged.sol

TurfBridged.sol:2:1: Error: Compiler

the r semver requirement
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Wormhole721.sol

Wormhole721.s01:1010:18: Parse error: missing
Wormhole721.501:1030:18: Parse error: missing

Wormhole721.s01:1054:18: Parse error: missing

WormholeCommon.sol

WormholeCommon.sol:272:5: : Avoid using inline assembly.
acceptable only in

WormholeCommon.sol:282:5: ": Avoid using inline assembly.
acceptable only in rare

WormholeCommon.sol:315:5: Error: Avoid using inline assembly.
acceptable only in rare cases

WormholeCommon.sol:340:17: Error: Code contains empty blocks
WormholeCommon.sol:461:3: Error: Explicitly mark visibility of state

WormholeTunnel.sol

(WormholeTunnel.sol:340: : Error: Code contains empty blocks
WormholeTunnel.sol:477:3: Error: Explicitly mark visibility of state
WormholeTunnel.sol:587: : Error: Code contains empty blocks
WormholeTunnel.sol:602:5: Error: Explicitly mark visibility in
function (Set ignoreConstructors to true if using solidity >=0.
WormholeTunnel.sol:641:5: Error: Explicitly mark visibility in
function (Set ignoreConstructors to true if using solidity >=0.

GamePool.sol

GamePool.so0l:1605:51: Error: error: mismatched input
expecting {';', '='}

GamePool.sol:1646:36: Error: g : mismatched input
expecting {';', '='

GamePool.sol:1648:38: Error: error: mismatched input
expecting {';', '="')

GamePool.so0l:1690:36: Error: ror: mismatched input
expecting {';', '=

GamePool.sol:169 8: Error: error: mismatched input
expecting {';"',

Signable.sol

Signable.sol:2:1: Error: Compiler version 0.8.17 does not satisfy the

r
semver requirement
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Signable.so0l:90:13: Error: Avoid using inline assembly.
acceptable only in rare cases

Signable.so0l:327:5: Error: Function name must be in
:331:5: Error: Function name must be in

SignableStakes.sol

Error: Function name must be in mixedCase
Error: Code contains empty blocks

Error: Function name must be in

Error:

SignableStakes.
SignableStakes.
SignableStakes.
SignableStakes.

w W W W
N~ =
J e

w N
R J O O

U1 U1 oy Ol

SideToken.sol

Parse error: missing
Parse error: missing
deToken. : : : Parse error: missing
ideToken. 397: : : Parse error: missing
ideToken. : : : Parse error: missing

) N

C

0 n U

BudToken.sol

(o))

Error: error: missing
Error: error: missing
Error: error: missing
Error: error: missing
Error: error: missing

(@)

BudToken.
BudToken.
BudToken.
BudToken.
BudToken.s

ol
o BN
ol

o U1 U1
o)

[@REN|
o

SeedToken.sol

error: missing
error: missing
error: missing
error: missing
error: missing

e

o1 U1 U1 U1
O J 01BN
SO O WS

v

o
O
Q
O
I
[}
S

(@)

Software analysis result:
These software reported many false positive results and some are informational issues.

So, those issues can be safely ignored.
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