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Introduction

EtherAuthority was contracted by Akiba Finance to perform the Security audit of the Akiba

Finance Protocol smart contracts code. The audit has been performed using manual

analysis as well as using automated software tools. This report presents all the findings
regarding the audit performed on January 30th, 2023.

The purpose of this audit was to address the following:

- Ensure that all claimed functions exist and function correctly.

- Identify any security vulnerabilities that may be present in the smart contract.

Project Background

Akiba Finance is a project that aims to create a synthetic protocol and support a
synthetic asset market. The goal of the protocol is to create a synthesis of tokens in
the KAVA network, as well as assets that are not yet traded on the network.

Akiba Finance presents a partially collateralized design in which the protocol's
synths are collateralized by the underlying asset as well as Akiba's own token.
$KAWAII is a next-generation KAVA reward token on the KAVA ecosystem.

2% of every transaction made with the $KAWAII tokens goes back to holders of
$KAWAII in KAVA rewards.

Akiba Finance Contracts have functions like mint, redeem, recollateralize,
addLiquidity, add, set, withdraw, stake, setRewarder, getYTokenPrice,
maxTotalSupply, etc.

The Akiba Finance contract inherits the ERC20, SafeERC20, Ownable,
ReentrancyGuard, Address, |UniswapV2Router02, SafeMath, Math, Initializable,
IERC20, IUniswapV2Pair, ERC20Burnable standard smart contracts from the
OpenZeppelin library.

These OpenZeppelin contracts are considered community-audited and time-tested,

and hence are not part of the audit scope.
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Audit scope

Name Code Review and Security Analysis Report for
Akiba Finance Protocol Smart Contracts

Platform Kava Chain / Solidity

File 1 Pool.sol

File 1 MD5 Hash

5A2A00BB08B8EG6D864762B7923234D83

File 2

SwapStrategyPOL.sol

File 2 MD5 Hash

3AE7E63D48701C411ABB283789C1437F

File 3

DaoChef.sol

File 3 MD5 Hash

E12C4EO0BDCB405DD0ODB61CCF7173EDO6G

File 4

DaoStaking.sol

File 4 MD5 Hash

420E6CBD2A617CF1A889C9FB3748A035

File 5

DaoZapMMSwap.sol

File 5 MD5 Hash

8C94DD4015FAD718D7A77F614090C88E

File 6

NFTController.sol

File 6 MD5 Hash

7B517FFAESE28C8D3B7020747FFA8659

File 7

DevFund.sol

File 7 MD5 Hash

421922B4D673537DDF2B3670B3DDF2D0

File 8

EcosystemFund.sol

File 8 MD5 Hash

AB52539B109A86609DB6A08241470A1E

File 9

Fund.sol

File 9 MD5 Hash

47370A0301A3BBA40747C7FFD8A18EGB

File 10

Reserve.sol

File 10 MD5 Hash

FCF4CA4DFA100BEB80A7618F182D28A6

File 11

MasterOracle.sol

File 11 MD5 Hash

26FFBSAGEB84AABF384A830DB4572C0A

File 12

UniswapPairOracle.sol
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File 12 MD5 Hash 37801A23DE6F4571ADD278A4A062C1D5
File 13 XToken.sol

File 13 MD5 Hash 83382FC411F2E4462B30C55D6F62A2DD
File 14 Y Token.sol

File 14 MD5 Hash FFA9BDABOAEE9D(07DB46CB3A23A34696
File 15 AKIBA.sol

File 15 MD5 Hash C57DBC87D69DA93EBICIOF0C1764186C5
File 16 KAVAX.sol

File 16 MD5 Hash FF29BA8SEC16693A3F4D4D5CB44691963
File 17 DaoTreasury.sol

File 17 MD5 Hash 6F7D4440E3559A369F54292716F4922C
File 18 StratRecollateralize.sol

File 18 MD5 Hash C02B3F40E26D074FB153BAC73AD35F92
File 19 StratReduceReservelP.sol

File 19 MD5 Hash 16E6A30B5CAEDE87A5F4A5BFF827D22F
Audit Date January 30th,2023
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Claimed Smart Contract Features

Claimed Feature Detail

Our Observation

File 1 Pool.sol

Refresh Cooldown: 1 hour

Ratio StepUp: 0.2%

Ratio StepDown: 0.1%

Price Target: 1

Price Band: 0.004

YToken Slippage: 20%
Redemption Fee: 0.5%
Redemption Fee Maximum: 0.9%
Minting Fee: 0.5%

Minting Fee Maximum:0.5%

YES, This is valid.

Owner authorized wallet can set
some percentage value and we
suggest handling the private key

of that wallet securely.

File 2 SwapStrategyPOL.sol

Swap Slippage: 20%

YES, This is valid.

Owner authorized wallet can set
some percentage value and we
suggest handling the private key

of that wallet securely.

File 3 DaoChef.sol

e Maximum Reward: 10 token per second

Maximum Number Of Pools: 36

YES, This is valid.

File 4 DaoStaking.sol

Grouped Duration: 1 day
Rewards Duration: 1 week
Lock Duration: 4 weeks
Team Rewards: 20%

Maximum Team Rewards: 20%

YES, This is valid.

File 5 DaoZapMMSwap.sol

e DaoZap is a ZapperFi's simplified version

of zapper contract which will:

YES, This is valid.
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1. use ETH to swap to target tokens.

2. make LP between ETH and target token.

3. add into DaoChef farm.

File 6 NFTController.sol
e Default Boost Rate: 1%

YES, This is valid.

File 7 Fund.sol

e Owner can transfer amounts.

YES, This is valid.

File 8 DevFund.sol
e Allocation: 10%

e \esting Duration: 2 Years

YES, This is valid.

Owner authorized wallet can set
some percentage value and we
suggest handling the private key

of that wallet securely.

File 9 Reserve.sol

e Owner can set the pool address.

e Owner can remove the pool address.

YES, This is valid.

File 10 EcosystemFund.sol
e Allocation: 20%

e \esting Duration: 3 Years

YES, This is valid.

File 11 MasterOracle.sol
e MasterOracle has functions like:
getXTokenPrice, getYTokenPrice,
getYTokenTWAP, etc.

YES, This is valid.

File 12 UniswapPairOracle.sol

e Period: 60-minute TWAP (Time-Weighted

Average Price)
e Maximum Period: 48 Hours
e Minimum Period: 10 Minutes

e Leniency: 12 Hours

YES, This is valid.

This is a private and confidential document. No part of this document should
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File 13 XToken.sol
e Owner can set the minter address for
XToken.
e Owner can remove the minter address
from XToken.

e Owner can Mint new XToken.

YES, This is valid.

File 14 YToken.sol
e The YToken contract inherits the
ERC20Burnable standard smart contracts

from the OpenZeppelin library.

YES, This is valid.

File 15 AKIBA.sol
e Total Supply: 5 Million

e Owner can set openTrading's true status.

YES, This is valid.

File 16 KAVAX.sol
e Genesis Supply: 100

YES, This is valid.

File 17 DaoTreasury.sol

e DaoTreasuryis to store the reserve of
Akiba Protocol.

e These contracts will have a whitelist of
strategy contracts which can request
funding from the Reserve.

e These strategy contracts can be used to
Allocate fee, Convert reserve to Protocol

Owned Liquidity, Recollateralize, etc

YES, This is valid.

File 18 StratRecollateralize.sol
e Owner can recollateralize the minting

pool.

YES, This is valid.

File 19 StratReduceReservelLP.sol
e Owner can remove liquidity, buy back
YToken and burn.

YES, This is valid.
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Audit Summary

According to the standard audit assessment, Customer's solidity smart contracts are
“Secured”. Also, these contracts do contain owner control, which does not make them
fully decentralized.

Insecura Poor sacured Seciura Well-sscurad

You are here

We used various tools like Slither, Solhint and Remix IDE. At the same time this finding is
based on critical analysis of the manual audit.

All issues found during automated analysis were manually reviewed and applicable
vulnerabilities are presented in the Audit overview section. General overview is presented
in AS-IS section and all identified issues can be found in the Audit overview section.

We found 0 critical, 0 high, 0 medium and 3 low and some very low level issues.

Investors Advice: Technical audit of the smart contract does not guarantee the ethical
nature of the project. Any owner controlled functions should be executed by the owner with
responsibility. All investors/users are advised to do their due diligence before investing in

the project.

This is a private and confidential document. No part of this document should
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Technical Quick Stats

Main Category Subcategory Result
Contract Solidity version not specified Passed
Programming Solidity version too old Passed
Integer overflow/underflow Passed

Function input parameters lack of check
Function input parameters check bypass Passed
Function access control lacks management Passed

Critical operation lacks event log
Human/contract checks bypass Passed
Random number generation/use vulnerability N/A

Fallback function misuse Passed
Race condition Passed
Logical vulnerability Passed
Features claimed Passed
Other programming issues Passed
Code Function visibility not explicitly declared Passed
Specification Var. storage location not explicitly declared Passed
Use keywords/functions to be deprecated Passed
Unused code Passed
Gas Optimization “Out of Gas” Issue Passed
High consumption ‘for/while’ loop Passed
High consumption ‘storage’ storage Passed
Assert() misuse Passed

Business Risk The maximum limit for mintage not set
“Short Address” Attack Passed
“‘Double Spend” Attack Passed

Overall Audit Result:

PASSED

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Code Quality

This audit scope has 19 smart contract files. Smart contracts contain Libraries, Smart

contracts, inherits and Interfaces. This is a compact and well written smart contract.

The libraries in the Akiba Finance Protocol are part of its logical algorithm. A library is a
different type of smart contract that contains reusable code. Once deployed on the
blockchain (only once), it is assigned a specific address and its properties / methods can

be reused many times by other contracts in the Akiba Finance Protocol.

The Akiba Finance team has not provided unit test scripts, which would have helped to

determine the integrity of the code in an automated way.

Code parts are not well commented on smart contracts.

Documentation

We were given a Akiba Finance Protocol smart contract code in the form of a file. The

hash of that code is mentioned above in the table.
As mentioned above, code parts are not well commented. But the logic is straightforward.
So it is easy to quickly understand the programming flow as well as complex code logic.

Comments are very helpful in understanding the overall architecture of the protocol.

Another source of information was its official website http://akiba.finance which provided

rich information about the project architecture and tokenomics.

Use of Dependencies

As per our observation, the libraries are used in this smart contracts infrastructure that are

based on well known industry standard open source projects.

Apart from libraries, its functions are used in external smart contract calls.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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AS-IS overview

Pool.sol
Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 [ owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 [ renounceOwnership write access only Owner No Issue
5 | transferOwnership write access only Owner No Issue
6 transferOwnership internal Passed No Issue
7 | nonReentrant modifier Passed No Issue
8 |info external Passed No Issue
9 [ usableCollateralBalance read Passed No Issue
10 | calcMint read Passed No Issue
11 | calcRedeem read Passed No Issue
12 | calcExcessCollateralBala read Passed No Issue
nce
13 | refreshCollateralRatio read Passed No Issue
14 | mint external Passed No Issue
15 | redeem external Passed No Issue
16 | collect external Passed No Issue
17 | recollateralize external Passed No Issue
18 | checkPriceFluctuation internal Passed No Issue
19 | toggle write access only Owner No Issue
20 | setCollateralRatioOptions write access only Owner No Issue
21 | toggleCollateralRatio write access only Owner No Issue
22 | setFees write access only Owner No Issue
23 | setMinCollateralRatio external access only Owner No Issue
24 | reduceExcessCollateral external access only Owner No Issue
25 | setSwapStrategy external access only Owner No Issue
26 | setOracle external access only Owner No Issue
27 | setYTokenSlippage external access only Owner No Issue
28 | setTreasury external Function access Refer Audit
control lacks Findings
management
29 | transferToTreasury internal Passed No Issue
SwapStrategyPOL.sol
Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | owner read Passed No Issue
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3 | onlyOwner modifier Passed No Issue
4 | renounceOwnership write access only Owner No Issue
5 [ transferOwnership write access only Owner No Issue
6 transferOwnership internal Passed No Issue
7 | IpBalance read Passed No Issue
8 | execute external Passed No Issue
9 |swap internal Passed No Issue
10 [ addLiquidity internal Passed No Issue
11 [ cleanDust external access only Owner No Issue
12 | changeSlippage external access only Owner No Issue
13 | calculateSwaplnAmount internal Passed No Issue
DaoChef.sol
Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 | renounceOwnership write access only Owner No Issue
5 | transferOwnership write access only Owner No Issue
6 transferOwnership internal Passed No Issue
7 | poolLength read Passed No Issue
8 | pendingReward external Passed No Issue
9 | updatePool write Passed No Issue
10 | massUpdatePools write Passed No Issue
11 | deposit write Passed No Issue
12 | withdraw write Passed No Issue
13 | harvest write Passed No Issue
14 | withdrawAndHarvest write Passed No Issue
15 | emergencyWithdraw write Passed No Issue
16 | harvestAllRewards external Passed No Issue
17 | checkPoolDuplicate internal Passed No Issue
18 | add write access only Owner No Issue
19 | set write access only Owner No Issue
20 | setRewardPerSecond write access only Owner No Issue
21 | setRewardMinter external Passed No Issue
22 | getBoost read Passed No Issue
23 | getSlots read Passed No Issue
24 | getTokenlds read Passed No Issue
25 | depositNFT write Passed No Issue
26 | withdrawNFT write Passed No Issue
27 | setNftController write access only Owner No Issue
28 | setNftBoostRate write access only Owner No Issue

This is a private and confidential document. No part of this document should
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DaoStaking.sol

Functions

Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 | renounceOwnership write access only Owner No Issue
5 | transferOwnership write access only Owner No Issue
6 transferOwnership internal Passed No Issue

7 | addReward write Function input Refer Audit
parameters lack of Findings

check

8 | approveRewardDistributor | external Function input Refer Audit

parameters lack of Findings
check

9 rewardPerToken internal Passed No Issue
10 | earned internal Passed No Issue
11 | lastTimeRewardApplicable read Passed No Issue
12 | rewardPerToken external Passed No Issue
13 | getRewardForDuration external Passed No Issue
14 | claimableRewards external Passed No Issue
15 | totalBalance external Passed No Issue
16 | unlockedBalance external Passed No Issue
17 | earnedBalances external Passed No Issue
18 | lockedBalances external Passed No Issue
19 | withdrawableBalance read Passed No Issue
20 | stake external Passed No Issue
21 | mint external Passed No Issue
22 | withdraw write Passed No Issue
23 | getReward write Passed No Issue

24 | emergencyWithdraw external Critical operation Refer Audit
lacks event log Findings

25 | withdrawExpiredLocks external Critical operation Refer Audit
lacks event log Findings
26 | notifyReward internal Passed No Issue
27 | notifyRewardAmount external Passed No Issue
28 | recoverERC20 external access only Owner No Issue
29 | updateReward modifier Passed No Issue
30 | receive external Passed No Issue
31 | setTeamWalletAddress external Passed No Issue
32 | setTeamRewardPercent external Passed No Issue

This is a private and confidential document. No part of this document should
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DaoZapMMSwap.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 | renounceOwnership write access only Owner No Issue
5 | transferOwnership write access only Owner No Issue
6 transferOwnership internal Passed No Issue
7 | zap external Passed No Issue
8 | receive external Passed No Issue
9 | swap internal access only Owner No Issue
10 | doSwapETH internal Passed No Issue
11 | approveToken internal Passed No Issue
12 | calculateSwaplnAmount internal Passed No Issue
13 [ addZap external access only Owner No Issue
14 | removeZap external access only Owner No Issue

NFTController.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 | renounceOwnership write access only Owner No Issue
5 | transferOwnership write access only Owner No Issue
6 transferOwnership internal Passed No Issue
7 | initialize write initializer No Issue
8 | getBoostRate external Passed No Issue
9 | setWhitelist external access only Owner No Issue
10 | setDefaultBoostRate external access only Owner No Issue
11 | setBoostRate external access only Owner No Issue

Fund.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 | renounceOwnership write access only Owner No Issue
5 | transferOwnership write access only Owner No Issue
6 transferOwnership internal Passed No Issue
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7 | nonReentrant modifier Passed No Issue
8 | initialize external initializer No Issue
9 | allocation read Passed No Issue
10 | vestingStart read Passed No Issue
11 [ vestingDuration read Passed No Issue
12 | currentBalance read Passed No Issue
13 | vestedBalance read Passed No Issue
14 | claimable read Passed No Issue
15 | transfer external access only Owner No Issue

DevFund.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | initialize external Passed No Issue
3 | allocation read Passed No Issue
4 | vestingStart read Passed No Issue
5 | vestingDuration read Passed No Issue
6 | currentBalance read Passed No Issue
7 | vestedBalance read Passed No Issue
8 | claimable read Passed No Issue
9 | transfer external access only Owner No Issue
10 | allocation write Passed No Issue
11 [ vestingStart write Passed No Issue
12 | vestingDuration write Passed No Issue

Reserve.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | initializer modifier Passed No Issue
3 | setRewarder external Passed No Issue
4 | setPool external access only Owner No Issue
5 | removePool external access only Owner No Issue
6 | transfer external Passed No Issue

EcosystemFund.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | initialize external Passed No Issue
3 | allocation read Passed No Issue

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




4 | vestingStart read Passed No Issue
5 | vestingDuration read Passed No Issue
6 | currentBalance read Passed No Issue
7 | vestedBalance read Passed No Issue
8 | claimable read Passed No Issue
9 |[transfer external access only Owner No Issue
10 | allocation write Passed No Issue
11 | vestingStart write Passed No Issue
12 | vestingDuration write Passed No Issue

MasterOracle.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 | renounceOwnership write access only Owner No Issue
5 | transferOwnership write access only Owner No Issue
6 transferOwnership internal Passed No Issue
7 | getXTokenPrice read Passed No Issue
8 | getYTokenPrice read Passed No Issue
9 | getXTokenTWAP read Passed No Issue
10 | getYTokenTWAP read Passed No Issue

UniswapPairOracle.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | setPeriod external access only Owner No Issue
3 | update external Passed No Issue
4 | twap external Passed No Issue
5 [ spot external Passed No Issue
6 | currentBlockTimestamp internal Passed No Issue
7 | currentCumulativePrices internal Passed No Issue

XToken.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | onlyMinter modifier Passed No Issue
3 | setMinter external access only Owner No Issue
4 | removeMinter external access only Owner No Issue
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[ 5 [ mint external | access only Minter | No Issue
YToken.sol
Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | burn write Passed No Issue
3 | burnFrom write Passed No Issue
AKIBA.sol
Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | OpenTrade external Passed No Issue
3 | includeToWhitelist write Passed No Issue
4 | excludeFromWhitlist write Passed No Issue
5 transfer write Passed No Issue
KAVAX.sol
Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | OpenTrade external Passed No Issue
3 | includeToWhitelist write Passed No Issue
4 | excludeFromWhitlist write Passed No Issue
5 transfer internal Passed No Issue
StratRecollateralize.sol
Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | recollateralize external access only Owner No Issue
3 | receive external Passed No Issue
StratReduceReservelLP.sol
Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
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2 | owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 | renounceOwnership write access only Owner No Issue
5 | transferOwnership write access only Owner No Issue
6 transferOwnership internal Passed No Issue
7 | reduceReserve external access only Owner No Issue
8 [swap internal Passed No Issue
DaoTreasury.sol
Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 | renounceOwnership write access only Owner No Issue
5 | transferOwnership write access only Owner No Issue
6 transferOwnership internal Passed No Issue
7 | balanceOf read Passed No Issue
8 | requestFund external Passed No Issue
9 [addStrategy external access only Owner No Issue
10 | removeStrategy external access only Owner No Issue
11 | allocateFee external access only Owner No Issue
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Severity Definitions

Description

Critical vulnerabilities are usually straightforward to exploit
and can lead to token loss etc.

High-level vulnerabilities are difficult to exploit; however,
they also have significant impact on smart contract
execution, e.g. public access to crucial

Medium-level vulnerabilities are important to fix;
however, they can’t lead to tokens lose

Low-level vulnerabilities are mostly related to outdated,
unused etc. code snippets, that can’t have significant
impact on execution

Lowest-level vulnerabilities, code style violations and info
statements can’t affect smart contract execution and can
be ignored.

This is a private and confidential document. No part of this document should
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Audit Findings

Critical Severity

No Critical severity vulnerabilities were found.

No High severity vulnerabilities were found.

Medium

No Medium severity vulnerabilities were found.

Low

(1) Critical operation lacks event log: DaoStaking.sol
Missing event log for:
1. withdrawExpiredLocks

2. emergencyWithdraw.
Resolution: Write an event log for listed events.

(2) Function input parameters lack of check: DaoStaking.sol
Variable validation is not performed in the functions below :
1. addReward

2. approveRewardDistributor.

Resolution: We advise to put validation like integer type variables should be greater than

0 and address type variables should not be address(0).

(3) Function access control lacks management: Pool.sol
The Treasury address is used to transfer fees. The treasury address can be set only once

but anyone can execute the setTreasury function.

This is a private and confidential document. No part of this document should
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Resolution: The owner has to make sure to set treasury before anyone sets it.
Status:

Very Low / Informational / Best practices:

(1) SPDX license identifier Missing: MockTreasury.sol

SPDX license identifier not provided in source file.

Resolution: We suggest adding an SPDX license identifier.

(2) HardCoded address: WethUtils.sol

IWETH public constant weth = IWETH (OxcB6cT7C0eFbdeR49B35E8714C5£59D95De05A225b); // WRAVR

These addresses have been set to static addresses and cannot be changed after

deploying.

Resolution: We suggest that the deployer should confirm before deploying contracts.
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Centralization

This smart contract has some functions which can be executed by the Admin (Owner)
only. If the admin wallet private key would be compromised, then it would create trouble.

Following are Admin functions:

Pool.sol

e toggle: Owner can turn on / off minting and redemption.

e setCollateralRatioOptions: Owner can configure variables related to Collateral
Ratio.

e toggleCollateralRatio: Owner can pause or unpause collateral ratio updates.

e setFees: Owner can set the protocol fees.

e setMinCollateralRatio: Owner can set the minimum Collateral Ratio.

e reduceExcessCollateral: Owner can transfer the excess balance of WETH to
FeeReserve.

e setSwapStrategy: Owner can set the address of Swapper utils.

e setOracle: Owner can set new oracle address.

e setYTokenSlippage: Owner can set yTokenSlipage.

SwapStrategyPOL.sol
e cleanDust: Owner can clean dust.

e changeSlippage: Owner can change slippage value.

DaoChef.sol
e add: Owner can add a new LP to the pool.
e set: Owner can update the given pool's reward allocation point and "IRewarder’
contract
e setRewardPerSecond: Owner can set the reward per second to be distributed.
e setRewardMinter: Owner can set the address of rewardMinter.
e depositNFT: Owner can check if User does not have the specified NFT.
e setNftController: Owner can set Nft Controller address.

o setNftBoostRate: Owner can set Nft Boost Rate.
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DaoStaking.sol
e addReward: Owner can add a new reward token to be distributed to stakers.
e approveRewardDistributor: Owner can modify approval for an address to call
notifyRewardAmount.
e recoverERC20: Owner can be added to support recovering LP Rewards from other
systems such as BAL to be distributed to holders.
e setTeamWalletAddress: Owner can set team wallet address.

e setTeamRewardPercent: Owner can set team reward percentage.

DaoZapMMSwap.sol
e addZap: Owner can add new zap configuration.

e removeZap: Owner can Deactivate a Zap configuration.

NFTController.sol
e setWhitelist: Owner can set whitelist addresses.
e setDefaultBoostRate: Owner can set default BoostRate value 1%.

e setBoostRate: Owner can set BoostRate value 1%.

Fund.sol

e transfer: Owner can transfer amounts.

Reserve.sol
e setPool: Owner can set pool address.

e removePool: Owner can remove pool address.

UniswapPairOracle.sol

e setPeriod: Owner can set the period.

XToken.sol
e setMinter: Owner can set minter address for XToken.

e removeMinter: Owner can remove minter address from XToken.
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AKIBA.sol
e OpenTrade: Owner can set openTrading true status.
e includeToWhitelist: Owner can include address to Whitelist.

e excludeFromWhitlist: Owner can exclude address from Whitelist.

KAVAX.sol
e OpenTrade: Owner can set openTrading true status.
e includeToWhitelist: Owner can include address to Whitelist.

e excludeFromWhitlist: Owner can exclude address from Whitelist.

DaoTreasury.sol
e addStrategy: Owner can add new strategy.
e removeStrategy: Owner can remove the current strategy.

e allocateFee: Owner can allocate protocol's fee to stakers.

StratRecollateralize.sol

e recollateralize: Owner can recollateralize the minting pool.

StratReduceReservelLP.sol

e reduceReserve: Owner can remove liquidity, buy back YToken and burn.

To make the smart contract 100% decentralized, we suggest renouncing ownership in the

airdrop smart contract once its function is completed.
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Conclusion

We were given a contract code in the form of files. And we have used all possible tests
based on given objects as files. We had observed some low severity issues in the smart
contracts and they were resolved in the revised smart contract code. So, the smart

contracts are ready for the mainnet deployment.

Since possible test cases can be unlimited for such smart contracts protocol, we provide
no such guarantee of future outcomes. We have used all the latest static tools and manual

observations to cover maximum possible test cases to scan everything.

Smart contracts within the scope were manually reviewed and analyzed with static
analysis tools. Smart Contract’s high-level description of functionality was presented in the

As-is overview section of the report.

Audit report contains all found security vulnerabilities and other issues in the reviewed

code.

Security state of the reviewed contract, based on standard audit procedure scope, is

“Secured”.
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Our Methodology

We like to work with a transparent process and make our reviews a collaborative effort.
The goals of our security audits are to improve the quality of systems we review and aim
for sufficient remediation to help protect users. The following is the methodology we use in

our security audit process.

Manual Code Review:

In manually reviewing all of the code, we look for any potential issues with code logic, error
handling, protocol and header parsing, cryptographic errors, and random number
generators. We also watch for areas where more defensive programming could reduce the
risk of future mistakes and speed up future audits. Although our primary focus is on the
in-scope code, we examine dependency code and behavior when it is relevant to a

particular line of investigation.

Vulnerability Analysis:

Our audit techniques included manual code analysis, user interface interaction, and
whitebox penetration testing. We look at the project's web site to get a high level
understanding of what functionality the software under review provides. We then meet with
the developers to gain an appreciation of their vision of the software. We install and use
the relevant software, exploring the user interactions and roles. While we do this, we
brainstorm threat models and attack surfaces. We read design documentation, review
other audit results, search for similar projects, examine source code dependencies, skim

open issue tickets, and generally investigate details other than the implementation.
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Documenting Results:

We follow a conservative, transparent process for analyzing potential security
vulnerabilities and seeing them through successful remediation. Whenever a potential
issue is discovered, we immediately create an Issue entry for it in this document, even
though we have not yet verified the feasibility and impact of the issue. This process is
conservative because we document our suspicions early even if they are later shown to
not represent exploitable vulnerabilities. We generally follow a process of first documenting
the suspicion with unresolved questions, then confirming the issue through code analysis,
live experimentation, or automated tests. Code analysis is the most tentative, and we
strive to provide test code, log captures, or screenshots demonstrating our confirmation.

After this we analyze the feasibility of an attack in a live system.

Suggested Solutions:

We search for immediate mitigations that live deployments can take, and finally we
suggest the requirements for remediation engineering for future releases. The mitigation
and remediation recommendations should be scrutinized by the developers and
deployment engineers, and successful mitigation and remediation is an ongoing

collaborative process after we deliver our report, and before the details are made pubilic.
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Disclaimers

EtherAuthority.io Disclaimer

EtherAuthority team has analyzed this smart contract in accordance with the best industry
practices at the date of this report, in relation to: cybersecurity vulnerabilities and issues in
smart contract source code, the details of which are disclosed in this report, (Source
Code); the Source Code compilation, deployment and functionality (performing the
intended functions).

Due to the fact that the total number of test cases are unlimited, the audit makes no
statements or warranties on security of the code. It also cannot be considered as a
sufficient assessment regarding the utility and safety of the code, bugfree status or any
other statements of the contract. While we have done our best in conducting the analysis
and producing this report, it is important to note that you should not rely on this report only.
We also suggest conducting a bug bounty program to confirm the high level of security of
this smart contract.

Technical Disclaimer

Smart contracts are deployed and executed on the blockchain platform. The platform, its
programming language, and other software related to the smart contract can have their
own vulnerabilities that can lead to hacks. Thus, the audit can’t guarantee explicit security
of the audited smart contracts.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io



Appendix

Code Flow Diagram - Akiba Finance
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DaoChef Diagram
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:for address
Wi
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@ Address
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@ CQowner()
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< QuisContract()

< sendValue()

< functionCall()
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& O functionStaticCall)
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& O,_msgSender()
< O, msgDatal)
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DaoZapMMSwap Diagram
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MasterOracle Diagram

@ MasterQracle

Ownable
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Context

O address _owner

@ _ constructor__()
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@ renouncelwnership()
@ transferOwnershipl)
< _transferOwnership()

!
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2 0,_megSender()
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UniswapPairOracle Diagram
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XToken Diagram
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YToken Diagram
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DevFund Diagram
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EcosystemFund Diagram
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AKIBA Diagram
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@ Address

< QisContract()

< sendValuel)

< functionCall()

2 functionCallWith'alue()
& G functionStaticCall)
< functionDelegateCall()
< QuerifyCallResultt()

NFTController Diagram

@ NFTController

INFT Controller
Ownable
Initializable

2 address==hbool isWhitelistedMFT
O address==uint256 defautBoostRate
O address==mapping Uint256==Uir256 hoostRate

@ _ constructor__()
@ initializel)

@ O getBoostRate()

O setWhitelist()

@ setDefaultBoostRate()
@ setBoostRate()

.

@ INFTControlier

@ O getBoostRate()
@ QisWhitelistedMFT()

@ Initializable

] @ Ownable

O uint3 _initialized
O kool _initializing

Context

O address _owner

< _disableinitializers()
4 getinttializedersion()
o 0 jsinitializing()

@ _ constructor__ ()
< initOwner)

@ Sowner()

@ renounceCwnershipl)
2 transferOwnership()

!

@ t;untext

o 4_megSender()
< 0,_msgDatal)
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KAVAX Diagram
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DaoTreasury Diagram

@ {DaoStaking

(@ ierczo

@ addReward()
@ mirt()
@ notifyRewardAmount()

@ CQtotalSupply()
@ Qhalancedf()
@ transfer()
@ Qallowance()
@ approvel)
@ transferFromi)

@ DaoTreasury

Ownable

NSafeERC20 for IERC2Q
inAddress for address

O address==hool strategies
O address strategiesArray

© IDacStaking staking

@ _ constructor__{)
@ QhalanceOf()

@ reguestFund()

@ addStrategy()

@ removeStrategy()

@ allocateFes()

!
|
for IERC20

Vi

y
@ SafeERC20

] @ Cwnahle

nAddress for address

| for address

< safeTransfer()

< safeTransferFrom()

< safelpprove()

< safelncreasedllowance()
< safeDecreasefllowance()
B _calOptionalReturn()

Context

O address _owner

£

<]

,
&
¢
f

! for address

s |
|
® Address

< QisContract()

< sendValue()
 functionCall])

< functionCall\Vith aluel)
G functionStaticCall()
 functionDelegateCall()
& QuverifyCallResult()

@ _ constructor__()
@ Qowner()

@ renouncelwnershipl)
@ transferOwnership()
< _transferOwnership()

@ l:;.nntexi

< 8,_msgSender()
& 0,_msgDatal)
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StratRecollateralize Diagram
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Slither Results Log

Slither log >> Pool.sol

Slither log >> DaoChef.sol
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Slither log >> DaoStaking.sol

Slither log >> DaoZapMMSwap.sol
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Slither log >> Fund.sol

s [erkmr b

Slither log >> MasterOracle.sol

mtarbore

h ™ detectorsi, 11
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Slither log >> UniswapPairOracle.sol

Slither log >> YToken.sol
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Slither log >> StratRecollateralize.sol

var 5t ratReduceReservelF . sol anslyzed | 11 contracts with 75 detectors], 34 7

Slither log >> NFTController.sol

Slither log >> DevFund.sol
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Slither log >> EcosystemFund.sol

Slither log >> Reserve.sol

Slither log >> AKIBA.sol
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Slither log >> KAVAX.sol

Slither log >> DaoTreasury.sol
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Solidity Static Analysis

Check-effects-interaction:

talvictation of Checks-Effects-Interaction pattern im PoolrefreshCollateralRatio(): Coeld potemally lead

Meote: Modibers are current by ot consiie

Block tmestamp:
Lise of "hlock Simestamp™ "block timestamp” can be influenced by miners to & cartain de res Thiaf means

miner Can - chemoes” the block bimestamp, to a certain degeres, to change the cutoome of 4 transactsanin t

i
e acE,

Gas costs:
s requirement of function Pool.refreshCaliatersiRatio s mfinita: 1T 4 15 requirement of & functon ishighar
the block gas Gty 1T cannot be executad. Fiesse pvold Lo0ps in yolr Tenclons ar ciens that mesly Langs

:""'E“' Hhie includas elaan 168 OF CXPng Arr=ys in ||

Constant/View/Pure functions:
PoaltransferTo Treasurviuind? 56 - Potertially should be constant visapura butisn

currently nof consadered by thes sTathe snalyss.

Similar variable names:

lechl) : Vanabiles hawve ver namas "_sendXToken® and "_sandY Token". Note: Modshers are

Guard conditions:

i i g i i 8
dASSEr LR Ol Fever Bl e Bl = FadlSE, KL - &y circumatance fapart from & Bug i oseun cods . B Wl

g Extemal oomponint
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SwapStrategyPOL.sol

Securiby

Check-effects-interaction:
Patential wslation of Chedks-Effects-Interaction patkern in
-.'.l_.:._"'-lr|'|....'|._-i CH addl Ewuidis it ZRE umi 256 unt2 56N Could potentizily lead to re-antrancy wwlnerabiliby

Moba; Modifiers are curmently not considered by this static analysis

12 BE

(335 costs;

1585 requiremment of function SwapStrateqyPOL chang
Fuephver than the Block gas limik; it canmot be executed. Pe
medify Llaege areas of storage (this includes clearing or copyng arrays in storage|

Constant/View/Pure functions:
cleanDust]) ¢ Potentialty should ba constantiviewipure but is not

CEITEmtlYy ot considerad by this static analysis

Similar variabhle names:

SwapStalegy-L add andin (i e ent 256 nint AR EY ¢ Wi va very srmikar rames ' amounbA” and

todifiers are ourrently mot considered by this static analysis

Guard conditions:

Lise "assertix)® if vou never avar want ¥ to-he false, not in any drcumstance (apart from 3 bug invo

"require(x)" if x can be false, due to aq. mvald ingut or a fading extarnal component

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




Timelock.sol
Security
Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in
Timelock executeTransaction(addrass, uint2 56, string, bytes uint256): Could potentially lead to re-
enirancy vulnerability.

Pos: 86:4:

Gas & Economy

Gas costs:

Gas requirement of function Timelock queueTransaction is infinite: If the gas requirement of a function is
higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or actions
that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 54:4:

Miscellaneous

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any crcumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due 1o e.g. invalid input or a failing external component

Pos: 112-8:

DaoChef.sol

Check-effects-interaction:

Fobential viclatian of Checks-Eects-literaction patieri i
DacChetwithdrawhFT [uint2 56 uint256) Could potentially bead o re-entrancy’
vulnerability. Mota: Modifiers are currently not considered by this static analysis.

Block timestamp:

Use of "block timestamp™: "block timestamp” can be influenced by miners to a certain
degree. That means that a miner can "choose" the block timestamp, to a certain

degree, to change the outcome of a transaction in the mined block.

maore

Pos: 274:72:
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Gas & Economy

Gas costs:

Gas requirement of function DaoChef getSlots is infinite: If the gas requirement of a
function is higher than the block gas Limit, it cannot be executed. Please avoid loops
in your functions or actions that modify large areas of storage (this includes clearing
or copying arrays in storage)

Pos: 325:4:

Miscellaneous

Guard conditions:

Use "assert(x])" if you never ever want x to be false, not in any circumstance (apart
from a bug in your code). Use "require(x)" if x can be false, due to e.g. invalid input or
a failing external component.

more

Pos: 394:8:

DaoStaking.sol

Check-effects-interaction:
Potenmal vicdation of Checks-Effects-Interaction pattern m DlacStaking geteward(): Could
potentally lead to re-antrancy yulnerabdlity. Mote, ModiThers arg currently not considerad by this

static analysis

Gas costs:

Gas reguirement of function DaoStakng withdrawableBalancs = mhnite If the gas requirement

functicns or aetons thst modify Lange areas of storage [this ncludes desring of copying arrays in
torags)

Fioess A48

This is a private and confidential document. No part of this document should
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Delete dynamic array:

"delete™ operaticn when applied o a dynamically sized array in Solidity generates code to
delete each of the elaments contamead I the aray i1s lerge. thas operatton can sumass the block
gas Lt and rase an Q005G exceplion Also nested dynamically sized abyects can prodide The
EdITIiE MEsULLE

mMare

o

DaoZapMMSwap.sol

SECUrIY

C heck-affects-interaction:
Fotential viclation of Checks-ErTacts- interactan patter in Lnessswady dHair _mintras{imt 1]
Could patentially lead o ra-antramsy vulnss ity Mot Modihers are currantly not consi

sy [ &

Pos: 93534

Block timestamp:

e of "Black msesiamip Thlehk mestamp’ can B influenosd by munars 10 5 oartain doidras, [hal

LIt

that 3 minercan “choose” the Hockbmestamp, to a certamn degree, to changs the cotcome of a transacton

nine rrmed ARG

Gas costs:

a5 reguirament of function DaoZapMMSeapaddZap iS5 infirte. T the gas reguiremeant of a
funchion s highet than the block gas bmit, it canmot be esecuted. Please avoid loops inyour
funchions or actions that modify large areas of skarage (this includes clearing or copying arrays in

ik
O age)|

Miscellaneous
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Constant/View/Pure functions:

WethLtils transferladdress uint256) - Potentially should be constantiviesspure but is not. Mots

Moginers are ourrently nol congsidered by this slabc analysis

Guard conditions:

Lise '-'|f.f-l'-FT=::‘-Z.I' T wou never ever want » to be false, not in any crcumstance | Spart fmom 8 big in

wour code). Lise “reguirex) oy can be lalse, due o g invalid input of 8 failling externa
ComMponent

Fos: 196 H

MasterOracle.sol

CLLEITIY

Gas costs:;

Gas reguirement of funchon MasterOmcle get TokenPrire 5o mbnde If the gas requiremeant
furrcteoomn & afver then the Dok gas Lt i camnot be axeouled. Please auiid Woops in your
functions or achons that modfy large area crage (thes includes dearing or copying arrays i
storage)

s b4

cellaneous

Constant™Vieaw/Pure functions:

IFamracie updiata]) - FPotentially should be oonstamtivew/purs But 15 rot, Mote: Mod) hess

cusrantly not conssdered by this static analyss

Similar vanable names:

MasterOrade. (address address_address, address) - Vanables have wery similar rames
"oracies loken” and ToracleY [oken”. NMoter Modihars are currently not corEsdensd By this stakic

N5 E,

Guard conditions:

sl T sal fever sver want ¥ bo be false, net in any creurmistancs (3part froam 2 bug in

vk code), Llse "reguerelx}" if x can ba false, dues to eg mvabid input or 3 failng external
".:.':ll:.ll:”":'l-..

Fos Y
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UniswapPairOracle.sol

Elock timestamp:

Lize of "block tmestamp™; "block hmestamp® can be mfuenced by miners to a certain degres, That
2ans hat 3 miner can "choose” the block.amestamp, [ & certan dagras, 1o change tha auteome

3 transaction in the mined block

(Gas costs:

as requirement of function Uniswapy' 2Hairsync s infimitel T the gas requiremeant of a function |5
highes than the black gas Limit, it cannot e axocutod. Ploace awdid Loops (0 your functions o

T s =L
L e

actions tal madiy [arge aneas of storage [Lhis i

: clesring oF copying arays in stordge|
Hos; Bt

Gas costs:

Gae requirement of function UniswapPalirOrace pair is

nifirite:
Faciheer than the block fpas urmt, it

s the gas reguirement of a functiog
cannot he executed Please ayvoad Lo s

aress of storage (this includsas clearing oF copying arrsy:

vicrLi Fnetiods o
detions that modify large

N Srdge|
Pas: 10034

i

ERC20:

ERC20 contract's "decimals” functon shoukd have "uintB® a8 pelurn Ty e

Miscellaneous

Constant/View/Pure functions:

IERC20 trans ferfaddrass wmnt2568) @ Potentially should be constantbiesdipure bt s not. Mobs
Modihers are currently not considered by thas =

abic anabysis

Constant/View/Pure functions:

UniswapHalrlracle currentlumulatverrices{ad diess) @ s constant but potentally should nat be
Mote: Modiers are currently not concidered by thes stabic analysis
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Similar variable names:

UmiswapVd Pair.swapiuint 258,umi2 b6 address bytes) ; Varables have very similar names

Ry

reservel” and ™ _reservel”, Note: Modifiers are curmantly not considered by this static analysis,

Guard conditions:

Llse "assartix)™ if wou nevar ever want x to be false, not n any crcumstance [apart from & bueg in
virur codel, Use "reguire(=)® f x can be false, dus to a.g, invalid inpurt or a faling sxterna
COmyRnreni

T

& L
r-u-.. LM e

XToken.sol

I:_ as ':-'_r_ I‘ COnomy

Gas costs:

Lzas requirement of function ERL AU decreaseAdlowance s imhinike IF the gas reguirement of a

function is higher than the block gas limit, it cannat be executed. Please avoid loops in your

funclions or achons that madidy large areas of storage (bhes mcludss cleanng or copying armays n

sEarRge]

Has: i34

Constant/ViewPure functions:

aftarTokenTransferaddress. address.aink 2 56) @ Potentiallv should be constantivawipurs

100 Mobe: Modiiers ane ourrénthy not considered by thes Stabc analysis

Similar vanable names:

ERC20Burmable burnFrom (address uint 256 - Varables have very similar names "acoount™ and
‘amount”, Mote: Modihers are currently not considered by this static analysis

i e
Pos: 480:23

Guard conditions:;
Lisa "assertlx]” if vou never ever wani x to be false, not inany croumstance [apart from a bug in
your code). Use “regumelx]” it x can be fals=, due to e.g. imvald mput or = tallng external

companent,

Hos: Blie:
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YToken.sol

S ECOMommY

Gas costs:

aas regurement of funchion SRECAUdecreasabllowance s inhnite: It the gas reguirement o
function is hagher than the block oas Imit, it canmot be executed, Pleass avaid loops inwoor
funchons or 2chons that modity large areas of storage (this includes di=anng or copying arrays in

STorage|

Constant/View/Pure functions:

EHL 2L arter loken ranstenjaddress.address,umt b} : Pobentally should be constantivewpune
bt is not.
K| =]

r.-\.r AT -

Similar variable names:

ERC 2DBumable burnFrom (address uint 256 - Varables have very similar names "account” and
"amaunt

Post ARBCEZ S

Guard conditions:

Uoe Tassertx]" if wou never ever want ¥ to be false, not in any circumstance {apart from & bug in
yourcode). Use “requira{x)” il = -can be false, due to egoinvalid npet or & Faitng external

component

Pos: 409:12:

StratRecollateralize.sol

Check-effects-interaction:

Potential wiolation of Checks-cffect=-Interaction pattern in
StratRecol lateralize.recol lateralizeiuintd 56): Could potentially lead to re-sntramcy wulne rabal ity

Mote: Modiers are currently not considered by thes stabic analysss
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Gas & Economy

Gas costs:
Gas requrerment of funchion StatRecollateéralize pool is infinrte: If the gas requirement of a function
15 hegher than the block gas Lmit, it cannot be executed. Pleass avoid loops in your funchons o

actions that modify large areas of storage (this includes clegring or copymng arrays i storaoe)

=
Pog: 485:4;

Miscellaneous

Guard conditions:

Fyou never ever wwant € to be false, not in any corcomstancos |apact from a bug in

s UrEguirels] " i can b Talse, dluoes To e, il f T oF & tailineg extapral

StratReduceReservelLP.sol

Block timestamp:

Liza of "block fimestamp™ "black bmestamp® can be influenced by miners to & certain degree. That
mearns that 3 mmer can "choose” the block mestamp, to a cerfam degres, to change the outcome
of & transaction in the mined block,

i

<

Fo= &

Laas o Economy

Gas costs:

Gas reguirement of functon StratBeduceRe servel PraduceReserve is infinite: |f the gas
reguirement of & Tunction & hagher thao the block gas Bmit, 8 cannat be executed. Please oo
loaps in your functions or sctions that modily large areas of storage this includes clearing ar

g arraysin storags)

Guard conditions:

Lisa "assert|x]™ if vou never everswant x 1o be false, notin any dreumstancs (apart from.a bug in
your code). Use "reguare(=)" 1if £ can bs talse. due to eg. mvald input or 2 fzilmg edternal
component

1

Fos: 646:3:;
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NFTController.sol.sol

(Gas & Economy

Gas costs:

Gas requirement aof function MFTController getBocstRate is infinites I the gas requirement of a
function is higher than the bladk gas limit, # cannot be executed. Please avoid loops inoyour
Muncheans or actons that mocdy large areas of storage (ths meludes cleanng or CoORying amays in
Staracge)

Pos, 55:4:

TEAES 25
rMiscellaneous

Similar variable names:
MFTControtler getBoostRate (address uint2 56} - Vanables have very similar names "token® and
Tokenlsl” Molte Modhiners are currently ol comsioersd Dy this stabic analys)

Pos: 56:30:

Guard conditions:

Llge “asstriiag i yroun never ever wanl & to be Talse, nok inany circumistance (apart from a bucg in
yourcode]. Use "requira(x])” i x can be false, due toe.g. imealid mput or 3 failing external

COmponEnT

DevFund.sol

SecuUnty

Block timestamp:
L1se of "Diock timestany ‘Block Dimestame” can e inllusnced by miners Lo 4 Certain deqgres
That means that a mineér can "choose” the block timestamp, Lo 4 certain degres, Lo change the

outcome of a ransaction in the mined block

Gas costs:

3% requirerment ol Tuncion Leviewnd ranster Sominme: 1T the gas requirermsent of & Tunciiin i

Magher than the block Gas limdk, IE cannot be executed. Please avold Loaps i ywour Tunctions of
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Guard conditions:

Lhse "assertix)” (F you never ever wani X 1o be false, not in &y arcumstance (apart lromea bug in
your code]. Use “reqguarz{x)” if x an be false. dee to 2.9 mvalid imput or a failing external

component

EcosystemFund.sol

Security

Block timestamp:

Use of "blocktimestamp”: "blockmestamp” can be mfluenced by miners o certamn degres
That means that a miner can "choose” the block imestamp, to a8 certain degres, to change the

ot Ciime of a transacto in the rmned Block

Gas & Ecaonomy

Gas costs:

Gas requirement of funchon EcasystemPund owrentBalance is infinite: If the gas requirement of &
function is higher than the block gas imit. it cannat be executed. Pleass avoid I00ps in your

lunchions or aoEons that modiiy large arehs of storage (Uhes ncludes clearing oF SOpaant armrays in

Guard conditions:

LIEE '-J_-“_-L'r'.':H.I if you never ever want x to be false, not in any orcumstance (apart from a oug-n

your code). Use "require(x)’’ if £ can be false. dueto e g invalid input or a Tailing external

companant

Data truncated:

15100 of iInteger valipes yvields an integer value agan hak means eq. 107 100 = O mstead ol

sinee The resalt i\ an integer agamn | hss oes nal hoda tor division of (amly) liferal valiies simos

those yield rauonal constants.

- .
44-15
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Fund.sol

Block timestamp:

Use of "Block Smestamp™ "block timestamp” can be infiuenced by miners 1o & certain degree, That
means that 4 miner can "choose” the blocktimestamp, (o a certain degree, to change the outcame

of a transactan in the mined block,

Guard conditions:

Lige "aasartin)" if Wi never ever wiar o be false, notin any circusnmstance [apart from
o codel, Use "requirelx)” if x can be false, due to a.g. imdalid input or 2 failing external
omponent

Lz bl ls-

Data truncated:

Uinesson of integer values yrelds an integer valus againe hat means eg. 10 WK = § mstead of 0]
cinca the rasult is an integer again. This dees not hold for division of fonby) Uteral values since thode
weld rabional constants,

Yoo Bl A A

Reserve.sol
- & Frean: STV

Gas costs:

Gas requirement of funcbhon Reserve transter 1 mfinte i the gas requirement of 8 functon 1=
hgher thinn thie block gas bmit, it cannot be roscuted. Pleases avosd loops moyour funchonis ar
actinns that modity Large areas of storage [this incliskss cleammnng oF Coying anrdys @ Storae)

Fo= 454

"-"II ANEeouUs

Constant/View/Pure functions:
Reserve ransferaddress mrt 256) - Potenbially should be comnstantviewioure but is not. Mole
Modmers are currently not Cconsicerad |.'.'|' this static analysis

Fos 4504
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Guard conditions:

Ll “angertix)” i iU never sver wiant o o De Talse, ot i amg arcurnstance fapart from a biug in
your code]. Use “reguirals)” if x can be false, due to e.g. mvalid input or a f=iling exiernal
COmMpoment

AKIBA.sol
Miscelianeous
Constant/View/Pure functions:

AKIRL, transfer(address address uint256) © Potentially should be constantviswipurs but s mot

Guard conditions:

Lise "asserti=)” if you never ever wank x to be false, not inany croumstance {apart from a bug m
your oode). Use "require{x]” it x can be false; due to 2.g imvalsd mpwt or a8 failing external

component

Guard conditions:

Lisze "assertlz]" if you never ever want = to be false. not inany croumstance (apart from &8 bug in
paur coede), Llge Creauredd iF X can be Talse, due to-eq o invald input-or 8 failing exterma
companernt

Hos. b4 B

KAVAX.sol

Gas & Economy

Gas costs:

fE requiremiesnt of Turelidr EAVEN rmant 1 infinie IF the gas recquirament af a Tunchom s g hes
than the block gas imib it cannol be execuled. Please avoid loops in your fundicns or acbions
that modify large areas of storage (this includes clearing or copying arrays in starage)

Fos: alkd:
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iscellaneous

Constant™vView/Pure functions:

Eaxax transteriaddress addressunt256) - Potentially should be constantivew/pure but 15 not

Mole Modhers are curmently not consdenad by This sEETIC analysis

Guard conditions:

Use "assert{=]" i you never ever want 2 to be false, not inany arcumstance {apart from 2 bug in
your code]. Use "reqguire(x)” if x can be false, due to eg mwalid input or a fEiling external
component

[rare

Pos: 20:8:

DaoTreasury.sol

! r L
STy

Check-effects-interaction:
Hatential vinlabion ol Chscks-Hrects- |interacthion pattern in

CroTreasurny allocateFealaddressuint256 ). Could potentally lead to re-entrancy vulmerability.
Mote: Maodifiers are currentty not considered by this static analysis

Gas costs:

Gas requirement of function DaoTreasury balancaOf 15 infinite: If the gas requirement of a
function is higher than tha block gas (imit, it cannot be executed. Please avoid loops in your
Tunctions or actions That mogily Larme areas of storace ([Lhs sncludes cleanmnd oF COHEing armays in

slorage]

Pos 324

For loop over dynamic array:

Loops that do not have a fixed number of iterations, for example, loops that depend on Siorage
walues, have 1o be u=ed carstully De o the block gas londt, transachions. can only oonsume a
certaln amount of gas. | he number of meratsons 02 loop can grow’ beyond the block gas lmit
Wk Can cause the complete contract o be stalted &t a cercaen point Acdrizonally, usimg
iterme at

unbaundad loops fours in a ot of avoidable gas costs. Carafully test how many

mEAET T von can pass to such functions to make it successiul
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Miscellaneous

Constant/View/Pure functions:

iew/pure but is not

Guard conditions:
Lise “asseri{x)” I you never ever want X 1o be Talse, not inany carcumstance (apart tngm a B i

@ . ivalid input o a Tailling extamal
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Solhint Linter

Pool.sol

Pool.sol:3:1: Error: Compiler version 0.8.4 does not satisfy the r
¢ Y

semver requirement
Pool.so0l:19:1: Error: Contract has 24 states declarations but allowed
no more than 15
Pool.sol:77:5: Error: Explicitly mark visibility in function (Set
ignoreConstructors to true if using solidity >=0.7.0)
:198:17: Error: Avoid to make time-based decisions in your
logic
:220:34: Error: Avoid to make time-based decisions in your
logic

Error: Compililer version 0.8.4 does not
mver requirement

SwapStrategyPOL.s0l:28:5: Error: Explicitly mark visibility in
function (Set ignoreConstructors to true if using solidity >=0.7.0)
SwapStrategyPOL.sol :9: Error: Variable name must be in mixedCase
SwapStrategyPOL.sol Variable name must be in mixedCase
SwapStrategyPOL.sol:74:36: : Variable " reserveIn" is unused
SwapStrategyPOL.sol ¢ riable " tokenIn" is unused
SwapStrategyPOL. 1
SwapStrategyPOL.sol
in your business logic
SwapStrategyPOL.s0l:109:17: Error: Avoid to make time-based decisions
in your business logic

Va
Variable "R" is unused
Avoid to make time-based decisions

Timelock.sol

Timelock.sol:3:1: Error: Compiler version 0.8.4 does not satisfy the
r semver requirement

Timelock.so0l:23:5: Error: Explicitly mark visibility in function
ignoreConstructors to true if using solidity >=0.7.0)

Timelock.sol:111:51: Error: Avoid using low level calls.
Timelock.s0l:120:16: Error: Avoid to make time-based decisions in
your business logic
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DaoChef.sol

DaoChef.sol:3:1: Error: Compiler version 0.8.4 does not satisfy the r
semver requirement

DaoChef.s0l:70:13: Error: Avoid to make time-based decisions in your

business logic

DaoChef.so0l:71:28: Error: Avoid to make time-based decisions in your

business logic

DaoChef.s0l1:83:13: Error: Avoid to make time-based decisions in your

business logic

DaoChef.s0l:86:32: Error: Avoid to make time-based decisions in your

business logic

DaoChef.s0l1:90:35: Error: Avoid to make time-based decisions in your

business logic

DaoChef.s0l:274:73: Error: Avoid to make time-based decisions in your
business logic

DaoStaking.sol

DaoStaking.sol:3:1: Error: Compiler version 0.8.4 does not satisfy
the r semver requirement

DaoStaking.sol:15:1: Error: Contract has 16 states declarations but
allowed no more than 15

DaoStaking.so0l:48:29: Error: Constant name must be in capitalized
SNAKE CASE

DaoStaking.so0l:51:29: Error: Constant name must be in capitalized
SNAKE CASE

DaoStaking.so0l:54:29: Error: Constant name must be in capitalized
SNAKE CASE

DaoStaking.so0l:81:5: Error: Explicitly mark visibility in function
(Set ignoreConstructors to true if using solidity >=0.7.0)

DaoZapMMSwap.sol

DaoZapMMSwap.sol:3:1: Error: Compiler version 0.8.4 does not satisfy
the r semver requirement

DaoZapMMSwap.s0l1l:35:5: Error: Explicitly mark visibility in function
(Set ignoreConstructors to true if using solidity >=0.7.0)
DaoZapMMSwap.s0l1:80:13: Error: Avoid to make time-based decisions in
your business logic

DaoZapMMSwap.so0l:102:32: Error: Code contains empty blocks
DaoZapMMSwap.sol:144:95: Error: Avoid to make time-based decisions in
your business logic

DaoZapMMSwap.s0l:169:9: Error: Variable name must be in mixedCase
DaoZapMMSwap.sol:170:9: Error: Variable name must be in mixedCase
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NFTController.sol

NFTController.sol:3:1: Error: Compiler version 0.8.4 does not satisfy
the r semver requirement

NFTController.sol:14:5: Error: Explicitly mark visibility in function
(Set ignoreConstructors to true if using solidity >=0.7.0)

NFTController.sol:14:20: Error: Code contains empty blocks
NFTController.sol:48:5: Error: Explicitly mark visibility in function
(Set ignoreConstructors to true if using solidity >=0.7.0)
NFTController.sol:48:19: Error: Code contains empty blocks

DevFund.sol

DevFund.sol:3:1: Error: Compiler version 0.8.4 does not
semver requirement

EcosystemFund.sol

EcosystemFund.sol:3:1: Error: Compiler version 0.8.4 does not satisfy
the r semver uirement

Reserve.sol

Reserve.sol:3:1: Error: Compiler version 0.8.4 does not satisfy the r
semver requirement

Fund.sol

LI |

Fund.so0l:350:18: Error: , : missing

MasterOracle.sol

MasterOracle.sol:3:1: Error: Compiler version 0.8.4 does not satisfy
the r semver lequllement
MasterOracle.sol:31:5: Error: Explicitly mark visibility in function
' to true if using solidity >=0.7.0)

cl 90 5: Error: Explicitly mark visibility in function
1gn019Const ructors to true if using solidity >=0.7.0)

—

n

(
M
(

® »n O

n Q_)
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UniswapPairOracle.sol

L

UniswapPairOracle. : ):18: Error: Parse error: missing
UniswapPairOracle. g :18: Error: Parse error: missing ';
UniswapPairOracle. 1632 : Error: Parse error: missing

L
UniswapPairOracle.: : : : Error: Parse error: missing
UniswapPairOracle.: : 2:18: Error: Parse error: missing

XToken.sol

XToken.
XToken.
XToken.
XToken.

Error: Parse error: missing
Error: Parse error: missing
Error: Parse error: missing
Error: Parse error: missing

N P = -
O 00 O

N

YToken.sol

Error: Parse error: missing
Error: Parse error: missing
Error: Parse error: missing
Error: Parse error: missing

AKIBA.sol

AKIBA.sol:3:1: Error: Compiler version 0.8.4 does not satisfy the r
semver requirement

AKIBA.so0l:14:5: Error: Explicitly mark visibility in function (Set
ignoreConstructors to true if using solidity .7.0)
AKIBA.s0l1:29:5: Error: Function name must be in mixedCase

KAVAX.sol

KAVAX.so0l:3:1: Error: Compiler version 0.8.4 does not satisfy the r
semver requirement

KAVAX.so0l:14:5: Error: Explicitly mark visibility in function (Set
ignoreConstructors to true if using solidity >=0.7.0)
KAVAX.s0l:19:5: Error: Function name must be in mixedCase

StratRecollateralize.sol

StratRecollateralize.so0l:360:18: Error: Parse error: missing ';
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V{'

StratReduceReservelLP.sol

StratReduceReservelP.s0l1:489:18: Error: Parse error: missing ';' at
L |
{

DaoTreasury.sol

DaoTreasury.sol:3:1: Error: Compiler version 0.8.4 does not satisfy
the r semver requirement

) 2

DaoTreasury.sol:23:5: Error: Explicitly mark visibility in function
(Set ignoreConstructors to true if using solidity >=0.7.0)

Software analysis result:
These software reported many false positive results and some are informational issues.

So, those issues can be safely ignored.
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