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Introduction

EtherAuthority was contracted by the AstroBirdz team to perform the Security audit of the
AstroBirdz Protocol smart contracts code. The audit has been performed using manual
analysis as well as using automated software tools. This report presents all the findings
regarding the audit performed on February 8th, 2022.

The purpose of this audit was to address the following:
- Ensure that all claimed functions exist and function correctly.

- Identify any security vulnerabilities that may be present in the smart contract.

Project Background

AstroBirdz is a standard BEP20 token smart contract. This audit only considers AstroBirdz

protocol smart contract, and does not cover any other smart contracts on the platform.

Audit scope
Name Code Review and Security Analysis Report for
AstroBirdz Protocol Smart Contracts
Platform BSC / Solidity
File 1 AstroBirdsV2.sol
File 1 MD5 Hash B33A037FDD7783C41CDB63997CE2CD5C
File 2 AstroBirdzDividendTracker.sol
File 2 MD5 Hash 949E6D20DBFED7C06449B48ED6598561
Audit Date February 8th,2022

This is a private and confidential document. No part of this document should
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https://github.com/AstroBirdz/Token-Contracts/blob/master/contracts/AstroBirdsV2.sol
https://github.com/AstroBirdz/Token-Contracts/blob/master/contracts/AstroBirdzDividendTracker.sol

Claimed Smart Contract Features

Claimed Feature Detail

Our Observation

File 1 AstroBirdsV2.sol
e Decimals: 18
e PSlrewards Fee: 1%
e Liquidity Pool: 3%
e Marketing Fee: 3%
e Team Fee: 1%
e Buy back Fee: 3%
e Sell Limit: 50000
e Maximum Amount Per Transaction: 5 Million
e Minimum Tokens Before Swap: 10,000
e Gas For Processing: 0.3 Million

YES, This is valid.

Owner authorized wallet can
set some percentage value and
we suggest handling the
private key of that wallet

securely.

File 2 AstroBirdzDividendTracker.sol
o Name: AstroBirdz Dividend Tracker
e Symbol: ABZDT

e Decimals: 18

YES, This is valid.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




Audit Summary

According to the standard audit assessment, Customer's solidity smart contracts are
“Secured”. These contracts do contain owner control, which does not make them fully
decentralized.

Insecure Poor secured Secure Well-secured

You are here

We used various tools like Slither, Solhint and Remix IDE. At the same time this finding is
based on critical analysis of the manual audit.

All issues found during automated analysis were manually reviewed and applicable
vulnerabilities are presented in the Audit overview section. General overview is presented
in AS-IS section and all identified issues can be found in the Audit overview section.

We found 0 critical, 0 high, 0 medium and 5 low and some very low level issues.

These issues are not critical ones.

Investors Advice: Technical audit of the smart contract does not guarantee the ethical
nature of the project. Any owner controlled functions should be executed by the owner with
responsibility. All investors/users are advised to do their due diligence before investing in

the project.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Technical Quick Stats

Main Category Subcategory Result
Contract Solidity version not specified Passed
Programming Solidity version too old Passed
Integer overflow/underflow Passed

Function input parameters lack of check
Function input parameters check bypass Passed
Function access control lacks management Passed

Critical operation lacks event log
Human/contract checks bypass Passed
Random number generation/use vulnerability N/A
Fallback function misuse Passed
Race condition Passed
Logical vulnerability Passed
Features claimed Passed
Other programming issues

Code Function visibility not explicitly declared Passed
Specification Var. storage location not explicitly declared Passed
Use keywords/functions to be deprecated Passed
Unused code Passed
Gas Optimization “Out of Gas” Issue Passed
High consumption ‘for/while’ loop Passed
High consumption ‘storage’ storage Passed
Assert() misuse Passed

Business Risk The maximum limit for mintage not set
“Short Address” Attack Passed
“‘Double Spend” Attack Passed

Overall Audit Result:

PASSED

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Code Quality

This audit scope has 2 smart contract files. Smart contracts contain Libraries, Smart

contracts, inherits and Interfaces. This is a compact and well written smart contract.

The libraries in the AstroBirdz Protocol are part of its logical algorithm. A library is a
different type of smart contract that contains reusable code. Once deployed on the
blockchain (only once), it is assigned a specific address and its properties / methods can

be reused many times by other contracts in the AstroBirdz Protocol.

The AstroBirdz Protocol team has provided unit test scripts, which would have helped to

determine the integrity of the code in an automated way.

Code parts are not well commented on smart contracts.

Documentation

We were given an AstroBirdz Protocol smart contract code in the form of a Github web

link. The hash of that code is mentioned above in the table.

As mentioned above, code parts are not well commented. So it is not easy to quickly
understand the programming flow as well as complex code logic. Comments are very

helpful in understanding the overall architecture of the protocol.

Use of Dependencies

As per our observation, the libraries are used in this smart contracts infrastructure that are

based on well known industry standard open source projects.

Apart from libraries, its functions are used in external smart contract calls.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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AS-IS overview

AstroBirdsV2.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | initialize write Passed No Issue
3 |initializer modifier Passed No Issue
4 | onlylnitializing modifier Passed No Issue
5 isConstructo read Passed No Issue
6 | __ Context_init internal access only No Issue
Initializing
7 | _ Context_init_unchained internal access only No Issue
Initializing
8 msgSender internal Passed No Issue
9 msgData internal Passed No Issue
10 | onlyOwner modifier Passed No Issue
11 | lockTheSwap modifier Passed No Issue
12 | receive external Passed No Issue
13 | _ERC20 _init internal access only No Issue
Initializer
14 | initPSIDividendTracker external | Critical operation Refer Audit
lacks event log Findings
15 | name read Passed No Issue
16 | symbol read Passed No Issue
17 | decimals read Passed No Issue
18 | totalSupply read Passed No Issue
19 | balanceOf read Passed No Issue
20 | calculateLiquidityFee internal Passed No Issue
21 | calculatePSIFee internal Passed No Issue
22 | calculateMarketingFee internal Passed No Issue
23 | calculateTeamFee internal Passed No Issue
24 | calculateBuybackFee internal Passed No Issue
25 | setPSlFee write access only Owner No Issue
26 | setLiquidityFee write access only Owner No Issue
27 | setBuybackFee write access only Owner No Issue
28 | setMarketingFee write [ access only Owner No Issue
29 | setTeamFee write access only Owner No Issue
30 | toggleSellLimit write access only Owner No Issue
31 [ setBuybackAddress write access only Owner No Issue
32 | changeMarketingAddress write access only Owner No Issue
33 [ changeTeamAddress write access only Owner No Issue
34 | changePSIAddress write access only Owner No Issue
35 | changelLiquidityAddress write access only Owner No Issue
36 | changeSellLimit write access only Owner No Issue
37 | changeMaxtx write access only Owner No Issue

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




38 | addExcludedAddress write access only Owner No Issue
39 [ removeExcludedAddress write access only Owner No Issue
40 | excludeFromFeesAndDividen | write [ access only Owner No Issue
ds
41 | addNewRouter external Function input Refer Audit
parameters lack of Findings
check
42 | setAutomatedMarketMakerP | external | access only Owner No Issue
air
43 | setAutomatedMarketMaker write Passed No Issue
Pair
44 | updateGasForProcessing external | access only Owner No Issue
45 | transferOwnership write access only Owner No Issue
46 | getUnlockTime read Passed No Issue
47 | lock write access only Owner No Issue
48 | unlock write Regain Ownership Refer Audit
Findings
49 | multiTransfer write Passed No Issue
50 [ processDividendTracker external Passed No Issue
51 | transfer write Passed No Issue
52 | allowance read Passed No Issue
53 | approve write Passed No Issue
54 | transferFrom write Passed No Issue
55 | increaseAllowance write Passed No Issue
56 | decreaseAllowance write Passed No Issue
57 | setSwapAndLiquifyEnabled write access only Owner No Issue
58 | transferExcluded internal Passed No Issue
59 [ transfer internal Passed No Issue
60 | fixDividendTrackerBalancer write Passed No Issue
61 [ simpleTransfer internal Passed No Issue
62 | perfformSwapAndLiquify external | access only Owner No Issue
63 | swapAndLiquify write access by lock No Issue
The Swap
64 | toggleTrading write access only Owner No Issue
65 [ togglePaused write access only Owner No Issue
66 | swapTokensForEth write Passed No Issue
67 | addLiquidity write Centralized risk in Refer Audit
addLiquidity Findings
68 | swapAndSendDividends write Passed No Issue
69 [ swapETHForPSI write Passed No Issue
70 | mint internal Passed No Issue
71 | mint external Unlimited mint Refer Audit
Findings
72 | burn internal Passed No Issue
73 [ burn external Passed No Issue
74 | approve internal Passed No Issue
75 | setupDecimals internal Passed No Issue
76 | beforeTokenTransfer internal Passed No Issue

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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AstroBirdzDividendTracker.sol

Functions
Sl. Functions Type Observation Conclusion
1 [ constructor write Passed No Issue
2 | getOwner read Passed No Issue
3 | recoverERC20 write onlyOwnerOrPar No Issue
entToken
4 transfer internal Passed No Issue
5 | withdrawDividend write Passed No Issue
6 | excludeFromDividends external | onlyOwnerOrPar No Issue
entToken
7 |includelnDividends external | onlyOwnerOrPar No Issue
entToken
8 | updateClaimWait external access only No Issue
Owner
9 | updateMinTokenBalance external access only No Issue
Owner
10 [ getLastProcessedIindex external Passed No Issue
11 | getNumberOfTokenHolders external Passed No Issue
12 | getAccount read Passed No Issue
13 | getAccountAtindex external Passed No Issue
14 [ canAutoClaim read Passed No Issue
15 [ ensureBalance external Passed No Issue
16 | ensureBalanceForUsers external Function input Refer Audit
parameters lack Findings
of check
17 | bytesToAddress write Passed No Issue
18 | ensureBalanceForUser write access only No Issue
Owner
19 | setBalance external | onlyOwnerOrPar No Issue
entToken
20 | process external Passed No Issue
21 | processAccount external Function input Refer Audit
parameters lack Findings
of check
22 | owner read Passed No Issue
23 | onlyOwner modifier Passed No Issue
24 | renounceOwnership write access only No Issue
Owner
25 | transferOwnership write access only No Issue
Owner
26 | transferOwnership internal Passed No Issue
27 | onlyOwnerOrParentToken modifier Passed No Issue
28 | distributeDividends write access only No Issue
Owner Or Parent
Token
29 | withdrawDividend write Passed No Issue

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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30 [ withdrawDividendOfUser internal Passed No Issue
31 | dividendOf read Passed No Issue
32 | withdrawableDividendOf read Passed No Issue
33 | withdrawnDividendOf read Passed No Issue
34 | accumulativeDividendOf read Passed No Issue
35 | transfer internal Passed No Issue
36 | mint internal Passed No Issue
37 | burn internal Passed No Issue
38 | setBalance internal Passed No Issue
39 | recoverERC20 write access only No Issue
Owner
40 | recoverETH write access only No Issue
Owner

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Severity Definitions

Description

Critical vulnerabilities are usually straightforward to exploit
and can lead to token loss etc.

High-level vulnerabilities are difficult to exploit; however,
they also have significant impact on smart contract
execution, e.g. public access to crucial

Medium-level vulnerabilities are important to fix;
however, they can’t lead to tokens lose

Low-level vulnerabilities are mostly related to outdated,
unused etc. code snippets, that can’t have significant
impact on execution

Lowest-level vulnerabilities, code style violations and info
statements can’t affect smart contract execution and can
be ignored.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Audit Findings

Critical Severity

No Critical severity vulnerabilities were found.

No High severity vulnerabilities were found.

Medium

No Medium severity vulnerabilities were found.

Low

(1) Function input parameters lack of check: AstroBirdzDividendTracker.sol
Variable validation is not performed in below functions :
e ensureBalanceForUser
e processAccount
e addNewRouter
The owner can update the router that generates liquidity to an address or contract
of choice (including the zero address). This contract could be a malicious contract
that simply keeps the tokens sent to it and thus drains all the fees. Additionally, this

contract could be used to revert sell transactions turning the token into a honeypot.

Resolution: We advise to put validation : int type variables should be greater than 0 and
address type variables should not be address(0).

AddNewRouter - Consider removing this function. If this is not possible, consider using an
Owner account that is behind a significantly long time lock so investors can reasonably
see this change coming and inspect the new router. Also consider requiring the router

address to be non-zero.

This is a private and confidential document. No part of this document should
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(2) Critical operation lacks event log:
Missing event log for:
e initPSIDividendTracker

Resolution: Please write an event log for listed events.

(3) Unlimited mint: AstroBirdsV2.sol

int256 amount) external

igin, "Inwvalid Request");

Token minting without any maximum limit is considered inappropriate for tokenomics.

Resolution: We recommend placing some limit on token minting to mitigate this issue.

(4) Centralized risk in addLiquidity: AstroBirdsV2.sol
In addLiquidity function, _liquidityPoolAddress gets Tokens from the Pool. If the private key

of the _liquidityPoolAddress wallet would be compromised, then it would create a problem.

Resolution: Ideally this can be a governance smart contract. On another hand, the

_liquidityPoolAddress can accept this risk and handle the private key very securely.

(5) Regain Ownership: AstroBirdsV2.sol
unlock() function can be used to take back ownership after ownership being transferred to

a new owner.

Resolution: We advise to set previousOwner = address(0) after unlocking the contract for

the owner.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Very Low / Informational / Best practices:

(1) Make variable constant: AstroBirdsV2.sol

_nhame, _symbol, _decimal: Values of these variables will be unchanged.

Resolution: We suggest adding a "constant" keyword for these variables. This will save

some gas.

(2) Other Programming Issue: AstroBirdzDividendTracker.sol

& Compile AstroBirdzDividendTracker sol

£ Compile AstoRirdrDividand Tracker ol

Fubilish on fofs e

Compiation Details

This is a private and confidential document. No part of this document should
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Immutable variables cannot be read during contract creation time, which means they
cannot be read in the constructor or any function or modifier called from it. It requires the

latest solidity version.

Resolution: We advise to deploy with the latest solidity version.

Centralization

This smart contract has some functions which can be executed by the Admin (Owner)
only. If the admin wallet private key would be compromised, then it would create trouble.

Following are Admin functions:

e recoverERC20: The AstroBirdzDividendTracker owner or partner can recover
ERC20 Token address and amount.

e excludeFromDividends: The AstroBirdzDividendTracker owner or partner can
exclude from dividends.

e includelnDividends: The AstroBirdzDividendTracker owner or partner can be
included in dividends.

e updateClaimWait: The AstroBirdzDividendTracker owner or partner can update
claim time.

e updateMinTokenBalance: The AstroBirdzDividendTracker owner or partner can
update minimum token balance.

e ensureBalanceForUsers: The AstroBirdzDividendTracker owner or partner can
ensure balance for multiple users.

e ensureBalanceForUser: The AstroBirdzDividendTracker owner or partner can
ensure balance for a single user.

e setBalance: The AstroBirdzDividendTracker owner or partner can set balance.

e processAccount: The AstroBirdzDividendTracker owner or partner can process the

account automatically.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Conclusion

We were given a contract code in the form of files. And we have used all possible tests
based on given objects as files. We have not observed any major issues in the smart

contracts. So, it’s good to go to production.

Since possible test cases can be unlimited for such smart contracts protocol, we provide
no such guarantee of future outcomes. We have used all the latest static tools and manual

observations to cover maximum possible test cases to scan everything.

Smart contracts within the scope were manually reviewed and analyzed with static
analysis tools. Smart Contract’s high-level description of functionality was presented in the

As-is overview section of the report.

Audit report contains all found security vulnerabilities and other issues in the reviewed

code.

Security state of the reviewed contract, based on standard audit procedure scope, is

“Secured”.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Our Methodology

We like to work with a transparent process and make our reviews a collaborative effort.
The goals of our security audits are to improve the quality of systems we review and aim
for sufficient remediation to help protect users. The following is the methodology we use in

our security audit process.

Manual Code Review:

In manually reviewing all of the code, we look for any potential issues with code logic, error
handling, protocol and header parsing, cryptographic errors, and random number
generators. We also watch for areas where more defensive programming could reduce the
risk of future mistakes and speed up future audits. Although our primary focus is on the
in-scope code, we examine dependency code and behavior when it is relevant to a

particular line of investigation.

Vulnerability Analysis:

Our audit techniques included manual code analysis, user interface interaction, and
whitebox penetration testing. We look at the project's web site to get a high level
understanding of what functionality the software under review provides. We then meet with
the developers to gain an appreciation of their vision of the software. We install and use
the relevant software, exploring the user interactions and roles. While we do this, we
brainstorm threat models and attack surfaces. We read design documentation, review
other audit results, search for similar projects, examine source code dependencies, skim

open issue tickets, and generally investigate details other than the implementation.

This is a private and confidential document. No part of this document should
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Documenting Results:

We follow a conservative, transparent process for analyzing potential security
vulnerabilities and seeing them through successful remediation. Whenever a potential
issue is discovered, we immediately create an Issue entry for it in this document, even
though we have not yet verified the feasibility and impact of the issue. This process is
conservative because we document our suspicions early even if they are later shown to
not represent exploitable vulnerabilities. We generally follow a process of first documenting
the suspicion with unresolved questions, then confirming the issue through code analysis,
live experimentation, or automated tests. Code analysis is the most tentative, and we
strive to provide test code, log captures, or screenshots demonstrating our confirmation.

After this we analyze the feasibility of an attack in a live system.

Suggested Solutions:

We search for immediate mitigations that live deployments can take, and finally we
suggest the requirements for remediation engineering for future releases. The mitigation
and remediation recommendations should be scrutinized by the developers and
deployment engineers, and successful mitigation and remediation is an ongoing

collaborative process after we deliver our report, and before the details are made pubilic.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Disclaimers

EtherAuthority.io Disclaimer

EtherAuthority team has analyzed this smart contract in accordance with the best industry
practices at the date of this report, in relation to: cybersecurity vulnerabilities and issues in
smart contract source code, the details of which are disclosed in this report, (Source
Code); the Source Code compilation, deployment and functionality (performing the
intended functions).

Due to the fact that the total number of test cases are unlimited, the audit makes no
statements or warranties on security of the code. It also cannot be considered as a
sufficient assessment regarding the utility and safety of the code, bugfree status or any
other statements of the contract. While we have done our best in conducting the analysis
and producing this report, it is important to note that you should not rely on this report only.
We also suggest conducting a bug bounty program to confirm the high level of security of
this smart contract.

Technical Disclaimer

Smart contracts are deployed and executed on the blockchain platform. The platform, its
programming language, and other software related to the smart contract can have their
own vulnerabilities that can lead to hacks. Thus, the audit can’t guarantee explicit security
of the audited smart contracts.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Appendix

Code Flow Diagram - AstroBirdz Protocol

AstroBirdsV2 Diagram
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Slither Results Log

Slither log >> AstroBirdsV2.sol

INFO:Detectors:
ERCZ8Upgradeable.addLiguidity{uint256,uint256) (AstroBirdsV2.sol#1426-1439) sends eth to arbitrary user
Dangerous calls:
- pancakeRouter.addLiquidityETH{value: ethAmount}({address(this),tokenAmount,®,0, liquidityPoolAddress,block.timestamp) (
AstroBirdsV2.sol#1431-1438)
ERC28Upgradeable.swapETHForPSI{uint256,address) (AstroBirdsv2.sol#1458-1463) sends eth to arbitrary user
Dangerous calls:
- pancakeRouter.swapExactETHForTokensSupportingFeeOnTransferTokens{value: ethAmount}(@,path,recipient,block.timestamp) (
AstroBirdsV2.sol#1457-1462)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#functions-that-send-ether-to-arbitrary-destinations
INFO:Detectors:
Reentrancy in ERC20Upgradeable._transfer(address,address,uint256) (AstroBirdsv2.sol#1298-1342):
External calls:
- _fixDividendTrackerBalancer(sender,recipient,amount) (AstroBirdsV2.sol#1322)
- dividendTracker.setBalance(address(sender),balance0f(sender)) (AstroBirdsV2.sol#1351)
- dividendTracker.setBalance(address(sender),balance0f(sender) - amount) (AstroBirdsV2.sol#1353)
- dividendTracker.setBalance(address(recipient),balance0f(recipient) + amount) (AstroBirdsV2.sol#1354)
- swapAndLiquify(contractTokenBalance) (AstroBirdsV2.sol#1332)
- pancakeRouter.addLiguidityETH{value: ethAmount}({address(this),tokenAmount,®,8, liquidityPoolAddress,block.time
stamp) (AstroBirdsV2.sol#1431-1438)
- pancakeRouter.swapExactETHForTokensSupportingFeeOnTransferTokens{value: ethAmount}(®,path,recipient,block.time
stamp) (AstroBirdsV2.sol#1457-1462)
- pancakeRouter.swapExactTokensForETHSupportingFeeOnTransferTokens( tokenAmount,®,path,address({this),block.timest
amp) (AstroBirdsV2.sol#1417-1423)
External calls sending eth:
- swapandLiguify(contractTokenBalance) (AstroBirdsvz.sol#1332)
- pancakeRouter.addLiquidityETH{value: ethAmount}{address(this),tokenAmount,®,0, liquidityPoolAddress,block.time
stamp) (AstroBirdsV2.sol#1431-1438)
- pancakeRouter.swapExactETHForTokensSupportingFeeOnTransferTokens{value: ethAmount}(®,path,recipient,block.time
stamp) (AstroBirdsV2.sol#1457-1462)
- address( marketingAddress).transfer((feeBalance * marketingFee) / totalFees) (AstroBirdsV2.sol#1389)
- address(_teamAddress).transfer((feeBalance * teamFee) / totalFees) (AstroBirdsV2.sol#1390)
- address(_buybackAddress).transfer(address(this).balance - initialBalance) (AstroBirdsV2.sol#1396)
State variables written after the call(s):
- _simpleTransfer(sender,recipient,amount) (AstroBirdsv2.sol#1335)
- _balances[sender] = senderBalance - amount (AstroBirdsv2.sol#1366)
- _balances[recipient] += amount (AstroBirdsV2.sol#1367)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities
INFO:Detectors:
ERC28Upgradeable.swapAndL iquify{uint256
-feeBalance = swappedBalance -
sol#1385-1386)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#divide-before-multiply
INFO:Detectors:
Reentrancy in ERC20Upgradeable._transferExcluded(address,address,uint256) (AstroBirdsv2.sol#1283-1296):
External calls:
- _fixDividendTrackerBalancer(sender,recipient,amount) (AstroBirdsV2.sol#1294)
- dividendTracker.setBalance({address(sender),balance0f(sender)) (AstroBirdsV2.sol#1351)
- dividendTracker.setBalance({address(sender),balance0of(sender) - amount) (AstroBirdsvz.sol#1353)
- dividendTracker.setBalance(address(recipient),balance0f(recipient) + amount) (AstroBirdsVv2.sol#1354)
State variables written after the call(s):
- _simpleTransfer(sender,recipient,amount) (AstroBirdsV2.sol#1295)
- _balances[sender] = senderBalance - amount (AstroBirdsV2.sol#1366)
- _balances[recipient] += amount (AstroBirdsV2.sol#1367)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-1
INFO:Detectors:
ERC28Upgradeable.mint(address,uint256) (AstroBirdsv2.sol#1484-1487) uses tx.origin for authorization: require(bool,string){_msgs
ender() == tx.origin,Invalid Request) (AstroBirdsV2.sol#1485)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dangerous-usage-of-txorigin
INFO:Detectors:
ERC28Upgradeable._transfer(address,address,uint256).lastProcessedIndex (AstroBirdsVv2.sol#1328) is a local variable never initial
ized
ERC28Upgradeable._transfer(address,address,uint256). iterations (AstroBirdsV2.sol#1338) is a local variable never initialized
ERC28Upgradeable. transfer(address,address,uint256).claims (AstroBirdsV2.sol#1338) is a local variable never initialized
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#uninitialized-local-variables
INFO:Detectors:
ERC28Upgradeable._transfer(address,address,uint256) (AstroBirdsV2.sol#1298-1342) ignores return value by dividendTracker.process
(gasForProcessing) (AstroBirdsVv2.sol#1338-1348)
ERC28Upgradeable.addLiquidity(uint256,uint256) (AstroBirdsV2.sol#1426-1439) ignores return value by pancakeRouter.addlLiquidityET
H{value: ethamount}{address(this),tokenAmount,®,8, liquidityPoolAddress,block.timestamp) (AstroBirdsV2.sol#1431-1438)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#unused-return
INFO:Detectors:
AstroBirdsv2.initialize(string,string,address,address,address,address,address)._name (AstroBirdsv2.sol#1568) shadows:
- ERC28Upgradeable._name ({AstroBirdsV2.sol#799) (state riable)

) (AstroBirdsV2.sol#1378-1399) performs a multiplication on the result of a division:
( 2))

(swappedBalance * (liquidityFee / 2)) / (totalFees - (liguidityFee / ) (AstroBirdsvz.

AstroBirdsV2.initialize(string,string,address,address,address,address,address)._symbol {AstroBirdsV2.sol#1569) shadow
- ERC20Upgradeable._symbol {AstroBirdsV2.sol#8 (state variable)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#local-variable-shadowing
INFO:Detectors:
Variable 'ERC20Upgradeable._transfer(address,address,uint256).lastProcessedIndex (AstroBirdsV2.sol#1332)' in ERC20Upgradeable._t
ransfer({address,address,uint256) (AstroBirdsV2._sol#1208-13 potentially used before declaration: ProcessedDividendTracker(iter
ations,claims,lastProcessedIndex, true,gasForProcessing.tx.origin) (AstroBirdsv2.sol#1339)
variable 'ERC28Upgradeable._transfer(address,address,uint256).claims (AstroBirdsv2.sol#1338)' in ERC20Upgradeable._transfer(addr
ess,address,uint256) (AstroBirdsv2.sol#1298-1342) potentially used before declaration: ProcessedDividendTracker(iterations,claim
s,lastProcessedIndex,true,gasForProcessing,tx.origin) (AstroBirdsv2.sol#1339)
variable 'ERC28Upgradeable._transfer(address,address,uint256). iterations (AstroBirdsv2.sol#1338)' in ERC2BUpgradeable._transfer
address ,address ,uint ) (AstroBirdsv2.sol#1293-1342) potentially used before declaration: ProcessedDividendTracker(iterations,c
laims,lastProcessedIndex,true,gasForProcessing,tx.origin) (AstroBirdsv2.sol#1339)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#pre-declaration-usage-of-local-variables
INFO:Detectors:
Reentrancy in ERC28Upgradeable. ERC20_init{string,string,address,address,address,address,address) (AstroBirdsv2.sol#878-9108):
External calls:
- pancakePair = IPancakeFactory(pancakeRouter.factory()).createPair{address(this),pancakeRouter .WETH()) (AstroBirdsVv2.so

State variables written after the call(s):
- feeExclud ss[_msgSender()] = true (AstroBirdsV2.sol#969)
Reentrancy in ERC20Upgr ble._transfer{address,address,uint2 {AstroBirdsv2.s
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External calls:
] - pancakePair = IPancakeFactory(pancakeRouter.factory()).createPair{address(this),pancakeRouter .WETH{]) (AstroBirdsV2.so
#907)
State variables written after the call(s):
- feeExcludedAddress[ msgSender{)] = true (AstroBirdsV2.sol#909)
Reentrancy in ERC28Upgradeable._transfer(address,address,uint256) (AstroBirdsV2.sol#1298-1342):
External calls:
- _fixDividendT rack9|Balancn|lsandar recipient,amount) ({AstroBirdsV2.sol#1322)
- dividend SAtBalaHCAIajj|955\59nd9|I ,balance0f(sender)) {AstroBirdsV2.sol#1351)
ividend |acker.set8a1anceta-dlesstsender,,balanceDTtsender} - amount) (AstroBirdsv2.sol#1353)
dendTracker.setBalance(address(recipient),balance0f(recipient) + amount) (AstroBirdsv2.sol#1354)
- swapAndLiquify(contractTokenBalance) {AstroBirdsv2.sol#1332)
- pancakeRouter.addLiquidityETH{value: ethamount}{address(this), tokenamount,®,8,_ liquidityPoolAddress,block.time
stamp) (AstroBirdsVz.sol#1431-1438)
- pancakeRouter.swapExactETHForTokensSupportingFeeOnTransferTokens{value: ethAmount}({0,path,recipient,block.time
stamp) (AstroBirdsv2.sol#1457-146
- pancakeRouter.swapExactTokensForETHSupportingFeeOnTransfer
amp) (AstroBirdsV2.sol#1417-1423
External calls sending eth:
- swapAndLiquify(contractTokenBalance) {AstroBirdsV2.sol#1332)
- pancakeRouter . aijquIjltvE H{value: ethAmount}(address{this), tokenAmount,0,08,_liguidityPoolAddress,block. time
stamp) {AstroBirdsv2.sol#1431-1438)
- pancakeRouter.swapExactETHFor
stamp) (AstroBirdsV2.sol#1457-1462)
- address( WaIkQTlthjjIQSSI.TI ansfer({feeBalance * marketingFee) / totalFees) (AstroBirdsv2.sol#1389)
- address{_teamAddress).transfer({feeBalance * teamFee) / totalFees) (AstroBirdsv2.sol#1398)
- address{_buybackAddress).transfer{address(this).balance - initialBalance) {AstroBirdsV2.s0l#1396)
State variables written after the call(s):
- swapAndLiquify(contractTokenBalance) (AstroBirdsv2.sol#1332)
- _allowances[owner][spender] = amount {AstroBirdsV2.sol#1534)
Reentrancy in ERC28Upgradeable.addNewRouter(address,bool) (AstroBirdsv2.sol#1075-1090):
External calls:
- dividendTracker.excludeFromDividends(_router) (AstroBirdsV2.sol#1
- _pancakePair = IPancakeFactory({_pancakeRouter.factory()).createPair({address(this), pancakeRouter.WETH{)) (AstroBirdsv2
sol#1082)
- _setAutomatedMarketMakerPair(_pancakePair,true) (AstroBirdsv2.sol#1883)
- dividendTracker.excludeFromDividends{pair) (AstroBirdsV2.sol#1105)

okens ( tokenAmount,®,path,address{this),block.timest

okensSupportingFeeOnTrans ferTokens{value: ethAmount}(8,path,recipient,block.time

State variables written after the call(s):
icakePair = _pancakePair (AstroBirdsv2.sol#1888)
pancakeRoute _pancakeRouter (AstroBirdsV2.sol#1087)
Reentrancy in ERC28Upgradeable. initPSIDividendTracker(IDividendTracker) (AstroBirdsV2.sol#912-934):
Extnlnal calls:
rackar excludeFromDividends({address(dividendTracker)) (AstroBirdsv2.sol#917)
xcludeFromD dends ( jjlﬁssnpancﬂkARoutﬁr-- stroBirdsv2.sol#918)
ar.excludeFromDividends (address (0 o o
e variables written after the call(s):
- dexRouters[address{pancakeRouter)] = true (AstroBirdsVv2.sol#922)
Reentrancy in ERC28Upgradeable. initPSIDividendTracker({IDividendTracker) (AstroBirdsV2.sol#912-934):
External calls:
dendTracker .excludeFromD ividends{address{dividendTracker)) (AstroBirdsV2.sol#917)
dendTracker cludeFromD dends ( jjIQSS'PaHCakQRDUt ) stroBirdsv2.sol#918)
dividendTracker cludeFromDividends{address{ ¢] ¢] ¢] eedEaD)) (AstroBirdsv2.sol#919)
_setAutomate Malkﬁtnakﬁlpa1|lpah(akﬁpa1| true) (AstroBirdsvz.sol# )
- dividendTracker.excludeFromDi énds[pair} lustloBlljs“.sol#llDE)
excludeFromFeesAndDividends{address(this)) (AstroBirdsv2.sol#92
- dividendTracker.excludeFromDividends(excludedA) (AstroBirdsv2.sol#18
State variables written after the call(s
- ﬂxclujnF\DnFeesuudD dends({address{this)) (AstroBirdsV2.sol#9
feeExcludedAddress[excludedA] = tr (AstroBirdsv2.sol#1
Reentrancy in ERC28Upgradeable.initPSIDividendTracker{IDividendTracker) (AstroBirdsv2 .sol#912-934):
External calls:
dendTracker.excludeFromb dends (address(d endTracker)) (AstroBirdsv2.sol#917)
dendTracker cludeFromD dends (address(pancakeRouter)) (AstroBirdsv2.sol#918)
dendTracker.excludeFromD dends (address(@ ¢] ¢] IIanD}} (AstroBirdsv2.sol#919)
_setAutomatedMarketMakerPair{pancakePair,true) (AstroBirdsvz.sol#923)
- dividendTracker.excludeFromDividends{pair) {AstroBirdsV2.sol#1185)
excludeFromFeesAndDividends{address{this)) stroBirdsv2.sol# )
- dividendTracker.excludeFromDividends{excludedA) { StIDBIIjSJ‘.SDl#
excludeFromFeesAndDividends({_Owner) (AstroBirdsvz2.sol#927)
- dividendTracker.excludeFrombividends{excludedA) (AstroBirdsv2.sol#18
State variables written after the call(s)
- 11qu dityPoolAddress = Owner (AstroBirdsv2.sol#932)
“psiAddress = d dend = ividendToken() {AstroBirdsv2.sol#9233)
excludeFromFeesAndDividends({_Owner) ({AstroBirdsV2.sol#927)

(AstroBirdsv2.sol#919)

- feeEx e ss[excludedA] = true (AstroBirdsv2.sol#1865)
gasForProcessing (AstroBirdsv2.sol#930)
- minTokensBefores: * (10 ** jéc1w=lst;; (AstroBirdsv2.sol#931)
Reentrancy in AstroBirdsV 1n111a112é|st|1hg string,address,address,address,address,address) (AstroBirdsv2.sol#1567-15
1 calls:
Upgradeable. ERC28_init{_name, symbol,marketingAddress_,teamAddress_,psiAddress_,buybackAddress_,router_) (AstroB
irdsV2.sol#1576-1584)
- pancakePair = IPancakeFactory(pancakeRouter.factory()).createPair(address(this),pancakeRouter.WETH()) (AstroBi
rdsvz.sol#9087)
State variables written aTtQF
- _mint({_msgSender(),4700 0 elefelelc]e] ) 2.sol#
- balahCés[accouht] += amount (A - sol
- _mint{_msgSender(),4 StlDBIIjSJ;.SDl#lEGE
- _totalsSupply += amount (Ast
Reentrancy in ERC28Upgradeable.swapAndlL iguify{uint256) IHStIDBIIjSUE.SDl#l?TS*l?QQ‘:
External calls:
- swapTokensForEth(contractTokenBalance - (forLiguidity / 2)) {(AstroBirdsV2.sol#1383)
- pancakeRouter.swapExactTokens ForETHSupportingFeeOnTransfer DkQHS'tDkQHHWDUHt,',Path,addresstthis},leCk.tiW%St
amp) (AstroBirdsv2.sol#1417-1423
- swapAndSendDividends((feeBalance * psiFee) / totalFees) (AstroBirdsv2.sol#1392)
- pancakeRouter.swapExactETHForTokensSupportingFeeOnTransferTokens{value: ethAmount}(e,path,recipient,block.time
stamp) (AstroBirdsvz sol#l4=7—l4;;;
- addLiquidity(ferLiquidity / 2,(swappedBalance - feeBalance)) (AstroBirdsv2.sol#139
- pancakeRouter.addlLiquidityETH{value: ethAmount}{address(this),tokenAmount,o
stamp) (AstroBirdsV2.sol#1431-1438)
External calls sending eth:
- address(_marketingAddress).transfer((feeBalance * marketingFee) / totalFees) (AstroBirdsv2.s
- address(_ teamAddress).transfer((feeBalance * teamFee) / totalFees) (AstroBirdsv2.sol#1398)
dends ( ( feeBalance * psiFe / totalFees) (AstroBirdsv2.sol#1392)
pancakeRouter . swapExactETHForTokensSupportingFeeOnTransferTokens{value: ethAmount}(@,path,recipient,block.time
stamp) (AstroBirdsv2.sol#1457- )
- addLiquidity(forLiquidity / 2,(swappedBalance - feeBalance)) (AstroBirdsv2.sol#1394)
- pancakeRouter.addLiguidityETH{value: ethAmount}({address(this),tokenAmount,0,0, liquidityPoolAddress.,block.time
stamp) (AstroBirdsV2.sol#1431-1438)
State variables written after the callis):
- addLiguidity{ forLiquidity / 2,(swappedBalance - feeBalance)) (AstroBirdsVv2.sol#
- _allowances[owner][spender] = amount {AstroBirdsV2.sol#1534)
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Reentrancy in ERC20Upgradeable.transferFrom(address,address,uint256) (AstroBirdsv2.sol#1211-1224)
External calls:
- transfélExclujéjlSAHﬂér,léc1p1ént,aW3unt- (AstroBirdsV2.sol#1215)

d racker.setBalance(address(sender),balance0f({sender)) (AstroBirdsvZ2.sol#1351)
endTracker.setBalance(address(sender),balance0f(sender) - amount) {AstroBirdsv2.sol#1353)
end'racker.setBalanceiaddressirecipient),balanceDf[recipient} + amount) ({AstroBirdsV2.sol#1354)

- _trans (sender,recipient,amount) {AstroBirdsv2.sol#1217)
pahCakARoutA| ddLiguidityETH{value: ethAmount}(address{this),tokenAmount,8,8, liguidityPoolAddress,block.time
stamp) (AstroBirdsv2.sol#1431-1438)
dendTracker.setBalance({address(sender),balance0f{sender)) (AstroBirdsv2.sol#1351)
- pancakeRouter.swapExactETHForTokensSupportingFeeOnTrans ferTokens{value: ethAmount}(0,path,recipient,block.time
stamp) (AstroBirdsv2.sol#1457-14
- pancakeRouter.swapExactTokens ForETHSupport ingFeeOnTrans ferTokens( tokenAmount,®,path,address(this),block.timest
amp) (AstroBirdsv2. sol¢141 -1423)
endTracker. setBalance({address(sender),balance0f(sender) - amount) {AstroBirdsV2.sol#1353)
racker.setBalance(address(recipient),balance0f(recipient) + amount) ({AstroBirdsV2.sol#1354)
div .process{gasForProcessing) (AstroBirdsvz.sol#1338-1348)
External cGlls s*njlng eth:
- _transfer(sender,recipient,amount) (AstroBirdsV2.sol#1217)
- pancakeRouter.addLiquidityETH{value: ethAmount}{address{this),tokenAmount,8,08,_ liquidityPoolAddress,block.time
stamp) (AstroBirdsV2.sol#1431-1438)
- pancakeRouter.swapExactETHForTokensSupportingFeeOnTransferTokens{value: ethAmount}{0,path,recipient,block.time
stamp) (AstroBirdsV2.sol#1457-1462)
- address( WalkﬂtlthjjIQSS' transfer((feeBalance * marketingFee) / totalFees) (AstroBirdsv2.sol#1389)
- address{_ teamAddress).transfer({feeBalance * teamFee) / totalFees) (AstroBirdsV2.sol#1
- address{_buybackAddress).transfer{address(this).balance - initialBalance) {AstroBirdsV2.sol#1396)
State variables written after the call({s):
- _approve(sen _msgSender{),currentAllowance - amount) (AstroBirdsv2.sol#1222)
- a W |cas[oh|9|][spand9|] = amount (AstroBirdsV2.sol#1534)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-2
INFO:Detectors:
Reentrancy in ERC20Upgradeable._setAutomatedMarketMakerPair({address,bool) (AstroBirdsvz.sol#1098-1107):
External calls:
- dividendTracker.excludeFromDividends{pair) (AstroBirdsV2.sol#1105)
Event emitted after the call(s):
- SetAutomatedMarketMakerPair(pair,value) (AstroBirdsv2.sol#1106)
Reentrancy in ERC28Upgradeable._transfer(address,address,uint256) (AstroBirdsV2.sol#1293-

External calls:
- _fixDiv ljand rackerBalancer(sender,recipient,amount) {AstroBirdsV2.sol#1322)
idendTracker.setBalance(address(sender),balance0f({sender)) (AstroBirdsv2.sol#1351)
dendTracker.setBalance(address(sender),balance0f(sender) - amount) (AstroBirdsV2.sol#1353)
videndTracker.setBalance(address(recipient),balance0f(recipient) + amount) (AstroBirdsv2.sol#1354)
- swapAndLiquify{contractTokenBalance) (AstroBirdsvz.sol#1332)
- pancakeRouter.addLiquidityETH{value: QTMHWDuht>‘ajj\QSS‘thlS},tDkQHHWDUHT,L _liguidityPoolAddress,block.time
stamp) (AstroBirdsV2.sol#1431-1438)
- pancakeRouter.swapExactETHForTokensSupportingFeeOnTransferTokens{value: ethAmount}{®,path,recipient,block.time
stamp) (AstroBirdsV2.sol#1457-14
- pancakeRouter.swapExactTokensForETHSuppertingFeeOnTrans ferTokens({ tokenAmount,®,path,address(this),block. timest
amp) (AstroBirdsv2.sol#1417-1423)
External calls sending eth:
- swapAndLiguify({contractTokenBalance) (AstroBirdsV2.sol#1332)
- pancakeRouter.addLiquidityETH{value: ethAmount}{address(this),tokenAmount,8,8, liquidityPoolAddress,block.time
(AstroBirdsV2.sol#1431-1438)
- pancakeRouter.swapExactETHForTokensSupportingFeeOnTransferTokens{value: ethAmount}{@,path,recipient,block.time
(AstroBirdsV2.sol#1457-1462)
- address( marketingAddress).transfer({feeBalance * marketingFee) / totalFees) {AstroBirdsV2.sol#1389)
- address( teamAddress).transfer((feeBalance * teamFee) / totalFees) {AstroBirdsV2.sol#1390)
- address(_buybackAddress).transfer{address({this).balance - initialBalance) (AstroBirdsV2.sol#1396)
vent emitted after the call(s):
Approval(owner,spender,amount) (AstroBirdsv2.sol#1535)
- swapAndLiguify(contractTokenBalance) (AstroBirdsV2.sol#1332)
SwapAndL iguify(contractTokenBalance,swappedBalance, forLiguidity / 2) (AstroBirdsv2.sol#1398)
- swapAndLiguify(contractTokenBalance) (AstroBirdsv2.sol#1332)
- Transfer{sender,recipient,amount) {AstroBirdsvz.sol#1368)
- _simpleTransfer(sender,recipient,amount) (AstroBirdsV2.sol#1335)
Reentrancy in ERC28Upgradeable._transfer(address, address ,uint256) (AstroBirdsV2.sol#1298-1342
External calls:
- _fixDividendTrackerBalancer(sender,recipient,amount) (AstroBirdsV2.sol#1322)
- dendTracker.setBalanc ddress({sender),balance0f(sender)) {(AstroBirdsV2.sol#1351)
dendTracker.setBalanc dress{sender),balance0f(sender) - amount) (AstroBirdsV2.sol#1353)
dendTracker.setBalanc ddress{recipient),balance0f(recipient) + amount) (AstroBirdsV2.sol#1354)
- swapAndLiguify({contractTokenBalance) (AstroBirdsV2.sol#1332)
- pancakeRouter.addLiquidityETH{value: ethAmount}{address(this),tokenAmount,8,8, liquidityPoolAddress,block.time
stamp) (AstroBirdsV2.sol#1431-1438)

- pancakeRouter.swapExactETHForTokensSupportingFeeOnTransterTokens{value: ethAmount}({@,path,recipient,bloc
stamp) (AstroBirdsv2.sol#1457-14
- pancakeRouter . swapExactTokensForETHSupportingFeeOnTrans ferTokens( tokenAmount,®,path,address({this).block. timest
amp) (AstroBirdsV2.sol#1417-1423)
- dividendTracker.process{gasForProcessing) (AstroBirdsv2.sol#1338-1340)
External calls sending eth:
- swapAndLiguify(contractTokenBalance) {AstroBirdsVz.sol#1332)
- pancakeRouter.addlL iquidityETH{value: ethAmount}{address(this),tokenAmount,®,08, liquidityPoolAddress,block.time
stamp) (AstroBirdsv2.sol#1431-1438)
- pancakeRouter .swapExactETHForTokensSupportingFeeOnTrans ferTokens{value: ethAmount}(8.path,recipient,block.time
stamp) (AstroBirdsV2.sol#1457-14
- address(_marketingAddress).transfer((feeBalance * marketingFee) / totalFees) (AstroBirdsv2.sol#1389)
- address(_teamAddress).transfer({(fesBalance * teamFee) / totalFees) (AstroBirdsV2.sol#13
- address(_buybackAddress).transfer(address{this).balance - initialBalance) (AstroBirdsV2. 5317
Event emitted after the call(s):
- ProcessedDi endTracker( iterations,claims,lastProcessedIndex, true,gasForProcessing,tx.origin) (AstroBirdsv2.sol#1339)
Reentrancy in ERC20Upgradeable._transferExcluded(address,address,uint256) (AstroBirdsV2.sol#1283-1296
Extnlnal calls:
Fa(kQIBalaHCPIISPHdQF recipient,amount) (AstroBirdsVv2.sol#1294)
.setBalance( j-ressisendé ),balance0f(sender)) (AstreBirdsv2.sol#1351)
r.setBalance(address(sen },balananTIsnnjnl - amount) (AstroBirdsv2.sol#1353)
d s»tBalaucnladj|QSSI|9c1p19nt balananT||9c1pient) + amount) (AstroBirdsv2.sol#135
Event emitted after the cdllls-:
- Transfer(sender,recipient,amount) (AstroBirdsv2.sol#1368)
- _simpleTransfer(sender,recipient,amount) (AstroBirdsv2.sol#1295)
Reentrancy in ERC28Upgradeable.addNewR Duter[address,bool} (AstroBirdsv2.sol#16875-109
External calls:
- dividendTr cker.excludeFrowD dends(_router) (AstroBirdsv2.sol#1077
paHCakQPall = IPancakeFactory( pahcakQRDthF factory()). C|=at=Pallladj|QSSIthlsw _pancakeRouter .WETH( ) ) (AstroBirdsv2
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_setAutomatedMarketMakerPair{_pancakePair,true) ({AstroBirdsv2.sol#1883)
dividendTracker.excludeFromDividends{pair) (AstroBirdsV2.sol#1105)
vent emitted after the call(s):
SetAutomatedMarketMakerPair(pair,value) {AstroBirdsv2.sol#1106)
- _setAutomatedMarketMakerPair{_pancakePair,true) (AstroBirdsvz.sol#
UpdateDefaul tDexRouter(_router,address{pancakeRouter)) {AstroBirdsV2.sol#1 )
Reentrancy in ERC28Upgradeable. initPSIDividendTracker(IDividendTracker) {AstroBirdsv2.sol#912-934):
External calls:
d dendTracker.excludeFromDividends{address{dividendTr ckar-- IustlaBlljsb4.531 #0917 )
dividendTracker.excludeFromD ends(address(panca A [
dividendTracker.excludeFromDividends(address(@ ZZanDII (AstroBirdsVv2.sol#919)
_setAutomatedMarketMakerPair(pancakePair,true) (AstroBirdsvz.sol#923)
dendTracker.excludeFromDividends{pair) (AstroBirdsv2.sol#1185)
vent emitted after the call(s):
SetAutomatedMarketMakerPair(pair,value) (AstroBirdsvz.sol#1106

- _setAutomatedMarketMakerPair(pancakePair,true) (AstroBirdsV2.sol#923)
Reentrancy in AstroBirdsV2.initialize({string, st|1ng,ajjlass address,address,address,address) (AstroBirdsv2.sol# -1587):
External calls:
- ERC28Upgradeable. ERC28_init{_name,_symbol,marketingAddress_,teamAddress_,psiAddress_,buybackAddress_,router_) (AstroB
irdsV2.s0l#1576-1584)
- pancakePair = IPancakeFactory(pancakeRouter.factory()).createPair{address{this),pancakeRouter .WETH{)) (AstroBi
rdsv2.sol#987)
Event emitted after the call(s):
- Transfer(address(8),account, awountl (AstroBirdsv2.sol#1481)
- _mint(_msgSender(),47 (AstroBirdsv2.sol#1586)
Reentrancy in ERC28Upgradeable.processDividendTracker(uint256) (AstroBirdsV2.sol#1155-1158):
External calls:
- (iterations,claims,lastProcessedIndex) = dividendTracker.process({gas) (AstroBirdsV2.sol#1156)
Event emitted after the call(s):
- ProcessedDividendTracker{ iterations,claims,lastProcessedIndex,false,gas,tx.origin) (AstroBirdsv2.sol#1157)
Reentrancy in ERC28Upgradeable. S\athdquulTvlulht4:r' (AstroBirdsv2.sol#1378- 1399):
External calls:
- swapTokensForEth(contractTokenBalance - {forLiquidity / 2)) (AstroBirdsV2.sol#1383)
- pancakeRouter.swapExactTokensForETHSupportingFeeOnTransferTokens (tokenAmount,®,path,address(this),block.timest
amp) (AstroBirdsv2.sol#1417-1423
- swapAndSendDividends( ( feeBalance * psiFee) / totalFees) {AstroBirdsV2.sol#1392)

- pancakeRouter.swapExactETHForTokensSupportingFeeOnTransfterTokens{value: ethAmount}(8,path,recipient,block.time

(AstroBirdsV2.sol#1457-1462)
- addLiquidity(forLiquidity / 2,(swappedBalance - feeBalance)) (AstroBirdsV2.sol#1394)
- pancakeRouter.addLiquidityETH{value: ethAmount}{address(this),tokenAmount,8,8, liquidityPoolAddress block.time
{AstroBirdsvz2. 501#1431—1438)
External calls sending eth:
- address(_marketingAddress).transfer({feeBalance * marketingFee) / totalFees) (AstroBirdsV2.sol#1389)
- address{_ teamAddress).transfer({feeBalance * teamFee) / totalFees) (AstroBirdsv2.sol#13908)
- swapAndSendDividends((feeBalance * psiFee) / totalFees) (AstroBirdsV2.sol#1392)
- pancakeRouter .swapExactETHForTokensSupportingFeeOnTransferTokens{value: ethAmount}{8,path,recipient,block.time
{AstroBirdsV2.sol#1457-1462)
- addLiguidity{forLiguidity / 2,({swappedBalance - feeBalance)) ({AstroBirdsv2.sol#1394)
- pancakeRouter. aijlquljltyE H{value: ethAmount}(address(this),tokenAmount,®,0, liguidityPoolAddress,block.time
(AstroBirdsVv2.sol#1431-1438)
Event emitted after the call(s):
- Approval{owner,spender,amount) (AstroBirdsV2.sol#1535)
- aijlquljltv‘TDIquuljltv / 2,(swappedBalance - feeBalance)) (AstroBirdsv2.sol#
Reentrancy in ERC208Upgradeable.swapAndLiquify(uint256) (AstroBirdsV2.sol#1378-1399):
External calls:
- swapTokensForEth{contractTokenBalance - (forLiguidity / 2)) (AstroBirdsV2.sol#1283)
- pancakeRouter.swapExactTokensForETHSupportingFeeOnTransferTokens( tokenAmount,®,path, address{this).block.timest
amp) (AstroBirdsV2.sol#1417-1423)
- swapAndSendDividends((feeBalance * psiFee) / totalFees) ({AstroBirdsv2.sol#1392)
- pancakeRouter.swapExactETHForTokensSupportingFeeOnTransferTokens{value: ethAmount}(®,path,recipient,block.time
stamp) (AstroBirdsV2.sol#1457-146
- adlequljltvlfDIquUljltv / 2,(swappedBalance - feeBalance)) (AstroBirdsv2.sol#1394)
- pancakeRouter. ijlquljltyE H{value: ethAmount}{address(this),tokenAmount,®,08, liguidityPoolAddress,block.time
stamp) (AstroBirdsv2.sol#1431-1438)
External calls sending eth:
- address({_marketingAddress).transfer({feeBalance * marketingFee) / totalFees) (AstroBirdsV2.sol#1389)
_ address{ _teamAddress).transfer((feeBalance * teamFee) / totalFees) IustlaBlljsb4.531¢15-_,
- swapAndSendDividends((feeBalance * psiFee) / totalFees) (AstroBirdsV2.sol#1392
- pancakeRouter. fapExactE'HFor'okensSupportingFeeDn'ransfer'okens{value: ethAmount}(@,path,recipient,block.time
stamp) {AstroBirdsV2.sol#1457-146
- aijlquljltvlTDIquuljltv / 2,(swappedBalance - feeBalance)) ({AstroBirdsv2.sol#1394)
- pancakeRouter. aijlquljltyE H{value: ethAmount}({address(this),tokenAmount,0,0, liguidityPoolAddress,block.time
stamp) (AstroBirdsV2.sol#1431-1438)
- address{ buybackAddress).transfer{address(this).balance - initialBalance) {AstroBirdsV2.sol#1396)

Reentrancy in ERC28Upgradeable.transferFrom{address,address,uint256) (AstroBirdsv2.sol#1211-1224):
External calls:
- tlalus‘rnlExc'lud»ﬂdlsmud»l ,recipient,amount) (AstroBirdsv2.sol#1215)
sntBalaMCAladj|955|sandn|n balanceof(sender)) (AstroBirdsv2.sol#1351)
2 "cknr setBalance(address(sender),balance0f({sender) - amount) (AstroBirdsV2.sol#1353)
( dendTracker. SAtBGIGMCAIajj|ASSI|Ac1p1¢nt- balahCQDT'\QClpieﬁt} + amount) (AstroBirdsVv2.sol#1354)
- _transfer(sender,recipient,amount) iAstroBirdst.sol#lzl?}
- pancakeRouter.addLiquidityETH{value: ethAmount}(address(this),tokenAmount,®,8,_ liguidityPoolAddress,block.time
stamp) (AstroBirdsV2.sol#1431-1438)
-d dendTracker.setBalance({address(sender),balanceof(sender)) (AstroBirdsvz.sol#1351)
- pancakeRouter.swapExactETHForTokensSupportingFeeOnTrans ferTokens{value: ethAmount}(e,path,recipient,bleck.time
stamp) (AstroBirdsV2.sol#1457-14
- pancakeRouter .swapExactTokensForETHSupportingFeeOnTrans ferTokens(tokenAmount,0,path,address(this),block.timest
amp) (AstroBirdsV2.sol#1417-1423)
dendTracker.setBalance(address(sender),balance0f(sender) - amount) (AstroBirdsVvz.sol#1353)
dendTracker. sntBalaMCAIadj|ASSI|ac1plnntn balanceof(recipient) + amount) (AstroBirdsv2.sol#1354)
ividendTracker.process(gasForProcessing) (AstroBirdsv2.sol#1238-1340)
External calls sending eth:
- _transfer(sender,recipient,amount) (AstroBirdsv2.sol#1217)
- pancakeRouter.addLigquidityETH{value: ethAmount}(address(this),tokenAmount,®,8, liquidityPoolAddress,block.time
stamp) (AstroBirdsV2.sol#1431-1438)
- pancakeRouter .swapExactETHForTokensSupportingFeednTrans ferTokens{value: ethaAmount}(@,path,recipient,block.time
stamp) (AstroBirdsv2.sol#1457-146
- address(_marketingAddress).transfer((feeBalance * marketingFee) / totalFees) (AstroBirdsv2.sol#1330)
- address(_teamAddress).transfer((feeBalance * teamFee) / totalFees) [AstroBirdsV2.sol#1390)
- addreSSI_bbeackHjjléss-.transferiujﬂ|ASSIthls- balance - 1n1t1alBalance; IHst\DBlljSJA.SDI» 1396)
Event emitted after the call(s):
- Approval{owner,spender,amount) {AstroBirdsv2.sol#1535)
- _approve(sender,_msgSender(),currentAllowance - amount) (AstroBirdsv2.sol#1222)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-3
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INFO:Detectors:
ERC20Upgradeable.unlock() (AstroBirdsv2.sol#11408-1145) uses timestamp for comparisons
Dangerous comparisons:
- require(bool,string)(block.timestamp > _lockTime,Contract is still locked) {AstroBirdsV2.sol#1142)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#block-timestamp
INFO:Detectors:
AddressUpgradeable.verifyCallResult{bool bvtns .string) {AstroBirdsv2.sol#255-275) uses assembly
- INLINE ASM ({AstroBirdsV2.sol#
Reference: https://github. CDWKC|vtlc/slltharf\1k1fDAtactor Documentation#assembly-usage
INFO:Detectors:
AddressUpgradeable. functionCall{address,bytes) (AstroBirdsV2.sol#166-168) is never used and should be removed
AddressUpgradeable. functionCall{address,bytes,string) (AstroBirdsV2.sol#176-182) is never used and should be removed
Hjj|asstg\ajeabla.TunctanCallulthJGIUAIajj|éss bytes,uint256) (AstroBirdsv2.sol#195-201) is never used and should be removed
Hjj|nsstg\ deable. functionCallwWithvalue(address, bvtas ,uint256,string) (AstroBirdsvz. SDI*AHO—A ) is never used and should be re
Hﬂ esstgradeablﬁ.FunctionetaticCallfadjlst bytes) (AstroBirdsVz.sol#228-230) is _never used and should be removed
AddressUpgradeable. functionStaticCall({address,bytes,string) (AstroBirdsv2.sol#23 ) is never used and should be removed
Aﬂﬂrnsstgradeabln.1stont|actladﬂlassn Iustr081|ﬂ5b4.501 #117-123) 1is never used ahd should be removed
A e.sendValue(address ,uint256) (AstroBirdsV2.sol#141-146) is n - used and should be removed
Hjj|nsstg\ 23 _\1TvCa11Rasultlbool bvtns ,string) (AstroBirdsv2. sol#;EE—;;_; is never used and should be removed
ContextUpgra jeabln _ Context_init() Iust|081|j544 sol# ) d should be remove
ContextUpgr .__Context_init_unchained() {AstroBirdsv2. t77 ) { r used and should be
C)ntéxtLpgraﬂéablé. “msghata() (AstroBirdsv2. S)l«foj—fo ) 15 never us*j and should be removed
ERC20Upgradeable._setupDecimals{uint8) {AstroBirds\ 7) never used and should be remov
Initializable._ isConstructo() (AstroBirdsv2.sol#768- er used and should be removed
Reference: https://github. CDWIC|vtlcfslltharf\1k1fDAtactor Documentat ion#dead-code
INFO:Detectors:
Pragma version*8.8.0 (AstroBirdsV2.sol#14) necessitates a version too recent to be trusted. Consider depleying with 0.6.12/0.7.6
solc-08.8.4 is not recommended for deployment
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity
INFO:Detectors:
Low level call in Addresstgradeable.sen-Ualueiaddress uint256) (AstroBirdsv2.sol#141-146):
- [success) = recipient.call{value: amount}{) lHSTIDBleSh; sol#144)
Low level call in AddressuUpgradeable.functionCallWithValue(address,bytes,uint256,string) (AstroBirdsv2.sol#209-220):
- (success,returndata) = target.call{value: value}({data) 'HSTIDBIIjS«; 501*41c|
Low level call in Addresstgradeable.function?taticCalliaddress,bytes,string) ({AstroBirdsvz.sol#238-247):
- [success,returndata) = target.staticcall{data) (AstroBirdsV2.sol#245)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#low-level-calls
INFO:Detectors:
Function IPancakePair.DOMAIN_SEPARATOR() (AstroBirdsV2.sol#308) is not in mixedCase
Function IPancakePair.PERMIT_TYPEHASH{) (AstroBirdsVv2.sol#3089) is not in mixedCase
Function IPancakePair.MINIMUM_LIQUIDITY() (AstroBirdsV2.sol#326) is not in mixedCase
Function IPancakeRouter@1.WETH({) (AstroBirdsv2.sol#246) is not in mixedCase
Function ContextUpgradeable._ Context_init() [AstroBiljsb;.sol#TTJ—TTEI = not in mixedCase
Function ContextUpgradeable._ Context_init_unchained{) . is not in mixedCase
Variable ContextUpgradeable.  gap (AstroBirdsvz. sol+aoo\ is not in NIXAjCaSA
Function ERC28Upgradeable. ERC20_init{string, STIlhg,ajjIQSS address,address,address ,,address) (AstroBirdsv2.sol#878-9108) is not 1
n mixedCase
Parameter ERC20Upgradeable. ERC20_init(string,string,address,address,address,address,address)._nm (AstroBirdsv2.sol#879) is not
in mixedCase
Parameter ERC28Upgradeable. ERC28_init{string,string,address,address,address,address,address)._sym (AstroBirdsv2.sol#888) is not
in mixedCase
Parameter Upgradeable. initPSIDividendTracker({IDividendTracker)._dividendTracker {AstroBirdsv2.sol#912) is not in mixedCase
Parameter Upgradeable.calculatel iquidityFee{uint256)._amount (AStroBirdsvz. sol#982) is not in mixedCase
Parameter Upgradeable.calculatePSIFee{uint256). ount (AstroBirdsV2.sol#986) is not in mixedCase
Parameter Upgradeable.calculateMarketingFee(uint256). amount (AstroBirdsV2.sol#990) is not in mixedCase
Parameter Upgradeable.calculateTeamFee{uint256). awount {AstroBirdsv2.sol#994) is not in mixedCase
Parameter Upgradeable.calculateBuybackFee{uint256)._amount (AstroBirdsv2.sol#998) is not in mixedCase
Parameter Upgradeable.setPSIFee{uint2 51fee stroBirdsv2.sol#l is not in mixedCase
Parameter Upgradeable.setlLiquidityFe i _ (AstroBirdsvz.sol ) is not in mixedCase
Parameter Upgradeable.setBuybackFee{uint25 2 {AstroBirdsv2.sol#l is not in mixedCase
Parameter Upgradeable.setMarketingFee{uint .Mt [AstroBirdsv2.sel#1017) is not in mixedCase
Parameter Upgradeable.setTeamFee(uint2 {AstroBirdsV2.sol#1022) is not in mixedCase
Parameter Upgradeable.changeP5IAddress{address).P5IAddress_ (AstroBirdsv2.sol#1846) is not in mixedCase
Parameter Upgradeable.changeSellLimit{uint256)._selllLimit {AstroBirdsv2.sol# i) is not in mixedCase
Parameter Upgradeable. changAHaxtXIu1ht45C). maxtx (AstroBirdsV2.sol#1060) t in mixedCase
Parameter Upgradeable.a outer(address,bool). router {AstroBirdsV2.sol#1875) is not in mixedCase
Parameter Upgradeable.se )AndLiquif nabled(bool)._enabled (AstroBirdsv2.sol#1264) is not in mixedCase
pgradeable. 0w {AstroBirdsvz.sol#8083) is not in mixedCase
i pgradeable._previcusOwner (AstroBirdsV2.sol#804) is net in mixedCase
|iabln ( cable._psiAddress (AstroBirdsv2.sol#285) is net in mixedCase
eable. buybackAddress {AstroBirdsV2.sol#8086) is not in mixedCase
pgradeable._liguidityPoolAddress (AstroBirdsv2.sol#887) is not in mixedCase
|1abla 20Upgradeable._marketingAddress (AstroBirdsV2.sol#888) is not in mixedCase

Variable grade . teamAddress (AstroBirdsV2.sol#:
Variable I abl maxTxAmount (AstroBirdsv - ixedCa
Parameter Hstr351|j5¢4 initialize(string, stlln;,ajj\éss,ajjlAss,ajjléss,ajjléss,ajjléss-. name {AstroBirdsVz2.sol# ) 1is not 1in
mixedCase
Parameter AstroBirdsv2.initialize(string.string,address,address,address,address,address)._symbol (AstroBirdsV2.sol#1569) is not
in mixedCase
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#conformance-to-solidity-naming-conventions
INFO:Detectors:
Reentrancy in ERC2@Upgradeable._transfer(address,address,uint256) (AstroBirdsvz.sol#1298-1342):
External calls
- swapAndLiquify(contractTokenBalance) (Astrol >
- address(_marketingAddress).transfe eeBalance * Walk*tngFQQ' / totalFees) 'HStIDBleSJ;.SDl*
- address( teamAddress).transfer((feeBalance * teamFee) / totalFees) (AstroBirdsvz.sol#
- address(_buybackaAddress).transfer(address(this) _balance - Uultla'lBa'laluce; (AstroBir ds V2 5-)1
External calls nding eth:
- swapAndLiquify({contractTokenBalance) (AstroBirdsv2.sol# 2 )
- pancakeRouter.addlL iquidityETH{value: éthan)unt»lajj|é551thls- tokenAmount,0,0,_ liguidityPoolAddress,block.time
stamp) (AstroBirdsv2.sol#1431-1438)
- pancakeRouter.swapExactETHForTokensSupportingFeeOnTrans ferTokens{value: ethAmount}{@,path,recipient,block.time
stamp) (AstroBirdsv2.sol#1457-14
- address(_marketingAddress).transfer({feeBalance * marketingFee) / totalFees) (AstroBirds .;4.5-)1« 389)
- address(_teamAddress).transfer((feeBalance * teamFee) / totalFees) (AstroBirdsV2.sol#1390
- address(_buybackAddress).transfer(address(this).balance - initialBalance) (AstroBirdsv2. sol#13
State variables written after the call{s):
- _simpleTransfer(sender,recipient,amount) (AstreBirdsv2.sol#1335)
- _balances[sender] = senderBalance - amount (AstroBirdsv2.sol#1366)
- _balances[recipient] += amount {AstroBirdsv2.sol#1367)
Event emitted after the call(s):
- ProcessedDividendTracker(iterations,claims,lastProcessedIndex,true,gasForProcessing,tx.origin) (AstroBirdsV2.sol#1330
- Transfer(sender,recipient,amount) (AstroBirdsv2.sol#1368)
- _simple |ansfé\15énjé|,|éc1p1ént,aw>unt- 'HStIDBleSJ; sol#1335)
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Reentrancy in ERC20Upgradeable.swapaAndLiguify({uint256) (AstroBirdsv2.sol#1378-1399)
External calls:
- address({_marketingAddress).transfer((feeBalance * marketingFee) / totalFees) (AstroBirdsv2
ress(_teamAddress ). transfer((feeBalance * teamFee) / totalFees) (AstroBirdsV2.sol#1398)
External calls sending eth:
- address(_marketingAddress).transfer((feeBalance * marketingFee) / totalFees) (AstroBirdsv2.sol#13
- address{_ teamAddress).transfer({feeBalance * teamFee) / totalFees) {(AstroBirdsV2.sol#1390)
- swapAndSendDividends eBalance * psiFee) / totalFees) {AstroBirdsV2.sol#1392)
- pancakeRouter. apExactE'HFor'okansQupportingFeeDn'ransfer'okens{ualue: ethAmount}(8,path, recipient,block. time
stamp) {AstroBirdsv2.sol#1457-1
- aijquIjltvITo|L1qu1jltv / 2,(swappedBalance - feeBalance)) ({AstroBirdsV2.sol#1394)
- pancakeRouter. aijlquljltyE H{value: ethAmount}(address(this),tokenAmount, _liguidityPoolAddress,block.time
stamp) (AstroBirdsV2.sol#1431-1438)
State variables written after the callis):
- addLiguidity(forLiquidity / 2,(swappedBalance - feeBalance)) (AstroBirdsv2.sol#1394
- _allowances[owner ][spender] = amount (AstroBirdsv2.sol#1534)
Event emitted after the call(s):
- Approval{owner,spender,amount) (AstroBirdsV2.sol#1535)
- a ﬂquu1j1tu, forLiquidity / 2,{ ppAﬂBalancn - feeBalance)) (AstroBirdsv2.sol#1384)
Reentrancy in ERC208Upgradeable.swapAndlLiquify{uint256) (AstroBirdsV2.sol#1378-1399):
External calls:
- address(_marketingAddress).transfer((feeBalance * marketingFee) / totalFees) (AstroBirdsv2.sol#1389)
- address(_teamAddress).transfer((feeBalance * teamFee) / totalFees) (AstroBirdsv2.sol#1390)
- address{_buybackAddress).transfer{address(this).balance - initialBalance) (AstroBirdsV2.saol#1396)
External calls sending eth:
- address{_marketingAddress).transfer({feeBalance * marketingFee) / totalFees) (AstroBirdsVv2.sol#1389)
- address(_teamAddress).transfer((feeBalance * teamFee) / totalFees) (AstroBirdsvz.sol#1398)
- swapAn dends( { feeBalance * psiFee) / totalFees) (AstroBirdsV2.sol#1392)
ransferTokens{value: ethAmount}(8,path,recipient,block.time

- aijquIjlt"T0|L1qu1jltv / 2,(swappedBalance - feeBalance)) (AstroBirdsv2.sol#1394)
- pancakeRouter. aijlquljltyE H{value: ethAmount}{address{this),tokenAmount, _liguidityPoolAddress,block.time
stamp) (AstroBirdsV2.sol#1431-1438)
- address{_buybackAddress).transfer{address(this).balance - initialBalance) (AstroBirdsV2.sol#1396)
Event emitted after the call(s):
- SwapAndLiguify{contractTokenBalance,swappedBalance,forLiguidity / 2) (AstroBirdsv2.sol#1393
Reentrancy in ERC28Upgradeable.transferFrom(address,address,uint256) (AstroBirdsV2.sol#1211-1224)

External calls:
- _transf sender, recipient,amount) (AstroBirdsv2.sol#1217)
- a jlesst_narketingﬂddress}.transfer(ifeeBalance *# marketingFee) / totalFees) 'HSTIDBIFjSJA.S
- address(_teamAddress).transfer((feeBalance * teamFee) / totalFees) (AstroBirdsv2.sol#13
- address({_buybackAddress).transfer{address{this).balance - initialBalance) {AstroBirdsv2
External calls sending eth:
- _transfer(sender,recipient,amount) (AstroBirdsv2.sol#1217)
- pancakeRouter.addLiquidityE‘H{ualue: ethamount}(address(this),tokenAmount,®,0,_ liquidityPoolAddress,block.time
stamp) (AstroBirdsv2.sol#1431-1438)
- pancakeRouter.s apExﬂ(tE HForTokensSupportingFeeOnTransferTokens{value: ethAmount}({8,path,recipient,block.time
stamp ) (ﬁStVDBIFdSVE.SDl¢14=f714 )
- address{_marketingAddress).transfer((fe eBalahCA * w=|két1ngFéé- / totalFees) (AstroBirdsvz2.sol#1389)
- address(_teamAddress).transfer(( / totalFees) (AstroBirdsVv2.sol#13
- address(_buybackaAddress).trans (addres SIthls- balance - initialBalance) tAstrDBirdsvz.s 396 )
State variables written after the call(s
- _approve(sender,_msgSender(),currentAllowance - amount) (AstroBirdsV2.sol#1222)
- _allowances[c er][spender] = amount (AstroBirdsv2.sol#1534)
Event emitted after the call{s):
- Approval(owner,spender,amount) (AstroBirdsv2.sol#1535)
- _approve(sender, msgSender(),currentAllowance - amount) {AstroBirdsv2.sol#1222)
Reference: https://github. con/clytlcfsllthglf\1k1/D»tﬂctD|—Docunentat1Dn¢reentrancyfuulnerablllt19574
INFO:Detectors:
variable IPancakeRouter@l.addLiquidity(address,address,uint256,uint256,uint256,uint256,address,uint2 . ame ADesired (AstroBir
dsv2.s0l#351) is too similar to IPancakeRouterBl.a-dquuljxtw.ajjlass,ajjléss ulnt‘.;,ulnt‘E_,ulnt‘._,utnt‘ 6,address ,uint256).a
mountBDesired (AstroBirdsv2.sol#352)
Variable ERC208Upgradeable 7bbea(kujjress {(AstroBirdsV2.sol#886) 1is too similar to ERC28Upgradeable.setBuybackAddress{address).b
uybackAddress_ (AstroBirdsvz2
Variable ERC20Upgradeable._ buybackAddress (AstroBirdsv2.sol#8 is too similar te ERC28Upgradeable. ERC20_init(string,string,ad
dress,address ,address,address,address ) .buybackAddress_ (AstroBirdsv2.sol#3234)
variable ERC deable. marketingAddress (AstroBirdsv2.sol#808) is too similar to ERC26Upgradeable.changeMarketingAddress(add
ress ) .marketin _ {(AstroBirdsVv2.sol#1836)
Variable ERC20 adeable._marketingAddress (AstroBirdsv2.sol#808) is too similar to ERC20Upgradeable. ERC20_init{string,string,
address,address ,address,address ,address ) .marketingAddress_ (AstroBirdsv2.sol#881)
Vvariable ERC de =, gePSIAddress(address).PSIAddress_ (AstroBirdsvz.sol#1846) is too similar to ERC28Upgradeable._psia
ddress (AstroBirdsv :
Variable ERC adeable. 7P51HjjIQSS {AstroBirdsV2.sol#885) 1s too similar te ERC28Upgradeable. ERC26_init(string,string,addres
s,address,address,address ,address ) .psiAddress_ (AstroBirdsv2.sol#8383)

teamAddress (AstroBirdsV2.sol#8089) is too similar te ERC28Upgradeable.changeTeamAddress(address).team
A o BirdsV2.sol# )
Variable ERC28Upgradeable. teamAddress (AstroBirdsvz.sol#28e9) is too similar to ERC208Upgradeable. ERC20_init(string,string,addre
ss,address,address,address,address ) .teamAddress_ (AstroBirdsvz.sol#882)
variable ERC:DLpgradeable._buybackAddress (AstroBirdsv2.sol#306) is too similar to AstroBirdsv2.initialize(string,string,address
,address,address,address,address ) .buybackAddress_ (AstroBirdsV2.sol#1573)
Variable ERC28Upgradeable. marketingAddress (AstroBirdsV2.sol#: ) is too similar to AstroBirdsV2.initialize(string,string,addre
ss,address,address,address,address ) .marketingAddress_ (AstroBirdsv2.sol#1570)
variable ERC pglajéablé _p51ujj|éss (AstroBirdsVv2.sol#805) is too similar to AstroBirdsv2.initialize(string,string.address,add

dress,address).psiAddress_ {AstroBirdsv2.sol#1572)

pgradeable._teamAddress (AstroBirdsV2.sol# ) is too similar to AstroBirdsV2.initialize(string,string,address,ad
dress,address,address,address) . teamAddress AstroBirdsVz.sol#15
Reference: https f/g1thub CDWJC|v11c/511thA|_.1kifDetector-Docuwentation#variable-nawes—are—too—siwilar

etectors:
ERC208Upgradeable. ERC20_1init(string,string.address,address,address,address,address) (AstroBirdsv2.sol#878-910) uses literals wit
h too many digits:
m xAmount * 18 *% 18 (AstroBirdsV2.sol#898)

ER(ZFLpgrajéablé initPSID endTracker{ID1 2 j k stroBirdsv2.sol#91 ) uses literals with too many digits:

- dividendTracker.excludeFromD dEaD)) (AstroBirdsv2.sol#919)
ERC20Upgradeable. initPSIDivid acker(IDividendTra ( 2 . 3 2 4) uses Lliterals with toeo many digits:

- gasForProcessing 3 3
ERC208Upgradeable.updateGasForProcessing{uint 2.sol# -1115) uses literals with too many digits:

- require(bool,string)(newv 2 > &8 new 2 == 5 ,AstroBirdz: gasForProcessing must be between 20

) (AstroBirds sol#110

pgradeable._burn{address,uin (AstroBirdsv2.sol# uses literals with too many digits:

- beforeTokenTransfer{accoun ess ] clele! ee @dEaD ) ,amount) (AstroBirdsV2.sol#1504)
ERCEEqur'daabla _burn{address ,uint2 2. 3 uses literals with too many digits:

- Transfer(account,address(t 6dEaD ) ,amount) (AstroBirdsv2.sol#15180)
HSTIDBIIjSN‘.lhltlallZQ'Stllhg string.address,address,address,address.a jIQSS' IHstloslljsh‘.sol#lEEe 1587) uses literals with t
oo many digits:

- _mint{_msgSender(),47 (AstroBirdsV2.sol#1586
Reference: https://github. CDWJC|vtlc/sllthA| wiki/Detector-Documentation#too-many-digits
INFO:Detectors:

ContextUpgradeable._ gap (AstroBirdsv2.sol#788) 1is never used in AstroBirdsv2 (AstroBirdsV2.sol#1566-
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#unused-state-variables
INFO:Detectors:

name( ) should be declared external:
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symbol{ ) should be declared external:
- ERC2BUpgradeable.symbol{) (AstroBirdsv2.sol#947-949)
totalsupply() should be declared externa
- ERC20Upgradeable.totalSupply() (AstroBirdsv2.sel#971-973
setPSIFee{uin 6) should be declared external:
pgradeable.setPSIFee(uint2 {AstroBirdsV2.sol#1002 - 16¢
s#tquutjltvFeelu1n145C| should be declared externa
E radeable.setliguidityFee({uint256) ({AstroBirdsv2.sol#1807-1010)
setBuybackFee( 256) should be declared external:
pgrajeable.setBuybackFeeiu1nt2=6} {AstroBirdsvz.sol#1812-10815)
setMarketingFee{uint256) should be declared external:
- ERC20Upgradeable.setMarketingFee(uint256) {AstroBirdsV2.sol#1017-1020)
setTeamFee(uint256) should be declared external:
- ERC20Upgradeable.setTeamFee(uint256) {AstroBirdsv2.sol#1822-1825)
setBuybackAddress{address) should be declared external:
- ERC20Upgradeable.setBuybackAddress{address) (AstroBirdsv2.sol#1031-1034)
changeMarketingAddress{address) should be declared externa
- ERC20Upgradeable.changeMarketingAddress{address) (AstroBirdsV2.sol#1036-1039)
changeTeamAddress{address) should be declared external:
- ERC20Upgradeable.changeTeamAddress(address) (AstroBirdsV2.sol#1841-1044)
chaHQAPCIHjj|ASSIajj|AssI should be declared external:
RC208Upgradeable.changeP5IAddress{address) (AstroBirdsVv2.sol#1046-1049)
Chahgequuljlty ddress{address) should be declared external:
- ERC26Upgradeable. ChathquuljlthjjlQSS‘ajjIQSS' (AstroBirdsV2.sol#1851-1054)
changeSellLimit{uint256) should be declared extern
- ERC208Upgradeable. ChahgegellLlWltlulht45C} {AstroBirdsv2.sol#1856-1058)
changeMaxtx{uint256) should be declared external:
- ERC pgradeable.changeMaxtz[uintEE_} (AstroBirdsv2.sol#1
removeExclud dress(address) should be declared external
- ERC pgradeable. removeExcludedAddress(address) (AstroBirdsV2.sol#1 -1869)
transferownership{address) should be declared external:
- ERC20Upgradeable.transferOwnership({address) (AstroBirdsV2.sol#1121-1125)
getUnlockTime({ ) should be declared external:
- ERC20Upgradeable.getUnlockTime() (AstroBirdsv2.sol#1127-1129)
lock{uint256) should be declared externa
- ERC20Upgradeable.lock{uint256) {AstroBirdsv2.sol#1132-1137)
unlock{ ) should be declared external:

unlock( ) should be declared external:

- ERC20Upgradeable.unleck() (AstreBirdsv2.sol#1140-1145)
multiTransfer{address[],uint256[]) should be declared external:

- ERC20Upgradeable.multiTransfer(address[],uint256[]) (AstroBirdsV2.sol#1147-1153)
allowance(address ,address) should be declared externa

- ERC20Upgradeable.allowance(address,address) {AstroBirdsV2.sol#1183-1185)
approve(address ,uint256) should be declared external:

- ERC20Upgradeable.approve(address,uint256) (AstroBirdsV2.sol#1194-1197)
transferFrom{address,address,uint } should be declared external:

- ERC20Upgradeable.transferFrom{address,address,uint ) {AstroBirdsv2.sol#1211-1224)
increaseAllowance{address ,uint256) should be declared external:

- ERC -LpgrajAabla increaseAllowance(address ,uint256) IHst|081|jsMA sol# 241)
decreaseAllowance(address,uint256) should be declared exte

JLagrajAabla decreaseAllowance(address u1nt;5;} 'HStIDBleSJ; sol#1257-1262)

setSwapAndL iguifyEnabled(bool) should be declared extern

- ERC20Upgradeable.set )Andquutnynabledibool} Iust|081|jsh4 s0l#1264-1267)
toggleTrading() should be declared external:

- ERC20Upgradeable.toggleTrading() (AstroBirdsvz.sol#1401-1403)
togglePaused() should be declared external:

- ERC20Upgradeable.togglePaused() {AstroBirdsvz.sol#14084-1406)
initialize(string,string,address,address,address,address,address) should be declared extern

- AstroBirdsV2.initialize(string,string ,ajjléss,ajjléss address,address,address) 'HStI)BlIﬂS#;
Reference: https://github. c:wa|vt1cfsllthé|/\1k1ftétéct3r EDCUW*htatth?publlc function-that-could-be-declared-extern
INFO:Slither: AstroBlrdsVZ sol analyzed (15 contracts with 75 detectors), 148 result(s) found
INFO:Slither:Use to to ad ors and Gith ration

Slither log >> AstroBirdzDividendTracker.sol

INFO:Detectors:
ERC20TokenRecover.recoverETH(uint256) (AstroBirdzDividendTracker.sol#1247-1250) sends eth to arbitrary user

Dangerous calls:

- (sent) = owner().call{value: amount}{) (AstroBirdzDividendTracker.sol#1248)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#functions-that-send-ether-to-arbitrary-destinations
INFO:Detectors:
Reentrancy in DividendPayingToken._withdrawDividend0fUser(address) (AstroBirdzDividendTracker.sol#1154-1178):

External calls:

- success = IERC20(dividendToken).transfer({user, withdrawableDividend) (AstroBirdzDividendTracker.sol#1159)

State variables written after the call(s):

- withdrawnDividends[user] = withdrawnDividends[user] - _withdrawableDividend (AstroBirdzDividendTracker.sol#1162)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-1
INFO:Detectors:

DividendPayingToken.constructor(string,string,address,address)._name (AstroBirdzDividendTracker.sol#1130) shadows:
_name (AstroBirdzDividendTracker.sol#77
videndPayingToken.constructor(string,string,address,at :._Syﬁb)l (AstroBirdzDividendTracker.sol#1131) shadows
- ERC2 symbol (AstroBirdzDividendTracker.sol#778) (state variable)
videndPayingToken.dividendof(addre ._owner (AstroBirdzDividendTracker.sol#1172) shadows
_owner (AstroBirdz de racker.sol#714) (state variable)
videndPayingToken.withdrawableD 0f(address)._owner (AstroBirdzDividendTracker.sol#1176) shadows

- Ownable._owner (AstroBirdz dendTracker.sol#714) (state riable)

idendPayingToken.withdrawnDividend0f{address)._owner (AstroBirdz dendTracker.sol#1188) shadows:

- Ownable._owner (AstroBirdzDividendTracker.sol#714) (state variable)

videndPayingToken.accumulat iveDiv dof({address)._owner (AstroBirdzDividendTracker.sol#1184) shadows:

- Ownable. er (AstroBirdzDividendTracker.sol#714) (state variable)

Reference: https: ffglthub CDWIC|vt1cfsllthn|f\lklfDntnctol—-Dcuwnntat10n¢IDCa1—-a|labln shadowing
INFO:Detectors:
Reentrancy in AstroBirdzDividendTracker.processAccount(address,bool) (AstroBirdzDividendTracker.sol#1515-1530):

External calls:

- amount = withdrawDividend0OfUser(account) (AstroBirdzDividendTracker.sol#1521)

- success = IERC dividendToken).transfer(user, withdrawableDividend) (AstroBirdzDividendTracker.sol#1159)

State variables written after the call(s):

- lastClaimTimes[account] = block.timestamp (AstroBirdzDividendTracker.sol#1524)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-2
INFO:Detectors:
Reentrancy in AstroBirdzDividendTracker.processAccount(address,bool) {AstroBirdzDividendTracker.sol#1515-1530):
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External calls:
- amount = _withdrawDividendOfUser{account) {AstroBirdzDividendTracker.sol#1521)
- success = IERC208(dividendToken).transfer{user, withdrawableDividend) ({AstroBirdzDividendTracker.sol#1159)
Event emitted after the call(s):
- Claim(account,amount,automatic) (AstroBirdzDividendTracker.sol#1525)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-3
INFO:Detectors:
AstroBirdzDividendTracker.getAccount({address) (AstroBirdzDividendTracker.sol#1343-1383) uses timestamp for comparisons
Dangerous comparisons:
- nextClaimTime = block.timestamp ({AstroBirdzDividendTracker.sol#1382)
AstroBirdzDividendTracker.canAuteClaim{uint256) (AstroBirdzDividendTracker.sol#1485-1411) uses timestamp for comparisons
Dangerous comparisons:
- lastClaimTime = block.timestamp {AstroBirdzDividendTracker.sol#1466)
- (block.timestamp - lastClaimTime) == claimWait {AstroBirdzD dendTracker.sol#1418)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#block-timestamp
INFO:Detectors:
Address .verifyCallResult{bool,bytes,string) IHst|DBI\sz'vidend'racker.501#423—443) uses assembly
- INLINE ASM lHSTIDBleZD idendTracker.sol#4 38)
AstroBirdzDividendTracker.bytesToAddress({bytes) Lust\DBirdzDividend'racker.501#1427—1439} uses assembly
- INLINE ASM (AstroBirdzDividendTracker.sol#1429)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assembly-usage
INFO:Detectors:
Address . functionCall(address,bytes) (AstroBirdzDividendTracker.sol#307 --: never Y d shoulj be removed
Address . functionCallwithvalue(address,bytes, uint2 (AstroBire vide 2r.sol#336 never used and should be removed
Address . functionDelegateCall{address ,bytes) (AstroBirdzDividend cker.s #3 98) i and should be removed
Address . functionDelegateCall{address,bytes,string) {AstroBirdzDividendTracker # is never used and should be removed
Address . functionStaticCall(address,bytes) (AstroBirdzDividendTracker.sol#369-371) is never used and should be removed
Address . functionStaticCall{address,bytes,string) {AstroBirdzDividendTracker.sol#379-288) is never used and should be removed
Address.sendValue({address,uint256) (AstroBirdzDividendTracker.sol#282-287) 1is never used and should be removed
Context._msgData() (AstroBirdzDividendTracker.sol#788-718) is never used and should be rem
dendPayingToken._transfer(address,address,uint256) (AstroBirdzDividendTracker.sol#1196- 8) is never used and should be rem

0. _transfer{address,address,uint256) ({AstroBirdzDividendTracker.sol#964-984) is never used and should be removed
ItA|ab19Happ1ng gAt\Itn|ab19Happ1ng Map,address) (AstroBirdz idendTracker.sol#13-15) is never usnj ahd sloulj be rem
SafeERC20.safeAppr ( 20,address ,uint256) (AstroBirdzDividendTracker.sol#473-486) is n v

feERC28. SaTADAC|AaSAHllD\ahCAIIERCAU,ajj|Ass uint256) (AstroBirdzDividendTracker.s p8) is never USAj and sloulj be remo

eERC20.safeIncreaseAllowance( IERC28,address ,uint256) (AstroBirdzDividendTracker.sol#488-4 i sver used and should be remo

eERC20.safeTransferFrom{ IERC20,address,address ,uint256) (AstroBirdzDividendTracker.sol#457-464) is never used and should be r
red
ence: https://github.com/crytic/slither/wiki/Detector-Documentation#dead-code
INFO:Detectors:
rersion™8.8.0 {AstroBirdzDividendTracker.sol#3) necessitates a wersion too recent to be trusted. Consider deploying with

8.4 is not recommended for deployment

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity
INFO:Detectors:

Low level call in Address.sendValue(address,uint256) ({AstroBirdzDividendTracker. sol«;o; -287

(success) = recipient.call{value: amount}{) (AstroBirdzDividendTracker. )
Low level call in Address. functiontallﬂithValueiaddress,bytes,utntZEC,stllng, stlDBllszl ridendTracker.sol#3560-361):
{success,returndata) = target.call{value: value}(data) (AstroBirdzDividendTracker.sol#35
Low 1au,1 call in Address. functionStaticCall({address,bytes,string) (AstroBirdzDividendTracker.sol#379-
- (success,returndata) = target. StathCallldata' lHSTIDBleZDl ridendTracker.sol#386)

Low level call in Address.functiDnDelegateCalliaddress,bytes,string} (AstroBirdzDividendTracker.sol#406-415):
- (success,returndata) = target.delegatecall(data) (AstroBirdz idendTracker.sol#
1 call in ER anRe .re ETH(uint256) (AstroBirdzDividendTracker.sol#1247-12
- (sent) = ow (). va : amount}() (AstroBirdzDividendTracker.sol#1248)
Reference: https: ffglthub com/crytic/slither/wiki/Detector-Documentation#low-level-calls
INFO:Detectors:
Parameter DividendPayingToken.dividend0f(address). owner (AstroBirdzDividendTracker.sol#1172) is not in mixedCase
Parameter D endPayingToken.withdrawableDividen (address)._owner (AstroBirdzDividendTracker.sol#1176) is not in mixedCase
Parameter DividendPayingToken.withdrawnDi dof{address)._owner {AstroBirdzDividendTracker.sol#1180) is not in mixedCase
Parameter idendPayingToken.accumulat dendof{address)._owner (AstroBirdzD endTracker.sol#1184) is not in mixedCase
Constant DividendPayingToken.magnitude (AstroBirdzDividendTracker.sol#1189) is not in UPPER_CASE_WITH_UNDERSCORES
Parameter AstroBirdzDividendTracker.getAccount(address). account (AstroBirdzDividendTracker.sol#1343) is not in mixedCase
Parameter AstroBirdz endTracker.ensureBalance(bool)._process (AstroBirdzDividendTracker.sol#1413) is not in mixedCase
Pa;aweter AstroBirdzDividendTracker.ensureBalanceForUsers{bytes,bool). process ({AstroBirdzDividendTracker.sol#1417) is not in mi
xedCase
Parameter AstroBirdzDividendTracker.ensureBalanceForUser(address,bool). _process (AstroBirdzDividendTracker.sol#1432) is not in m
ixedCase
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#conformance-to-solidity-naming-conventions
INFO:Detectors:
Variable DividendPayingToken._withdrawDividend0fUser{address)._withdrawableDividend {AstroBirdzDividendTracker.sol#1155) is too

Low leve

similar to AstroBirdzDividendTracker.getAccount{address).withdr eDividends (AstroBirdzDividendTracker.sol#1351)
variable DividendPay Token._withdrawDividendofuUser(address i 2 idend (AstroBirdzDividendT r cker.sol#llEE} is
similar to IDivid acker.getAccount{address).withdrawable dends (A dzD1ividendTracker.sol#
Reference: https://github.com/crytic/slither/wiki/Detector-Documentatior iable-names-are-too-similar
INFO:Detectors:
renouncedwnership() should be declared external:

- Ownable.renounceOwnership() (AstroBirdzDividendTracker.sol#747-749)
transferOwnership{address) should be declared external:

- Ownable.transferOwnership(address) (AstroBirdzDividendTracker.sol#755-758)
name( ) should be declared externa

- ERC26.name() (AstroBirdzDividendTracker.sol#797-799)
symbol({) should be declared external:

- ERC20.symbol() {AstroBirdzDividendTracker.sol#285-807)
decimals{) should be declared externa

- ERC20.decimals() (AstroBirdzDividendTracker.sol#822-824)
transfer{address,uint256) should be decl externa

- ERC20.transfer{address,uint256) (AstroBirdzDividendTracker.sol#848-85
allowance(address,address) should be declared external:

- ERC20.allowance({address,address) (AstroBirdzDividendTracker.sol#856-8
approve({address,uint256) should be declared external

- ERC20.appro ddress,uint256) (AstroBirdzDividendTracker.sol#870-
transferFrom({address,address,uint256) should be declared externa

- ERC2 tFahSTQIFFDW'ajjIQSS,ujjIQSS uint256) sttraBirdzDividend racker
increaseAllowance{address,uint256) should be declared extern

- ERC2 IHC|easeullou nce{address ,uint256) Iust|oBl|szivldend'racker.solﬁ_A -924)
decreaseAllo ceiaddress,uint;Et; should be declared external:

decreaseAllowance(a int256) (AstroBirdzDividendTracker.sol#940-948)
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Solidity Static Analysis

AstroBirdsV2.sol

Securnty

Transaction origin: ) 4

Use of beorigin: "teongin® is useful only in very exceptional cases. If you use it for authentication, you
usually want to replace it by "msg.sender”, because otherwise any contract you call can act on your behatf,
more

Pos: 1157:90:

Check-effects-interaction: X

Potential violation of Checks-Effects-Interaction patternin
ERC20Upgradeable swapTokensForEth(uint256): Could potentially lead to re-entrancy vulnerability. Note:
Modrfiers are currently not considered by this static analysis

Pos: 1408:4:

Block timestamp: ) "4

Use of "block timestamp": "block imestamp” can be influenced by miners to a certain degree. That means
that a miner can "choose"” the block timestamp, to a certain degree, to change the outcome of a transaction
in the mined block

Pos: 1461:12

Low level calls: ) 4

Use of "call™; should be avoided whenever possible. It can lead to unexpected behavior if retum value is
not handled properly. Please use Direct Calls via specifying the called contract’s interface.

Pos: 218:50:

X
Gas requirement of function AstroBirdsV2 name is infinite: If the gas requirement of a function is higher
than the block gas limit, it cannot be executed. Please avoid loops in your functions or actions that modify
large areas of storage (this includes clearing or copying arrays in storage)
Pos: 839:4:

Gas costs:

Gas requirement of function AstroBirdsV2 intialize 15 infinite: If the gas requirement of a function is higher
than the block gas limit, it cannot be executed. Please avoid loops in your functions or actions that modify
large areas of storage (this includes clearing or copying arrays in storage)

Pos: 1567:4:
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For loop over dynamic array: b 4

Loops that do not have a fixed number of iterations, for example, loops that depend on storage values,
have to be used carefully. Due to the block gas Limit, transactions can only consume a certain amount of
gas. The number of iterations in a loop can grow beyond the block gas limit which can cause the complete
contract to be stalled at a certain point. Additionally. using unbounded loops incurs in a lot of avoidable
gas costs. Carefully test how many items at maximum you can pass to such functions to make it
successful

miore

Pos: 1150:8:

ERC

ERC20:

ERC20 contract's "decimals" function should have "uint8" as return type

Pos: 299:4:

ERC20:

ERC20 contract’s "decimals" function should have "uint8" as return type

Miscellaneous

Constant/View/Pure functions: %

IERC20Upgradeable transfer{address,uint256) - Potentially should be constant/view/pure but is not. Note:
Modifiers are currently not considered by this static analysis

Pos: 34:4:

Constant/View/Pure functions:

ERC20Upgradeable._beforeTokenTransfer(address,address.uint256) : Potentially should be
constant/view/pure but is not. Mote: Modifiers are currently not considered by this static analysis.
mare

Pos: 1563:4:

Similar variable names: )~ 4

AstroBirds\2 initialize string, string.address payable address payable address address address) - Variables
have very similar names "_psiAddress” and "psiAddress_". Note: Modifiers are currently not considered by
this static analysis

Pos: 158112

Similar variable names: )~ 4

AstroBirdsW2 initialize (string,string,address payable address payable address address address) - Vanables
have very similar names "_buybackAddress" and "buybackAddress_". Mote: Modifiers are currently not
considered by this static analysis.

Pos: 1682:12
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Guard conditions:

Use "assert{x}" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external component

Pos: 15328

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = D instead of 0.1 since
the result i1s an integer again. This does not hold for division of {only) literal values since those yield
rational constants.

Pos: 1398:66:

AstroBirdzDividendTracker.sol

Inline assembly: ¥
The Contract uses inline assembly, this is only advised in rare cases. Additionally static analysis modules

do not parse inline Assembily, this can lead to wrong analysis results

more

Pos: 1429:8:

Block timestamp: b 4

Use of "block timestamp": "block imestamp" can be influenced by miners to a certain degree. That means
that a miner can "choose" the block timestamp, to a certain degree, to change the outcome of a transaction
in the mined block

more

Pos: 1406:28:

Block timestamp: ) 4

Use of "block timestamp”: "block timestamp” can be influenced by miners to a certain degree. That means
that a miner can "choose" the block timestamp, to a certain degree, to change the outcome of a transaction
in the mined block

Pos: 1410-16:

Low level calls: 4

Use of "call™: should be aveided whenever possible. It can lead to unexpected behavior if returm value is
not handled properly. Please use Direct Calls via specifying the called contract's interface.
more

Pos: 1248:24:

Gas requiremernit of function AstroBirdzDividendTracker.name is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or
actions that modify large areas of storage {this includes clearing or copying arrays in storage)

Pos: 797:4:
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Gas costs: ) 4

(Gas requirement of function AstroBirdzDividendTracker.recoverERC20 is infinite: If the gas requirement of
a function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or
actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 1278:4:

Gas costs: ) 4

Gas requirement of function ERC20TokenRecover recoverERC20 is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or
actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 1278:4:

Gas costs: o

Gas requirement of function AstroBirdzDividendTracker. processAccount is infinite; If the gas requirement
of a function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions
or actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 1515:4:

For loop over dynamic array: o

Loops that do not have a fixed number of iterations, for example, loops that depend on storage values,

have to be used carefully. Due to the block gas limit, transactions can only consume a certain amount of
gas. The number of iterations in a loop can grow beyond the block gas limit which can cause the complete
contract to be stalled at a certain point. Addrbonally. using unbounded loops incurs in a Lot of avoidable
gas costs. Carefully test how many items at maximum you can pass to such functions to make it
successful

Pos: 1491:12:

Miscellaneous

Constant/View/Pure functions:

lterableMapping set{struct lterableMapping Map,address, uint256) : Potentially should be
constant/view/pure but is not. Mote: Modifiers are currently not considered by this static analysis.
T :r_%

Pos: 32:4:

Constant/View/Pure functions: b 4

AstroBirdzDividendTracker recoverERC20(address .uint256) - Potentially should be constantview/pure but
is not. Note: Modifiers are currently not considered by this static analysis.
more

Pos: 1278:4:

Constant/View/Pure functions:

AstroBirdzDividend Tracker bytesToAddress(bytes) : Is constant but potentially should not be. Note:
Medifiers are currently not considered by this static analysis.
more

Pos: 1427:4:
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Similar variable names:

AstroBirdzDividendTracker. getAccount{address) : Varnables have very similar names "lastClaimTime" and
"lastClaim Times". Note: Modifiers are currently not considered by this static analysis
Pos: 138044

Similar variable names:

]

AstroBirdzDividend Tracker canfutoClaim{uint256) : Variables have very similar names "lastClaimTime"
and "lastClaimTimes". Mote: Modifiers are currently not considered by this static analysis.
Pos: 1406:12

Similar variable names:

AstroBirdzDividendTracker canAutoClaim{uint256) : Variables have very similar names "lastClaimTime"
"

and "lastClaimTimes
Pos: 1410:34:

Mote: Modifiers are currently not considered by this static analysis.

Mo return:

AstroBirdzDividend Tracker bytes ToAddress(bytes): Defines a return type but never explicitly returns a
valle

Pos: 1427:4:

Guard conditions:

Use "assert(x}" if you never ever warnt x to be false, not in any arcumstance (apart from a bug in your

code). Use "require(x)" if x can be false, due to e g. invalid input or a failing external component

more

Pos: 1322:8:

Guard conditions:

Use "assert(x])" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e g. invalid input or a failing external component

moros

Pos: 1326:8:

Data truncated:

Division of integer values yields an integer value again. That means eg. 10/ 100 = 0 instead of 0.1 since
the result i1s an integer again. This does not hold for division of {only) literal values since those yield
rational constants.

Pos: 1427°28:
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AstroBirdzDividendTracker.sol

AstroBirdzDividendTracker. : :18: Error: error: missing
i v_{v
AstroBirdzDividendTracker.sol:899: : Error: - error: missing
t l{l
\stroBirdzDividendTracker.: :943:18: Error: : missing
21 v{v

AstroBirdzDividendTracker. : :18: Error: Pars r: missing
at v{v

AstroBirdzDividendTracker. :1025:18: Error: error: missing
V;lat l{l

Software analysis result:
These software reported many false positive results and some are informational issues.

So, those issues can be safely ignored.
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