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THIS IS SECURITY AUDIT REPORT DOCUMENT AND WHICH MAY

CONTAIN INFORMATION WHICH IS CONFIDENTIAL. WHICH

INCLUDES ANY POTENTIAL VULNERABILITIES AND MALICIOUS

CODES WHICH CAN BE USED TO EXPLOIT THE SOFTWARE. THIS

MUST BE REFERRED INTERNALLY AND ONLY SHOULD BE MADE

AVAILABLE TO THE PUBLIC AFTER ISSUES ARE RESOLVED.



Introduction
EtherAuthority was contracted by 10 MB Finance to perform the Security audit of the
10MB Finance Protocol smart contracts code. The audit has been performed using manual
analysis as well as using automated software tools. This report presents all the findings
regarding the audit performed on June 10th, 2022.

The purpose of this audit was to address the following:
- Ensure that all claimed functions exist and function correctly.

- Identify any security vulnerabilities that may be present in the smart contract.

Project Background
10MB Finance Contracts have functions like initialize, earn, stake, withdraw, exit, update,

consult, twap, info, mint, redeem, migrate, addPool, removePool, add, set, deposit,

withdraw, burn, poolMint, etc. The 10MB Finance contract inherits the IERC20, SafeMath,

SafeERC20, ERC20Burnable, Ownable, Math, ERC20, ReentrancyGuard standard smart

contracts from the OpenZeppelin library. These OpenZeppelin contracts are considered

community-audited and time-tested, and hence are not part of the audit scope.

Audit scope

Name Code Review and Security Analysis Report for
10MB Finance Protocol Smart Contracts

Platform Cronos / Solidity

File 1 Boardroom.sol

File 1 MD5 Hash D65AD533CD37C4E505F7A0C40E846A06

File 2 ContractGuard.sol

File 2 MD5 Hash 21C8361B2382D1F1705DDD3BD7B8D0D9

File 3 Oracle.sol

File 3 MD5 Hash B693D8B00872B37219A55C0B933B5A8C

File 4 Pool.sol



File 4 MD5 Hash 8A2A2F5EFA73B5BA37A3B54B8E3461D2

Updated File 4 MD5 Hash C1D6633D751337297F41BC4C4288E388

File 5 .TaxOffice.sol

File 5 MD5 Hash 0F4FDDE2843E4B660C425491A7E1F561

File 6 TaxOracle.sol

File 6 MD5 Hash A81A5F2A251D2295F67212271ADDB9A3

File 7 Treasury.sol

File 7 MD5 Hash 938142A6DBDBF8D9FA9B85593A522B67

Updated File 7 MD5 Hash 0B27BBBAF2727610F18A4390584A4888

File 8 _10MBMasterchef.sol

File 8 MD5 Hash AEF63DB86B56A90C86A0CD400B3FC9E7

Updated File 8 MD5 Hash 423DD8F46DA04963E5B31F0BFC5DD97D

File 9 MintableERC20.sol

File 9 MD5 Hash D5130643EA95880BC89BF32B499928D3

File 10 _10BOND.sol

File 10 MD5 Hash A9628540667763DEAB4C73B3FD6FFE06

File 11 _10MB.sol

File 11 MD5 Hash BF8F409D758A97798F47977E293C8BC1

Updated File 11 MD5 Hash 9D522ABEF30C5A12D9B715DE724EF48E

File 12 _10SHARE.sol

File 12 MD5 Hash F9B1491D8AD9341CB56B5F7A0BA04054

Updated File 12 MD5 Hash D18CED807ACFC01098B62A5E6B863441

File 13 Timelock.sol

File 13 MD5 Hash BF8F409D758A97798F47977E293C8BC1

Updated File 13 MD5 Hash 3CF931F9CF703918D10DC42A909C1835

File 14 ERCCRO.sol

File 14 MD5 Hash 1D97DDDE92AB34B3A32D216ED7FD5450



File 15 .ERCDAI.sol

File 15 MD5 Hash 9E2C18838A7680849C9A5CF02FC32BB1

File 16 ERCMMF.sol

File 16 MD5 Hash 88C33A1D6F6F7EF553012963A49FA020

File 17 .ERCUSDT.sol

File 17 MD5 Hash 427E35D9353FA0C95BBF86A7E0A1C379

File 18 ERCWSMINO.sol

File 18 MD5 Hash BC51A7D1ABB394C0DC94DC40CD9C193A

File 19 .ShareWrapper.sol

File 19 MD5 Hash 7C8BE2B74A0CBEE3DA04A099B989CAF6

Audit Date June 10th,2022

Revise Audit Date June 20th,2022



Claimed Smart Contract Features

Claimed Feature Detail Our Observation

File 1 Boardroom.sol
● Lock for 6 epochs (48h) before release

withdrawal.

● Lock for 3 epochs (24h) before release

claimReward.

YES, This is valid.

File 2 ContractGuard.sol
● ContractGuard has functions like:

checkSameSenderReentranted, etc.

YES, This is valid.

File 3 Oracle.sol
● Oracle has functions like: update, consult, etc.

YES, This is valid.

File 4 Pool.sol
● Twap Price Scaling: 98%

● Redemption Delay: 1

YES, This is valid.

File 5 TaxOffice.sol
● TaxOffice has functions like: setTaxTiersTwap,

setTaxTiersRate,etc.

YES, This is valid.
Owner wallet’s private key
must be handled very
securely. Because if that is
compromised, then it will
create problems.

File 6 Timelock.sol
● Grace Period: 14 Days

● Minimum Delay: 6 hours

● Maximum Delay: 30 Days

YES, This is valid.

File 7 TaxOracle.sol
● TaxOracle has functions like: consult, set10MB,

etc.

YES, This is valid.



File 8 Treasury.sol
● Period: 8 hours

● Maximum Supply Expansion: 1.44%

● Minimum max of 0.1% supply for expansion

● Boardroom Withdraw Fee: 2%

● Bond supply for depletion floor: 100%

● Seigniorage Expansion Floo: 35%

● Maximum Supply Contraction: 3%

● Maximum  Debt Ratio: 35%

● Premium Threshold: 101

● Premium Percent: 5000

● Allocate Seigniorage Salary: 0.2

● Bootstrap Epochs: 24

● Bootstrap Supply Expansion Percent: 190

● Ratio Step: 0.25%

● Target Collateral Ratio: 100%

● Effective Collateral Ratio: 100%

● Refresh Cooldown: 1 hour

● Price Target: $0.1

● Price Band: 500

● Redemption Fee: 4000

● Minting Fee: 4000

YES, This is valid.

File 9 _10MBMasterchef.sol
● _10MBMasterchef has functions like: set, add,

poolLength, etc.

YES, This is valid.

File 10 MintableERC20.sol
● MintableERC20 has functions like: mint, burn, etc.

YES, This is valid.

File 11 _10BOND.sol
● Name: 10BOND

● Symbol: 10BOND

YES, This is valid.

File 12 _10MB.sol YES, This is valid.



● Name: 10MB

● Symbol: 10MB

File 13 _10SHARE.sol
● Name: 10SHARE

● Symbol: 10SHARE

YES, This is valid.



Audit Summary
According to the standard audit assessment, Customer`s solidity smart contracts are
“Secured”. Also, these contracts do contain owner control, which does not make them
fully decentralized.

You are here

We used various tools like Slither, Solhint and Remix IDE. At the same time this finding is
based on critical analysis of the manual audit.
All issues found during automated analysis were manually reviewed and applicable
vulnerabilities are presented in the Audit overview section. General overview is presented
in AS-IS section and all identified issues can be found in the Audit overview section.

We found 0 critical, 0 high, 1 medium and 4 low and some very low level issues.
All the issues have been resolved / acknowledged in the revised code.

Investors Advice: Technical audit of the smart contract does not guarantee the ethical

nature of the project. Any owner controlled functions should be executed by the owner with

responsibility. All investors/users are advised to do their due diligence before investing in

the project.



Technical Quick Stats
Main Category Subcategory Result

Contract
Programming

Solidity version not specified Passed
Solidity version too old Passed

Integer overflow/underflow Passed
Function input parameters lack of check Passed
Function input parameters check bypass Passed

Function access control lacks management Passed
Critical operation lacks event log Passed
Human/contract checks bypass Passed

Random number generation/use vulnerability N/A
Fallback function misuse Passed

Race condition Passed
Logical vulnerability Passed
Features claimed Passed

Other programming issues Passed
Code

Specification
Function visibility not explicitly declared Passed

Var. storage location not explicitly declared Passed
Use keywords/functions to be deprecated Passed

Unused code Passed
Gas Optimization “Out of Gas” Issue Passed

High consumption ‘for/while’ loop Passed
High consumption ‘storage’ storage Passed

Assert() misuse Passed
Business Risk The maximum limit for mintage not set Moderated

“Short Address” Attack Passed
“Double Spend” Attack Passed

Overall Audit Result: PASSED



Code Quality
This audit scope has 19 smart contract files. Smart contracts contain Libraries, Smart

contracts, inherits and Interfaces.  This is a compact and well written smart contract.

The libraries in the 10MB Finance Protocol are part of its logical algorithm. A library is a

different type of smart contract that contains reusable code. Once deployed on the

blockchain (only once), it is assigned a specific address and its properties / methods can

be reused many times by other contracts in the 10MB Finance Protocol.

The 10MB Finance team has not provided unit test scripts, which would have helped to

determine the integrity of the code in an automated way.

Some code parts are well commented on smart contracts. We suggest using Ethereum’s

NatSpec style for the commenting.

Documentation

We were given a 10MB Finance Protocol smart contract code in the form of a file. The

hash of that code is mentioned above in the table.

As mentioned above, code parts are well commented. So it is easy to quickly understand

the programming flow as well as complex code logic. Comments are very helpful in

understanding the overall architecture of the protocol.

Another source of information was its official website https://10mb.finance/ which provided

rich information about the project architecture.

Use of Dependencies
As per our observation, the libraries are used in this smart contracts infrastructure that are

based on well known industry standard open source projects.

Apart from libraries,  its functions are used in external smart contract calls.

https://10mb.finance/


AS-IS overview

Boardroom.sol
Functions

Sl. Functions Type Observation Conclusion

1 constructor write Passed No Issue
2 owner read Passed No Issue
3 onlyOwner modifier Passed No Issue
4 renounceOwnership write access only

Owner
No Issue

5 transferOwnership write access only
Owner

No Issue

6 _transferOwnership internal Passed No Issue
7 checkSameOriginReentran

ted
internal Passed No Issue

8 checkSameSenderReentra
nted

internal Passed No Issue

9 onlyOneBlock modifier Passed No Issue
10 onlyOperator modifier Passed No Issue
11 directorExists modifier Passed No Issue
12 updateReward modifier Passed No Issue
13 notInitialized modifier Passed No Issue
14 initialize write Passed No Issue
15 amIOperator read Passed No Issue
16 setOperator write access only

Owner
No Issue

17 setLockUp external access only
Operator

No Issue

18 setReserveFund external access only
Operator

No Issue

19 setStakeFee external access only
Operator

No Issue

20 setWithdrawFee external access only
Operator

No Issue

21 totalSupply read Passed No Issue
22 balanceOf read Passed No Issue
23 latestSnapshotIndex read Passed No Issue
24 getLatestSnapshot internal Passed No Issue
25 getLastSnapshotIndexOf read Passed No Issue
26 getLastSnapshotOf internal Passed No Issue
27 canWithdraw external Passed No Issue
28 canClaimReward external Passed No Issue
29 epoch external Passed No Issue
30 nextEpochPoint external Passed No Issue
31 get10MBPrice external Passed No Issue
32 rewardPerShare read Passed No Issue



33 earned read Passed No Issue
34 stake write access only One

Block
No Issue

35 withdraw write access only One
Block

No Issue

36 exit external Passed No Issue
37 claimReward write Passed No Issue
38 allocateSeigniorage external access only

Operator
No Issue

39 governanceRecoverUnsup
ported

external access only
Operator

No Issue

ContractGuard.sol
Functions

Sl. Functions Type Observation Conclusion

1 constructor write Passed No Issue
2 checkSameOriginReentran

ted
internal Passed No Issue

3 checkSameSenderReentra
nted

internal Passed No Issue

4 onlyOneBlock modifier Passed No Issue

Oracle.sol
Functions

Sl. Functions Type Observation Conclusion

1 constructor write Passed No Issue
2 checkStartTime modifier Passed No Issue
3 checkEpoch modifier Passed No Issue
4 getCurrentEpoch read Passed No Issue
5 getPeriod read Passed No Issue
6 getStartTime read Passed No Issue
7 getLastEpochTime read Passed No Issue
8 nextEpochPoint read Passed No Issue
9 setPeriod external access only

Operator
No Issue

10 setEpoch external access only
Operator

No Issue

11 update external Passed No Issue
12 consult external Passed No Issue
13 twap external Passed No Issue



Pool.sol
Functions

Sl. Functions Type Observation Conclusion

1 constructor write Passed No Issue
2 nonReentrant modifier Passed No Issue
3 onlyOperator modifier Passed No Issue
4 notMigrated modifier Passed No Issue
5 onlyTreasury modifier Passed No Issue
6 collateral10MBBalance external Passed No Issue
7 info external Passed No Issue
8 getCollateralPrice read Passed No Issue
9 getCollateralToken external Passed No Issue

10 netSupplyMinted external Passed No Issue
11 mint external Passed No Issue
12 redeem external Passed No Issue
13 collectRedemption external Passed No Issue
14 migrate external access only

Operator
No Issue

15 toggleMinting external access only
Operator

No Issue

16 toggleRedeeming external access only
Operator

No Issue

17 setPoolCeiling external access only
Operator

No Issue

18 setTwapPriceScalingPerce
ntage

external access only
Operator

No Issue

19 setRedemptionDelay external access only
Operator

No Issue

20 setTreasury external access only
Operator,

No Issue

21 transferCollateralToTreasu
ry

external access only
Treasury

No Issue

22 transferCollateralToOperat
or

external access only
Operator

No Issue

TaxOffice.sol
Functions

Sl. Functions Type Observation Conclusion

1 constructor write Passed No Issue
2 operator read Passed No Issue
3 onlyOperator modifier Passed No Issue
4 isOperator read Passed No Issue
5 transferOperator write access only

Owner
No Issue



6 _transferOperator internal Passed No Issue
7 setTaxTiersTwap write access only

Owner
No Issue

8 setTaxTiersRate write access only
Operator

No Issue

9 enableAutoCalculateTax write access only
Operator

No Issue

10 disableAutoCalculateTax write access only
Operator

No Issue

11 setTaxRate write access only
Operator

No Issue

12 setBurnThreshold write access only
Operator

No Issue

13 setTaxCollectorAddress write access only
Operator

No Issue

14 excludeAddressFromTax external access only
Operator

No Issue

15 _excludeAddressFromTax write Passed No Issue
16 includeAddressInTax external access only

Operator
No Issue

17 _includeAddressInTax write Passed No Issue
18 taxRate external Passed No Issue
19 addLiquidityTaxFree external Passed No Issue
20 addLiquidityETHTaxFree external Passed No Issue
21 setTaxable10MBOracle external access only

Operator
No Issue

22 transferTaxOffice external access only
Operator

No Issue

23 taxFreeTransferFrom external Passed No Issue
24 setTaxExclusionForAddres

s
external access only

Operator
No Issue

25 _approveTokenIfNeeded write Passed No Issue

Timelock.sol
Functions

Sl. Functions Type Observation Conclusion

1 constructor write Passed No Issue
2 setDelay write Passed No Issue
3 receive external Passed No Issue
4 acceptAdmin write Passed No Issue
5 setPendingAdmin write Passed No Issue
6 queueTransaction write Passed No Issue
7 cancelTransaction write Passed No Issue
8 executeTransaction write Passed No Issue
9 getBlockTimestamp internal Passed No Issue



TaxOracle.sol
Functions

Sl. Functions Type Observation Conclusion

1 constructor write Passed No Issue
2 operator read Passed No Issue
3 onlyOperator modifier Passed No Issue
4 isOperator read Passed No Issue
5 transferOperator write access only

Owner
No Issue

6 _transferOperator internal Passed No Issue
7 consult external Passed No Issue
8 set10MB external access only

Owner
No Issue

9 setUsdt external access only
Owner

No Issue

10 setPair external access only
Owner

No Issue

Treasury.sol
Functions

Sl. Functions Type Observation Conclusion

1 constructor write Passed No Issue
2 checkSameOriginReentran

ted
internal Passed No Issue

3 checkSameSenderReentra
nted

internal Passed No Issue

4 onlyOneBlock modifier Passed No Issue
5 onlyOperator modifier Passed No Issue
6 checkCondition modifier Passed No Issue
7 checkEpoch modifier Passed No Issue
8 checkOperator modifier Passed No Issue
9 notInitialized modifier Passed No Issue

10 isInitialized read Passed No Issue
11 nextEpochPoint read Passed No Issue
12 info external Passed No Issue
13 globalCollateralValue read Passed No Issue
14 globalIronSupply read Passed No Issue
15 calcEffectiveCollateralRati

o
read Passed No Issue

16 refreshCollateralRatio external Passed No Issue
17 calcCollateralBalance read Passed No Issue
18 get10SHAREPrice read Passed No Issue



19 get10MBPrice read Passed No Issue
20 get10MBUpdatedPrice read Passed No Issue
21 getReserve read Passed No Issue
22 getBurnable10MBLeft read Passed No Issue
23 getRedeemableBonds read Passed No Issue
24 getBondDiscountRate read Passed No Issue
25 getBondPremiumRate read Passed No Issue
26 initialize write access only

Operator
No Issue

27 setOperator external access only
Operator

No Issue

28 setBoardroom write Passed No Issue
29 setBoardroomWithdrawFe

e
external access only

Operator
No Issue

30 setBoardroomStakeFee external access only
Operator

No Issue

31 set10MBOracle external access only
Operator

No Issue

32 set10MBPriceCeiling external access only
Operator

No Issue

33 setMinMaxSupplyExpansio
nPercent

external access only
Operator

No Issue

34 setMaxSupplyExpansionP
ercent

external access only
Operator

No Issue

35 setBondDepletionFloorPer
cent

external access only
Operator

No Issue

36 setMaxSupplyContractionP
ercent

external access only
Operator

No Issue

37 setMaxDebtRatioPercent external access only
Operator

No Issue

38 setBootstrap external access only
Operator

No Issue

39 setExtraFunds external access only
Operator

No Issue

40 setAllocateSeigniorageSal
ary

external access only
Operator

No Issue

41 setMaxDiscountRate external access only
Operator

No Issue

42 setMaxPremiumRate external access only
Operator

No Issue

43 setDiscountPercent external access only
Operator

No Issue

44 setPremiumThreshold external access only
Operator

No Issue

45 setPremiumPercent external access only
Operator

No Issue

46 setMintingFactorForPaying
Debt

external access only
Operator

No Issue



47 set10MBSupplyTarget external access only
Operator

No Issue

48 addPool write access only
Operator

No Issue

49 removePool write access only
Operator

No Issue

50 _update10MBPrice internal Passed No Issue
51 _update10SHAREPrice internal Passed No Issue
52 get10MBCirculatingSupply read Passed No Issue
53 buyBonds external access only One

Block
No Issue

54 redeemBonds external access only One
Block

No Issue

55 _sendToBoardroom internal Passed No Issue
56 _calculateMaxSupplyExpa

nsionPercent
internal Passed No Issue

57 get10MBExpansionRate read Passed No Issue
58 get10MBExpansionAmoun

t
external Passed No Issue

59 allocateSeigniorage external access only One
Block

No Issue

60 treasuryUpdates external Passed No Issue
61 governanceRecoverUnsup

ported
external access only

Operator
No Issue

62 boardroomSetOperator external access only
Operator

No Issue

63 boardroomSetReserveFun
d

external access only
Operator

No Issue

64 boardroomSetLockUp external access only
Operator

No Issue

65 boardroomAllocateSeignior
age

external access only
Operator

No Issue

66 boardroomGovernanceRec
overUnsupported

external access only
Operator

No Issue

67 hasPool external Passed No Issue
68 setRedemptionFee write access only

Operator
No Issue

69 setMintingFee write access only
Operator

No Issue

70 setRatioStep write access only
Operator

No Issue

71 setPriceTarget write access only
Operator

No Issue

72 setRefreshCooldown write access only
Operator

No Issue

73 setPriceBand external access only
Operator

No Issue

74 toggleCollateralRatio write access only
Operator

No Issue



75 toggleEffectiveCollateralRa
tio

write access only
Operator

No Issue

76 executeTransaction write access only
Operator

No Issue

_10MBMasterchef.sol
Functions

Sl. Functions Type Observation Conclusion

1 constructor write Passed No Issue
2 operator read Passed No Issue
3 onlyOperator modifier Passed No Issue
4 isOperator read Passed No Issue
5 transferOperator write access only

Owner
No Issue

6 _transferOperator internal Passed No Issue
7 onlyWhitelisted modifier Passed No Issue
8 isWhitelist read Passed No Issue
9 setWhitelist external access only

Owner
No Issue

10 disableWhitelist external access only
Owner

No Issue

11 onERC721Received external Passed No Issue
12 nonDuplicated modifier Passed No Issue
13 nonContract modifier Passed No Issue
14 getNftIdBoosters read Passed No Issue
15 getBoostRate10MB read Passed No Issue
16 getBoostRate10SHARE read Passed No Issue
17 getBoost10MB read Passed No Issue
18 getBoost10SHARE read Passed No Issue
19 getSlots read Passed No Issue
20 getTokenIds read Passed No Issue
21 poolLength external Passed No Issue
22 getMultiplier write Passed No Issue
23 pending10MB external Passed No Issue
24 pending10SHARE external Passed No Issue
25 add write access only

Owner
No Issue

26 set write access only
Owner

No Issue

27 depositNFT write Passed No Issue
28 withdrawNFT write Passed No Issue
29 massUpdatePools write Passed No Issue
30 updatePool write Passed No Issue
31 deposit write Passed No Issue
32 withdraw write Passed No Issue
33 emergencyWithdraw write Passed No Issue



34 safe10MBTransfer internal Passed No Issue
35 safe10SHARETransfer internal Passed No Issue
36 update10MBEmissionRate write access only

Owner
No Issue

37 update10SHAREEmission
Rate

write access only
Owner

No Issue

38 setNftBaseBoostRate write access only
Owner

No Issue

39 setNftSpecificBoost write access only
Owner

No Issue

40 setNftIdSpecificBoostRang
e

write access only
Owner

No Issue

41 removeNftIdBoostRangeB
yId

write access only
Owner

No Issue

42 setNftWhitelist write access only
Owner

No Issue

43 setReserveFund write access only
Owner

No Issue

44 flipWhitelistAll write access only
Owner

No Issue

45 harvestAllRewards write Passed No Issue

MintableERC20.sol
Functions

Sl. Functions Type Observation Conclusion

1 constructor write Passed No Issue
2 operator read Passed No Issue
3 onlyOperator modifier Passed No Issue
4 isOperator read Passed No Issue
5 transferOperator write access only

Owner
No Issue

6 _transferOperator internal Passed No Issue
7 name read Passed No Issue
8 symbol read Passed No Issue
9 decimals read Passed No Issue

10 totalSupply read Passed No Issue
11 balanceOf read Passed No Issue
12 transfer write Passed No Issue
13 allowance read Passed No Issue
14 approve write Passed No Issue
15 transferFrom write Passed No Issue
16 increaseAllowance write Passed No Issue
17 decreaseAllowance write Passed No Issue
18 _transfer internal Passed No Issue
19 _mint internal Passed No Issue
20 _burn internal Passed No Issue



21 _approve internal Passed No Issue
22 _spendAllowance internal Passed No Issue
23 _beforeTokenTransfer internal Passed No Issue
24 _afterTokenTransfer internal Passed No Issue
25 mint external access only

Owner
No Issue

26 burn external access only
Owner

No Issue

27 decimals read Passed No Issue

_10BOND.sol
Functions

Sl. Functions Type Observation Conclusion

1 constructor write Passed No Issue
2 operator read Passed No Issue
3 onlyOperator modifier Passed No Issue
4 isOperator read Passed No Issue
5 transferOperator write access only

Owner
No Issue

6 _transferOperator internal Passed No Issue
7 burn write Passed No Issue
8 burnFrom write Passed No Issue
9 onlyOperator modifier Passed No Issue

10 burn write Unlimited Burning Refer audit
findings

11 mint write Unlimited Minting Refer audit
findings

12 burnFrom write access only
Operator

No Issue

13 setOperator write access only
Owner

No Issue

14 amIOperator read Passed No Issue

_10MB.sol
Functions

Sl. Functions Type Observation Conclusion

1 constructor write Passed No Issue
2 operator read Passed No Issue
3 onlyOperator modifier Passed No Issue
4 isOperator read Passed No Issue
5 transferOperator write access only

Owner
No Issue

6 _transferOperator internal Passed No Issue



7 burn write Passed No Issue
8 burnFrom write Passed No Issue
9 onlyPools modifier Passed No Issue

10 onlyOperator modifier Passed No Issue
11 onlyTaxOffice modifier Passed No Issue
12 onlyOperatorOrTaxOffice modifier Passed No Issue
13 getTaxTiersTwapsCount read Passed No Issue
14 getTaxTiersRatesCount read Passed No Issue
15 isAddressExcluded read Passed No Issue
16 setTaxTiersTwap write Passed No Issue
17 setTaxTiersRate write Passed No Issue
18 setBurnThreshold write access only Tax

Office
No Issue

19 _get10MBPrice internal Passed No Issue
20 _updateTaxRate internal Passed No Issue
21 enableAutoCalculateTax write access only Tax

Office
No Issue

22 disableAutoCalculateTax write access only Tax
Office

No Issue

23 setOperator write access only
Owner

No Issue

24 set10MBOracle write access only
Operator Or Tax

Office

No Issue

25 setTaxOffice write access only
Operator Or Tax

Office

No Issue

26 setTaxCollectorAddress write access only Tax
Office

No Issue

27 setTaxRate write access only Tax
Office

No Issue

28 excludeAddress write access only
Operator Or Tax

Office

No Issue

29 includeAddress write access only
Operator Or Tax

Office

No Issue

30 mint write Unlimited Minting Refer audit
findings

31 burnFrom write access only
Operator

No Issue

32 poolBurnFrom external access only Pools No Issue
33 poolMint external Unlimited Minting Refer audit

findings
34 transferFrom write Passed No Issue
35 _transferWithTax internal Passed No Issue
36 amIOperator read Passed No Issue
37 setTreasuryAddress write Passed No Issue



_10SHARE.sol
Functions

Sl. Functions Type Observation Conclusion

1 constructor write Passed No Issue
2 operator read Passed No Issue
3 onlyOperator modifier Passed No Issue
4 isOperator read Passed No Issue
5 transferOperator write access only

Owner
No Issue

6 _transferOperator internal Passed No Issue
7 burn write Passed No Issue
8 burnFrom write Passed No Issue
9 onlyPools modifier Passed No Issue

10 onlyOperator modifier Passed No Issue
11 setDaoFund external access only

Operator
No Issue

12 setEquityFund external access only
Operator

No Issue

13 setDevFund external access only
Operator

No Issue

14 unclaimedDaoFund read Passed No Issue
15 unclaimedDevFund read Passed No Issue
16 unclaimedEquityFund read Passed No Issue
17 claimRewards external Passed No Issue
18 setOperator write access only

Owner
No Issue

19 setFundMultiplier external access only
Operator

No Issue

20 mint write Unlimited Minting Refer audit
findings

21 burn write Passed No Issue
22 poolMint external Unlimited Minting Refer audit

findings
23 poolBurnFrom external access only Pools No Issue
24 governanceRecoverUnsup

ported
external Passed No Issue

25 amIOperator read Passed No Issue
26 setTreasuryAddress write access only

Operator
No Issue



Severity Definitions

Risk Level Description

Critical Critical vulnerabilities are usually straightforward to exploit
and can lead to token loss etc.

High
High-level  vulnerabilities  are  difficult  to  exploit; however,
they  also  have  significant  impact  on  smart contract
execution,  e.g.  public  access  to  crucial

Medium Medium-level  vulnerabilities  are  important  to  fix;
however, they can’t lead to tokens lose

Low
Low-level vulnerabilities are mostly related to outdated,
unused etc. code snippets, that can’t have significant
impact on execution

Lowest / Code
Style / Best

Practice

Lowest-level vulnerabilities, code style violations and info
statements can’t affect smart contract execution and can
be ignored.



Audit Findings

Critical Severity

No Critical severity vulnerabilities were found.

High Severity

No High severity vulnerabilities were found.

Medium

(1) Fee limit is not set: Treasury.sol

Operators can set the individual fees to any variable. This might deter investors as they

could be wary that these fees might one day be set to 100% to force transfers to go to the

contract owner.

Resolution: Consider adding an explicit cap to the total fee on every fee adjustment

function.

Status: Fixed

Low

(1) Critical operation lacks event log

Missing event log for:

_10SHARE.sol

● claimRewards



_10MB.sol

● setTaxTiersTwap

● setTaxTiersRate

Resolution: Write an event log for listed events.

Status: Fixed

(2) Function input parameters lack of check:

Variable validation is not performed in below functions:

_10SHARE.sol

● setTreasuryAddress = _treasury

● governanceRecoverUnsupported = _token , to

_10MB.sol

● setTaxTiersRate = _value

● setTreasuryAddress = _treasury

Resolution: We advise to put validation : int type variables should not be empty and > 0 &

address type variables should not be address(0).

Status: Fixed

(3) Insufficient allowance: Treasury.sol

SafeApproval is missing in boardroomAllocateSeigniorage function, which throws

insufficient allowance error. Treasury's boardroomAllocateSeigniorage function calls

boardroom's allocateSeigniorage function. Here treasury becomes msg.sender which

requires approval.



Resolution: We suggest adding the below line in the boardroomAllocateSeigniorage

function just before allocateSeigniorage call. IERC20(_10MB).safeApprove(boardroom,

amount);

Status: Fixed

(4) Division before multiplication: Pool.sol

Solidity being resource constraint language, dividing any amount and then multiplying will

cause discrepancy in the outcome. Therefore always multiply the amount first and then

divide it.

Resolution: Consider ordering multiplication before division.

Status: Fixed

Very Low / Informational / Best practices:

(1) Unlimited Minting:

_10BOND.sol

Operators can mint unlimited tokens.

_10Share.sol



_10MB.sol

Operators & pools can mint unlimited tokens.

Resolution: We suggest putting a minting limit.

Status: Acknowledged



(2) Initialize function: Treasury.sol

Initialize function is public.If it is not initialized first by the contract owner then anyone can

initialize it.

Resolution: The owner should make sure to initialize the function before it is executed by

others. Or make it accessible to onlyOwner.

Status: Fixed

Centralization
This smart contract has some functions which can be executed by the Admin (Owner)

only. If the admin wallet private key would be compromised, then it would create trouble.

Following are Admin functions:

● mint: _10BOND Operator mints basis bonds to a recipient.

● burnFrom: _10BOND Operator can burn a token from the address.

● setOperator: _10BOND  owner can set a new operator address.

● setOperator: _10MB  owner can set a new operator address.

● set10MBOracle:  _10MB  owner can set a new 10MB oracle address.

● setTaxOffice:  _10MB  Operator can set a new tax office address.

● excludeAddress: _10MB  Operator  can exclude account.

● includeAddress: _10MB  Operator  can include account.

● mint: _10MB Operator mints 10MB to a recipient.

● burnFrom: _10MB Operator can burn a token from the address.

● setTreasuryAddress:   _10MB  Operator can set a new treasury address.

● setDaoFund: _10SHARE Operator can set a new Dao fund address.

● setEquityFund: _10SHARE Operator can set a new equity fund address.

● setDevFund: _10SHARE Operator can set a new dev fund address.

● setOperator: _10SHARE Owner can set a new operator  address.

● setFundMultiplier: _10SHARE Owner can set a new fund multiplier  address.

● mint: _10SHARE Operator mints 10SHARE to a recipient.

● governanceRecoverUnsupported: _10SHARE Operator can governance recover

unsupported.



● setTreasuryAddress: _10SHARE Operator can set treasury address.

● add: _10MBMasterChef owner can  add a new lp to the pool.

● set: _10MBMasterChef owner can update the given pool's USDT allocation point

and deposit fee.

● depositNFT: _10MBMasterChef owner can deposit NFTs.

● withdrawNFT: _10MBMasterChef owner can withdraw NFTs.

● deposit: _10MBMasterChef owner can deposit LP tokens to MasterChef for USDT

allocation.

● withdraw: _10MBMasterChef owner can withdraw LP tokens from MasterChef.

● update10MBEmissionRate: _10MBMasterChef owner can update 10mb emission

rate.

● update10SHAREEmissionRate: _10MBMasterChef owner can update 10share

emission rate.

● setNftBaseBoostRate: _10MBMasterChef owner can set NFT boost  rate.

● setNftSpecificBoost: _10MBMasterChef owner can set NFT specific boost rate.

● setNftIdSpecificBoostRange: _10MBMasterChef owner can set NFT ID specific

boost range.

● removeNftIdBoostRangeById: _10MBMasterChef owner can remove NFT Id Boost

Range by id.

● setNftWhitelist: _10MBMasterChef owner can set NFT Whitelist address.

● setReserveFund:  _10MBMasterChef owner can set Reserve fund address.

● flipWhitelistAll:  _10MBMasterChef owner can flip whitelist all addresses.

● mint: MintableERC20 owner can mint a token to a recipient.

● burn: MintableERC20 owner can burn tokens from address.

● setOperator: Boardroom owner can set operator address.

● setLockUp: Boardroom Operator can withdraw Lockup Epochs value, reward

Lockup Epochs value.

● setReserveFund: Boardroom Operator can set reserve fund address.

● setStakeFee: Boardroom Operator can set stake fee.

● setWithdrawFee: Boardroom Operator can set withdrawal fee.

● allocateSeigniorage: Boardroom Operators can allocate seigniorage value.

● governanceRecoverUnsupported: Boardroom Operators can governance recover

unsupported value.

● migrate: Pool Operators  can  move collateral to a new pool address.



● toggleMinting:  Pool Operators  can  toggle minting.

● toggleRedeeming:  Pool Operators  can  toggle redeeming.

● setPoolCeiling: Pool .Operators  can  set pool ceiling value.

● setTwapPriceScalingPercentage: Pool Operators  can set twap price scaling

percentage value.

● setRedemptionDelay: Pool Operators  can set redemption delay.

● setTreasury: Pool  Operators  can set treasury addresses.

● transferCollateralToTreasury: Pool owner can transfer collateral to Treasury to

execute strategies.

● transferCollateralToOperator: Pool  operator can transfer collateral to Treasury to

execute strategies.

● setTaxTiersTwap: TaxOffice operator can set tax tiers twap index and value.

● setTaxTiersRate: TaxOffice operator can set tax tiers rate.

● enableAutoCalculateTax: TaxOffice operator can enable auto calculate tax.

● disableAutoCalculateTax: TaxOffice operator can disable auto calculate tax.

● setTaxRate: TaxOffice operator can set tax rate.

● setBurnThreshold: TaxOffice operator can set burn threshold value.

● setTaxCollectorAddress: TaxOffice operator can set tax collector address.

● excludeAddressFromTax: TaxOffice operator can exclude address from tax.

● includeAddressInTax:  TaxOffice operator can include address in tax.

● setTaxable10MBOracle: TaxOffice operator can set taxable 10mb oracle address.

● transferTaxOffice: TaxOffice operator can transfer tax office address.

● setTaxExclusionForAddress: TaxOffice operator can set tax exclusion for address.

● set10MB: TaxOracle owner can set 10mb address.

● setUsdt: TaxOracle owner can set USDT address.

● setPair: TaxOracle owner can set Pair address.

● setOperator: Treasury Operator can set operator address.

● setBoardroom: Treasury Operator can set boardroom address.

● setBoardroomWithdrawFee: Treasury Operator can set boardroom withdrawal fee.

● setBoardroomStakeFee: Treasury Operator can set boardroom stake fee.

● set10MBOracle:  Treasury Operator can set 10MB oracle address.

● set10MBPriceCeiling: Treasury Operator can set 10MB price ceiling value.

● setMinMaxSupplyExpansionPercent: Treasury Operator can set minimum and

maximum supply expansion percentage.



● setMaxSupplyExpansionPercent: Treasury Operator can set maximum supply

expansion percentage.

● setBondDepletionFloorPercent:  Treasury Operator can set bond depletion floor

percentage.

● setMaxSupplyContractionPercent:  Treasury Operator can set maximum supply

contraction percentage.

● setMaxDebtRatioPercent:  Treasury Operator can set maximum debt ratio

percentage.

● setBootstrap:  Treasury Operator can set bootstrap values.

● setExtraFunds: Treasury Operator can set extra funds values.

● setAllocateSeigniorageSalary: Treasury Operator can set allocation seigniorage

salary.

● setMaxDiscountRate: Treasury Operator can set maximum discount rate.

● setMaxPremiumRate: Treasury Operator can set maximum premium rate.

● setDiscountPercent: Treasury Operator can set discount percentage.

● setPremiumThreshold: Treasury Operator can set premium threshold.

● setPremiumPercent: Treasury Operator can set premium percentage.

● setMintingFactorForPayingDebt: Treasury Operator can set minting factor for

paying debt.

● set10MBSupplyTarget: Treasury Operator can set 10MB supply target value.

● addPool: Treasury Operator can add a new Pool.

● removePool: : Treasury Operator can remove Pool.

● governanceRecoverUnsupported: Treasury Operator can governance recover

unsupported.

● boardroomSetOperator: Treasury operator can set boardroom operator address.

● boardroomSetReserveFund: Treasury operator can set boardroom reserve fund

address.

● boardroomSetLockUp: Treasury operator can set boardroom  lockup value.

● boardroomAllocateSeigniorage:Treasury operator can allocate boardroom

seigniorage value.

● boardroomGovernanceRecoverUnsupported: Treasury operator can recover

boardroom governance unsupported value.

● setRedemptionFee: Treasury operator can set redemption fee.

● setMintingFee: Treasury operator can set minting fee.



● setRatioStep: Treasury operator can set ratio steps.

● setPriceTarget: Treasury operator can set price target values.

● setRefreshCooldown: Treasury operator can set refresh cooldown value.

● setPriceBand: Treasury operator can set price band value.

● toggleCollateralRatio: Treasury operator can toggle  collateral ratio.

● toggleEffectiveCollateralRatio: Treasury operator can toggle effective collateral

ratio.

● executeTransaction: Treasury operator can execute transactions.

To make the smart contract 100% decentralized, we suggest renouncing ownership in the

smart contract once its function is completed.



Conclusion

We were given a contract code in the form of a file. And we have used all possible tests

based on given objects as files. We have observed some issues in the smart contracts and

those are fixed/ acknowledged in the revised code. So, smart contracts are ready for
the mainnet deployment.

Since possible test cases can be unlimited for such smart contracts protocol, we provide

no such guarantee of future outcomes. We have used all the latest static tools and manual

observations to cover maximum possible test cases to scan everything.

Smart contracts within the scope were manually reviewed and analyzed with static

analysis tools. Smart Contract’s high-level description of functionality was presented in the

As-is overview section of the report.

Audit report contains all found security vulnerabilities and other issues in the reviewed

code.

Security state of the reviewed contract, based on standard audit procedure scope, is

“Secured”.



Our Methodology

We like to work with a transparent process and make our reviews a collaborative effort.

The goals of our security audits are to improve the quality of systems we review and aim

for sufficient remediation to help protect users. The following is the methodology we use in

our security audit process.

Manual Code Review:
In manually reviewing all of the code, we look for any potential issues with code logic, error

handling, protocol and header parsing, cryptographic errors, and random number

generators. We also watch for areas where more defensive programming could reduce the

risk of future mistakes and speed up future audits. Although our primary focus is on the

in-scope code, we examine dependency code and behavior when it is relevant to a

particular line of investigation.

Vulnerability Analysis:
Our audit techniques included manual code analysis, user interface interaction, and

whitebox penetration testing. We look at the project's web site to get a high level

understanding of what functionality the software under review provides. We then meet with

the developers to gain an appreciation of their vision of the software. We install and use

the relevant software, exploring the user interactions and roles. While we do this, we

brainstorm threat models and attack surfaces. We read design documentation, review

other audit results, search for similar projects, examine source code dependencies, skim

open issue tickets, and generally investigate details other than the implementation.



Documenting Results:
We follow a conservative, transparent process for analyzing potential security

vulnerabilities and seeing them through successful remediation. Whenever a potential

issue is discovered, we immediately create an Issue entry for it in this document, even

though we have not yet verified the feasibility and impact of the issue. This process is

conservative because we document our suspicions early even if they are later shown to

not represent exploitable vulnerabilities. We generally follow a process of first documenting

the suspicion with unresolved questions, then confirming the issue through code analysis,

live experimentation, or automated tests. Code analysis is the most tentative, and we

strive to provide test code, log captures, or screenshots demonstrating our confirmation.

After this we analyze the feasibility of an attack in a live system.

Suggested Solutions:
We search for immediate mitigations that live deployments can take, and finally we

suggest the requirements for remediation engineering for future releases. The mitigation

and remediation recommendations should be scrutinized by the developers and

deployment engineers, and successful mitigation and remediation is an ongoing

collaborative process after we deliver our report, and before the details are made public.



Disclaimers
EtherAuthority.io Disclaimer

EtherAuthority team has analyzed this smart contract in accordance with the best industry
practices at the date of this report, in relation to: cybersecurity vulnerabilities and issues in
smart contract source code, the details of which are disclosed in this report, (Source
Code); the Source Code compilation, deployment and functionality (performing the
intended functions).

Due to the fact that the total number of test cases are unlimited, the audit makes no
statements or warranties on security of the code. It also cannot be considered as a
sufficient assessment regarding the utility and safety of the code, bugfree status or any
other statements of the contract. While we have done our best in conducting the analysis
and producing this report, it is important to note that you should not rely on this report only.
We also suggest conducting a bug bounty program to confirm the high level of security of
this smart contract.

Technical Disclaimer

Smart contracts are deployed and executed on the blockchain platform. The platform, its
programming language, and other software related to the smart contract can have their
own vulnerabilities that can lead to hacks. Thus, the audit can’t guarantee explicit security
of the audited smart contracts.



Appendix
Code Flow Diagram - 10MB Finance Protocol
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10SHARE Diagram



Oracle Diagram



Slither Results Log

Slither log >> Boardroom.sol



Slither log >> ContractGuard.sol

Slither log >> Oracle.sol



Slither log >> Pool.sol



Slither log >> TaxOffice.sol

Slither log >> TaxOracle.sol



Slither log >> Timelock.sol

Slither log >> Treasury.sol



Slither log >> _10MBMasterchef.sol



Slither log >> MintableERC20.sol
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Slither log >> _10SHARE.sol



Solidity Static Analysis
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Solhint Linter

Boardroom.sol

Boardroom.sol:155:18: Error: Parse error: missing ';' at '{'
Boardroom.sol:168:18: Error: Parse error: missing ';' at '{'
Boardroom.sol:180:18: Error: Parse error: missing ';' at '{'
Boardroom.sol:197:18: Error: Parse error: missing ';' at '{'
Boardroom.sol:209:18: Error: Parse error: missing ';' at '{'
Boardroom.sol:305:18: Error: Parse error: missing ';' at '{'
Boardroom.sol:328:18: Error: Parse error: missing ';' at '{'
Boardroom.sol:354:18: Error: Parse error: missing ';' at '{'
Boardroom.sol:513:18: Error: Parse error: missing ';' at '{'

ContractGuard.sol

ContractGuard.sol:3:1: Error: Compiler version >0.6.12 does not
satisfy the r semver requirement
ContractGuard.sol:9:38: Error: Avoid to use tx.origin
ContractGuard.sol:22:31: Error: Avoid to use tx.origin

Oracle.sol

Oracle.sol:486:18: Error: Parse error: missing ';' at '{'
Oracle.sol:519:18: Error: Parse error: missing ';' at '{'
Oracle.sol:568:18: Error: Parse error: missing ';' at '{'
Oracle.sol:619:22: Error: Parse error: missing ';' at '{'
Oracle.sol:673:18: Error: Parse error: missing ';' at '{'
Oracle.sol:686:18: Error: Parse error: missing ';' at '{'
Oracle.sol:698:18: Error: Parse error: missing ';' at '{'
Oracle.sol:715:18: Error: Parse error: missing ';' at '{'
Oracle.sol:727:18: Error: Parse error: missing ';' at '{'
Oracle.sol:823:18: Error: Parse error: missing ';' at '{'
Oracle.sol:846:18: Error: Parse error: missing ';' at '{'
Oracle.sol:872:18: Error: Parse error: missing ';' at '{'

Pool.sol

Pool.sol:351:18: Error: Parse error: missing ';' at '{'
Pool.sol:384:18: Error: Parse error: missing ';' at '{'
Pool.sol:433:18: Error: Parse error: missing ';' at '{'
Pool.sol:484:22: Error: Parse error: missing ';' at '{'
Pool.sol:581:18: Error: Parse error: missing ';' at '{'



Pool.sol:594:18: Error: Parse error: missing ';' at '{'
Pool.sol:606:18: Error: Parse error: missing ';' at '{'
Pool.sol:623:18: Error: Parse error: missing ';' at '{'
Pool.sol:635:18: Error: Parse error: missing ';' at '{'
Pool.sol:731:18: Error: Parse error: missing ';' at '{'
Pool.sol:754:18: Error: Parse error: missing ';' at '{'
Pool.sol:780:18: Error: Parse error: missing ';' at '{'
Pool.sol:939:18: Error: Parse error: missing ';' at '{'

Timelock.sol

Timelock.sol:7:1: Error: Compiler version >0.6.12 does not satisfy
the r semver requirement
Timelock.sol:259:17: Error: Variable name must be in mixedCase
Timelock.sol:263:5: Error: Explicitly mark visibility in function
(Set ignoreConstructors to true if using solidity >=0.7.0)
Timelock.sol:273:32: Error: Code contains empty blocks
Timelock.sol:362:51: Error: Avoid using low level calls.
Timelock.sol:372:16: Error: Avoid to make time-based decisions in
your business logic

TaxOffice.sol

TaxOffice.sol:191:18: Error: Parse error: missing ';' at '{'
TaxOffice.sol:204:18: Error: Parse error: missing ';' at '{'
TaxOffice.sol:216:18: Error: Parse error: missing ';' at '{'
TaxOffice.sol:233:18: Error: Parse error: missing ';' at '{'
TaxOffice.sol:245:18: Error: Parse error: missing ';' at '{'
TaxOffice.sol:341:18: Error: Parse error: missing ';' at '{'
TaxOffice.sol:364:18: Error: Parse error: missing ';' at '{'
TaxOffice.sol:390:18: Error: Parse error: missing ';' at '{'
TaxOffice.sol:624:18: Error: Parse error: missing ';' at '{'

TaxOracle.sol

TaxOracle.sol:88:18: Error: Parse error: missing ';' at '{'
TaxOracle.sol:101:18: Error: Parse error: missing ';' at '{'
TaxOracle.sol:113:18: Error: Parse error: missing ';' at '{'
TaxOracle.sol:130:18: Error: Parse error: missing ';' at '{'
TaxOracle.sol:142:18: Error: Parse error: missing ';' at '{'
TaxOracle.sol:238:18: Error: Parse error: missing ';' at '{'
TaxOracle.sol:261:18: Error: Parse error: missing ';' at '{'
TaxOracle.sol:287:18: Error: Parse error: missing ';' at '{'

Treasury.sol



Treasury.sol:149:18: Error: Parse error: missing ';' at '{'
Treasury.sol:293:18: Error: Parse error: missing ';' at '{'
Treasury.sol:324:18: Error: Parse error: missing ';' at '{'
Treasury.sol:337:18: Error: Parse error: missing ';' at '{'
Treasury.sol:349:18: Error: Parse error: missing ';' at '{'
Treasury.sol:366:18: Error: Parse error: missing ';' at '{'
Treasury.sol:378:18: Error: Parse error: missing ';' at '{'
Treasury.sol:474:18: Error: Parse error: missing ';' at '{'
Treasury.sol:497:18: Error: Parse error: missing ';' at '{'
Treasury.sol:523:18: Error: Parse error: missing ';' at '{'
Treasury.sol:757:18: Error: Parse error: missing ';' at '{'

_10MBMasterchef.sol

_10MBMasterchef.sol:333:18: Error: Parse error: missing ';' at '{'
_10MBMasterchef.sol:366:18: Error: Parse error: missing ';' at '{'
_10MBMasterchef.sol:415:18: Error: Parse error: missing ';' at '{'
_10MBMasterchef.sol:466:22: Error: Parse error: missing ';' at '{'

MintableERC20.sol

MintableERC20.sol:277:18: Error: Parse error: missing ';' at '{'
MintableERC20.sol:310:18: Error: Parse error: missing ';' at '{'
MintableERC20.sol:359:18: Error: Parse error: missing ';' at '{'
MintableERC20.sol:410:22: Error: Parse error: missing ';' at '{'

_10BOND.sol

_10BOND.sol:276:18: Error: Parse error: missing ';' at '{'
_10BOND.sol:309:18: Error: Parse error: missing ';' at '{'
_10BOND.sol:358:18: Error: Parse error: missing ';' at '{'
_10BOND.sol:409:22: Error: Parse error: missing ';' at '{'

_10MB.sol

_10MB.sol:261:18: Error: Parse error: missing ';' at '{'
_10MB.sol:405:18: Error: Parse error: missing ';' at '{'
_10MB.sol:699:18: Error: Parse error: missing ';' at '{'
_10MB.sol:732:18: Error: Parse error: missing ';' at '{'
_10MB.sol:781:18: Error: Parse error: missing ';' at '{'
_10MB.sol:832:22: Error: Parse error: missing ';' at '{'
_10MB.sol:912:18: Error: Parse error: missing ';' at '{'
_10MB.sol:925:18: Error: Parse error: missing ';' at '{'
_10MB.sol:937:18: Error: Parse error: missing ';' at '{'



_10MB.sol:954:18: Error: Parse error: missing ';' at '{'
_10MB.sol:966:18: Error: Parse error: missing ';' at '{'
_10MB.sol:1062:18: Error: Parse error: missing ';' at '{'
_10MB.sol:1085:18: Error: Parse error: missing ';' at '{'
_10MB.sol:1111:18: Error: Parse error: missing ';' at '{'

_10SHARE.sol

_10SHARE.sol:329:18: Error: Parse error: missing ';' at '{'
_10SHARE.sol:362:18: Error: Parse error: missing ';' at '{'
_10SHARE.sol:411:18: Error: Parse error: missing ';' at '{'
_10SHARE.sol:462:22: Error: Parse error: missing ';' at '{'
_10SHARE.sol:541:18: Error: Parse error: missing ';' at '{'
_10SHARE.sol:554:18: Error: Parse error: missing ';' at '{'
_10SHARE.sol:566:18: Error: Parse error: missing ';' at '{'
_10SHARE.sol:583:18: Error: Parse error: missing ';' at '{'
_10SHARE.sol:595:18: Error: Parse error: missing ';' at '{'
_10SHARE.sol:691:18: Error: Parse error: missing ';' at '{'
_10SHARE.sol:714:18: Error: Parse error: missing ';' at '{'
_10SHARE.sol:740:18: Error: Parse error: missing ';' at '{'
_10SHARE.sol:901:18: Error: Parse error: missing ';' at '{'

Software analysis result:
These software reported many false positive results and some are informational issues.

So, those issues can be safely ignored.




